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Facts and figures

Established
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EASA member states

28* + 4

32

* The United Kingdom withdrew from the European Union on 31/01/2020 at midnight (Brussels time) and has become a Third
Country. However, under the terms of its withdrawal agreement, the UK will be treated as an EU Member State until 31/12/2020.
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Tasks

» Draft implementing rules in all fields pertinent to the EASA mission

» Certify & approve products and organisations, in fields where EASA has exclusive
competence (e.g. airworthiness)

» Provide oversight and support to Member States in fields where EASA has shared
competence (e.g. Air Operations, Air Traffic Management)

» Promote the use of European and worldwide standards

» Cooperate with international actors in order to achieve the highest safety level for
EU citizens globally (e.g. EU safety list, Third Country Operators authorisations)
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Aviation changes and so does the Risk

RPAs Operations @ Flight Operations
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* SWIM - System Wide Information Management

Trans-Organisational Personal
Connectivity Aerial Vehicles
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A key to reading Security and Safety approaches

.Security e -i:\Safety .

Causes Effects

Reduce the Likelihood of Reduce the Severity
Occurrences in Aviation and Probability of

caused by Intentional Safety Effects on
Acts by Threat Actors Aviation Systems
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The boundary is blurring

“Today’s security threats, including

cybersecurity, blur the traditional divide
between the two approaches.”

Why?

Cyber Threat Actors have no physical borders

Cybersecurity attacks per year is a six figures number...
Threat Actors have an easy access to resources + costs decrease

A reduction of the causes, left alone, is not the best option
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Collaborative Aviation Security and Safety

Sharing of Information to

determine Safety Risks

Security

Threat: B Mitigation Safety

SN Measure Measure Effect
C

Strategic Evolutionary cyber-resilient system
Objectives
for 2025 Self-strengthening with “built-in security”
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Cybersecurity for Products

RMT. 0648 aimed at

~-including generic cybersecurity requirements in CS 23,
CS 25, CS 27, CS 29, CS E, CS ETSO, CS P and amending
AMC-20 and adding AMC-20-42

~-Taking into account the interdependencies between
aviation safety and security
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Tomorrow Cybersecurity for Organisations

RMT. 0720 is aiming at

- Introducing provisions for the management of
information security in all the aviation domains,
including design, production, continuing airworthiness
management etc.

»- These provisions include high-level performance-based

requirements.
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To the point....

Organisation Requirements
~-Personnel requirements
~- Information Security Management System
- Establishment of internal inf. security reporting scheme
- Establishment of external inf. security reporting scheme
= Contracted Activities

»- Record-keeping
E2EASA




EASA Research Needs and Priorities

‘g » EASA
European Plan for Aviation Safety (EPAS) 2EASA
Strategic document for required actions at EU level in RI\EI:%I?IPBAIG ke
the fields of safety, security and environment SAFETY

EASA Research Agenda
* Agency’s expert input for new research as well as
from externals
* Integrated into EPAS
* Priorities set EASA Research Committee, revisited
annually

2018-2022
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https://www.easa.europa.eu/sites/default/files/dfu/EPAS_2018-2022 v2.2.8 for MB.pdf
https://www.easa.europa.eu/sites/default/files/dfu/EPAS_2018-2022 v2.2.8 for MB.pdf

Develop knowledge on system’s security properties

Evolutionary cyber-resilient system

A Cyber Resilient system fails gracefully and manages to keep alive, to an
acceptable extent, those functions deemed critical.

R&I - How the “security properties” of connected systems
and how get ?

How should vulnerabilities be managed
in complex systems?

What kind of system results from the composition (or de-
composition) of secure systems?
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Develop knowledge on system’s security properties

Self-strengthening with “built-in security”

Security is built-in to face new threats is a more automated way —
The concept of Antifragility.

R&I - How and till which extent can security be automated and
dealt with Al/ML approaches?

How an embedded system (used in transport means) can be
analysed by an Al/ML to discover vulnerabilities?

How can these vulnerabilities be autonomously patched by
preserving at the same time the safety features?
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>»EASA

on Safety Agency

Thank you for your attention

cybersec@easa.europa.eu

Your safety is our mission.
cybersec@easa.europa.eu An Agency of the European Union



