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Cyber study D2: European Target Framework
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The role of R&D in cyber resilience
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V0 V1 V2 V3 V4 V5

ATM needs Scope Feasibility
Pre-industrial 

development & 
integration

Industrialization Deployment

V6

Operations

V7

Decommissioning

Cyber resilient architecture
High level requirements for industrialization, 

deployment and operations

Aspects of cyber-resilience

Foresight - prediction, anticipation
Robustness - ability to keep operating
Resourcefulness - control damage, mitigate it
Redundancy - substitutable
Rapid recovery 
Adaptability - to changing environments

Resilience is the ability to prevent disruptions, to prepare for and adapt to changing conditions 
and to respond and recover rapidly from disruptions to ensure the continuity of services at an 
acceptable performance level.

Identify
Protect
Detect
Respond
Recover
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Security Risk Assessment Methdology
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Clarified what to be done when
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Cyber resilience controls

§ Intrusion prevention/detection
§ Logging 
§ Audit capabilities
§ Device and service authentication
§ Data validation tools
§ Data diodes 
§ Network zoning 
§ Network separation

§ Alternate paths for critical processes
§ Graceful degradation of critical systems
§ Link with ATM Architecture
§ Alternate paths
§ Independent functional duplication for critical processes
§ Modular system architecture
§ Clear separation between system functions
§ Simple systems architecture
§ Limited exceptions and adjustments

Ø Foresight 

Ø Robustness 

Ø Resourcefulness

Ø Redundancy

Ø Rapid recovery 

Ø Adaptability

Initial guidance 
provided by 

taskforce, but 
prioritized solution 

projects to 
eloborate further
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2018: SESAR issue on sharing security 
sensitive information
The security material developed by solution projects is sensitive material. Access to 
the solution’s security risk assessments would provide hackers an easy entrance into 
aviation systems.

A. From a legal perspective, management of this material has to comply with 
national regulation of all of our members. Potential non-compliancy with any 
national regulations of any of our members may make the SJU or its employees 
liable in case of a security breach.

B. From a legal perspective, management of this material has to comply with H2020 
rules

Blocking information exchange of cyber security sensitive material
Ø SESAR tools are not certified for exchanges of security critical material
Ø Requires many new personnel security clearances
Ø Liability in case of security breach of sensitive material
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2019: The European Strategic Coordination 
Platform for Cybersecurity in Aviation (ESCP)
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Objective: Improve cyber resilience

Objective: Self-strengthening aviation system
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2020: ESCP on “Information sharing”
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Ø Discuss which policies, legal basis and incentive scheme should be adopted to

enable stakeholders’ collaboration and sharing of sensitive information,

respecting at the same time the security objectives of the EU Member States.

o Policies should encompass also collection, handling, marking, storing and

disposal of such information.

Ø Identify the needs of the different aviation stakeholders in terms of information

sharing and which existing initiative and mean can be suitable.

Ø Discuss the possible cooperation and mutual support amongst stakeholders to

improve resiliency in time of crisis.



2020: ESCP on “Information sharing”
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2020: ICAO on cyber security

Secretariat Study Group on Cybersecurity (SSGC)
Ø The forum to discuss all ICAO and related cybersecurity initiatives
Ø May be turned into an ICAO Cyber Panel, past the 40th ICAO Assembly.
Ø Critical, as it allows to globally export the ESCP Cyber Strategy. 

ICAO INNOVA Project
Ø Primarily a Trust Framework, applicable to any exchange of information
Ø Enables digital trust for the Internet technology-based Aeronautical 

Telecommunication Network (ATN)
Ø Builds upon operational needs of global aviation stakeholders
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Some questions

• What is more secure: old and obscure technologies or  modern and open 
technologies?

• Should CNS be encrypted and how to secure existing non-encrypted CNS ?

• Technology is evolving faster & faster – how to ensure that our design is 
“future proof”?

• Avoiding tailor made approaches for aviation and opening up to new ideas 
from other critical infrastructures such as banking 

• Is security so different from safety? Can we aim at a Safety and Security 
Management System?

• How to establish trust in a global environment?
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Founding Members

Thank you very much 
for your attention!
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