Authentication & Integrity for ADS-B

in @ backwards compatible way!
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Quick Intro: ADS-B Security

ADS-B is shift from Air segment:
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There are many solutions, but...

Main enemies:

* Cost pressure

* Long life cycles of tech
— Backwards compatibility

Secure Location * “Need” for guarantees

Broadcast catio
Auth. Verification

ADS-B
Security

Retroactive
Key
Publication

Multi-
lateration

Traffic
Analysis

Data
Fusion

Kalman
Filtering

Distance
Bounding

Non-Crypto
Schemes

Public Key
Crypto

Group
Verification

Random.
Frequency
Hopping /
Spreading

Finger-

i * Strohmeier, Lenders, Martinovic: “On the Security of the Automatic
printing

Dependent Surveillance-Broadcast Protocol”, IEEE, 2014



Still possible to add security to ADS-B?

Minimum Operational Performance Standards
(MOPS) for 1090 MHz Extended Squitter
Automatic

(ADS-B)

(Corrigendum 1, Appendix W, integrated and highlighted)




1090ES ADS-B Signals 5

Pulse Position Modulation:
JLJ»\JM ﬂJ MMLJ UI Um

The Signal Phase:

I

— can be used to transmit additional information with each ADS-B signal!



ADS-B Phase Overlay 6

= Part of the current draft of next ADS-B version:

2.2.3.5 (Optional) Phase Overlay Capability

The optional Phase Overlay capability eonsists of phase modulating the pulses of a
standard 1090ES message. This phase modulation of the PPM signal is used to encode |
data in addition to the"data conveyed in the 112 bit 1090ES message. The following
sections define the encoding of the phase data and basic message structure.

" Transparent to legacy receivers (backwards compatible!)

= Phase overlay has (almost) no effect on PPM modulation

= Unigque opportunity:
Use PO to add security to ADS-B in a backwards compatible way!



Research Questions

Q1: What’s the net capacity that can be provided
with the phase overlay under realistic conditions?

Q2: How can we use this additional capacity to
provide security services to ADS-B users?




Net Capacity of Phase Overlay 8

What is the optimal PSK configuration?
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More bits per symbol but also more prone to errors
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Net Capacity of Phase Overlay

Bit errors in a noisy (realistic) environment?

Example: Mode A/C Fruit
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Evaluation Setup

e generates reference signal

* can mix in noise from recordings 1090 MHz
* receives frames from GRX and > Dot Antenna
counts symbol/bit errors —> Signals

e optional real-time
noise injection

Ettus USRP X300

[ ® @

* 1090 MHz receiver
* provides 12 bit I/Q
data @ 12 MHz

awsOmesC @ @ @ @
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®

SeRo Systems GRX1090 * ADS-B transmitter (PPM + M-PSK)
* Noise/Interference transmitter

*®



Bit Error Rate vs. SNR
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dynamic range of phase overlay narrower than that of PPM



Expected Performance in the Real World

= Assumptions:
" Transponder transmits at 56 dBm
" Free-space path loss over 250 NM

= Mixed in RF recording from FRA receiver (~200 aircraft)
= No carrier frequency offset / Doppler shift

Mode A/C noise DME noise
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Result

= Net capacity = log,(M) bits per PPM bit - ECC bits (RS coded)

218

200 -

150 -

Net Capacity (Bits per Transmission)

= =
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2 4

= Very close to current draft of ADS-B v3: 204 data bits
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SECURITY




How to use these 218 bits?

Main enemies:

* Cost pressure

* Long life cycles of tech
— Backwards compatibility

Secure Location * “Need” for guarantees
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Broadcast Authentication (and Integrity)

= Candidate protocol:

In CryptoBytes, 5:2, Summer/Fall 2002, pp. 2-13

The TESLA Broadcast Authentication Protocol®

Adrian Perrig Ran Canetti J. D. Tygar Dawn Song

= Requires:
" |ight time synchronization between transponder and receiver(s)
= pre-calculated chain of keys linked with secure(!) one-way function

= Several variants of TESLA for ADS-B proposed in the literature



Our Variant

Generate next key:
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K1 is added to flight plan /
distributed to ANSPs

Start ADSB OUT }—
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I Key chain generated

- Start - Input: P
before flight 112-bit DF17 Repert M /““
¥
Input:
/FIightDurationD/ 4 ‘/
= 1+floor{current flight time / 0.5)
v C' = AES(K_i, M | 1000000000000000)
C = MSB(C', 90)
Init variables:
M= (D+X)/0.55
K_i = RND y

Output:
218-bit Overlay K_i-1 | C

Flight Finished no

0.5s key disclosure, 6h flight - 0.7 Mbyte keychain

Message authentication
codes (MAC) generated
using keys from the chain
according to key schedule

| Key of previous time

interval published with
every ADS-B message



Conclusion 19

" Expected net capacity gain through phase overlay is 218 bits
= actually 204 if implemented according to current ED-102B/D0O-206C draft

= Additional capacity can/should be used to improve security
= Backwards compatible ©
= But: update of transponder hardware required ®

= Would not solve all ADS-B security problems, but is giant leap forward
= Only authentication of origin of information

= Correctness of information itself not guaranteed



