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Executive summary

The exchange of communication between aircraft and ground or in-between aircraft will evolve to
develop the SESAR capability levels. These exchanges will require more advanced functionalities,
different categories of quality of service and will be area dependent (e.g. the volume of exchange in
an airport will be significantly different than in en-route).

The future SESAR amendments will require an implementation of the new communication systems on
board the aircraft. However, current communication systems will or may still be needed, at least
during the transition phases, to operate legacy exchanges.

This document specifies the high level safety and performance requirements relating to the aircraft
systems, ground systems, air-ground communication service provisions, flight crew and controller.
These aircraft systems high level requirement are allocated to aircraft subsystems, namely end
system, routing system and communication system of the aircraft.

This document is based on safety and performance analysis provided by the Eurocae/RTCA.

The derived requirements (safety and performance) are relevant to the different airspaces as airport
domain, approach domain, continental en-route domain and oceanic en-route domain for the datalink.
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1 Introduction

1.1 Purpose of the document

This document presents an analysis of security, safety and performances requirements which could
be applicable to the Iris Precursor system as an enabler for ATC Datalink services.

The security analysis has been performed by Inmarsat under ESA Iris Precursor project. The project
SESAR 15.2.5 members was involved for review.

The safety and performances analysis is done in the frame of the SESAR project 15.2.5 which aims at
developing and validating the Iris Precursor system. The analysis will be on all data link services even
if the project 15.2.5 is limited to the 4D TRAD services.

This document is based on a detailed analysis of Safety and Performance Requirements
documentation developed by the Eurocae/RTCA. The ED228 document is used to provide the
capability for users and providers to support validation activities associated with the data
communications needs of future Air Traffic Management concepts e.g., Next Generation Air
Transportation System (NextGen) and Single European Sky Air Traffic Management Research
(SESAR) initiatives. As such, issues such as multilink and volume requirement (capacity) are
considered to be out-of-scope of the performed safety analysis.

The requirements identified are then further apportioned to the different boxes taking part to the lIris
Precursor system.

1.2 Intended readership

This document can be used by manufacturers developing Iris Precursor systems and service
providers who could operate such system.

Since Iris Precursor can be used for ATC DATALINK services, manufacturers shall pay attention to
the Safety and Regularity of flight objectives which are related to such type of services.

In this document, manufacturers and service providers will get a list of ATC DATALINK services which
could be supported by the Iris Precursor systems and allow deriving Safety and Performance
recommendations.

1.3 Background

The used methodology is the same as those used in the SESAR 9.44 document [2] relating to the
Means of communication systems. In comparison with the work performed in SESAR 9.44, this
document extends the initial analysis to cover DATALINK services in all A/C phases. The scope of
this document concerns the Iris Precursor service which will provide air-ground communications for
initial 4D flight path control by 2018, used in all airspaces (APT, TMA, ENR-1 and ENR-2).

1.4 Structure of the document
This document is structured as follows:
e Chapter 1: introductory chapter.

e Chapter 2: definition of the considered environment (DATALINK) and DATALINK services for
the FHA.

e Chapter 3: description of the methodology.
e Chapter 4: DATALINK communication FHA.

e Chapter 5: Safety and performance requirements applicable to the communication airborne
system

e Chapter 6: Safety and performance requirements applicable to the communication ground

system
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* Chapter 7: Assumptions taken during the analysis.
* Chapter 8: Security Analysis
» Chapter 9: Reference documents.

1.5 Acronyms and Terminology

Edition: 01.00.00

Term Definition
AAA Authentication Authorization Accounting
AC Aircraft
ACR Avionics Communication Router
ACSP Air Ground Communication System Provision
ADS Automatic Dependent Surveillance
AE Abnormal Event
AOC Aeronautical Operational Control’
APT Airport
ASN Access Service Network
ATC Air Traffic Control
ATM Air Traffic Management
ATN Aeronautical Telecommunication Network
ATS Air Traffic Service
ATSP Air Traffic Service Provider
ATSU Air Traffic Service Unit
CDA Current Data Authority
CNS Communication, Navigation, Surveillance
CPDLC Controller — Pilot Data Link Communication
CR Component Requirement
Ccu Context of Use
DM Downlink Message
EMM External Mitigation Means
ENR En-route
FH Flight Hour
FHA Functional Hazard Analysis
FMS Flight Management System
ID IDentifier
IPr Iris Precursor
OH Operational Hazard

' The AOC services are mainly dedicated to the airlines operation. AOC offers applications such as
Out Off On It (OOO0I), dispatch, weather updates, maintenance report,...

lounding meambers
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OSA | Operational Safety Assessment

PR Performance Requirement

SESAR Single European Sky ATM Research Programme
SR Safety Requirement

TMA Terminal Control Area

UM Uplink Message

uTC Universal Time Coordinated

Terminology used within this document:
e The term ‘Iris Precursor system’ covers all current and future systems of communication
contributing to Iris Precursor service.

oThe term ACSP includes all systems handle data between ATC ground systems and aircraft
antenna: SBB Space Segment, SBB Ground Segment, ATN Gateway ...;

founding meambers
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2 Considered environments

2.1 Datalink communications environment

The Iris Precursor system should be able to support the following types of services:
e ATC communication between Aircraft and ATC centers
» AOC communication between Aircraft and Airlines operation centers

2.1.1 DATALINK system in its environment
The following figure presents the CNS/ATM system as it is defined in ED228 document. It includes
the following elements:

 Flight Crew;

o Aircraft System;

¢ Air Ground Communication Service Provision (ACSP): ATN Gateway + SBB Ground Segment

+ SBB Space Segment,
» Air Traffic Service Unit (ATSU);
e Controller.
Operator
Procedures | | Aircraft System =
(Flight -
Deck] i End System
i (Aircraft)
o e Data
g [« Communication
crew i HMI
Air-Ground
Communications
¥
5 5 5 Communication
Air Traffic Service Provider Services
Air Traffic Service Unit (ATSU) B ‘
Air Traffic Service Unit (ATSU) A
Ground-Ground
Procedures ATSU System Communications
(ATSU) | -
End System Flight
I (aTsy) || cﬂﬂ?&‘?@ﬁm Information
Data Sources
Controller [ | < !
HMI Interfacility
| Communications
e 1

Figure 1 : Overview of CNS/ATM System

The Iris Precursor system comprises:
e on the airborne side of the data communication domain : Antenna + Data Communication
systems + End systems;
» on the ground side (ATSP):

o The Air Ground Communication Service Provision (ACSP) systems: ATN Gateway +
SBB Ground Segment + SBB Space Segment,

o The ATSUs systems: data communication systems + end systems.

founding members
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2.1.2 Description of the considered environments by the
Eurocae/RTCA

As presented in chapter 3, this document is based on the safety and performance analysis performed
by the joint group Eurocae/RTCA.

The reference document that is used for this analysis is the document [3].

Edition: 01.00.00

“ED228 environment” for different domains is described in ED228 document. The main characteristics
of this environment are described below:

APT domain TMA domain ENR-1 domain ENR-2 domain
. 75% of aircraft are 75% of aircraft are 75% of aircraft are 75% of aircraft are
LU S equipped with data equipped with data | equipped with data | equipped with data

equipage

communications

communications

communications

communications

Aircraft flight duration per

sector 20.5 minutes 5.5 minutes 11.25 minutes Up to 6 hours
; 61
Average aircraft count per
soctor (during busy hou | (19.Ramp. 31 Ground, and | 16 26 45
11 Tower)
. : 96
z::zztl:ztra:;z;\:: us aircraft (30 Ramp, 48 Ground, and | 27 41 80
18 Tower)
:‘\(l)r:rraft handled per sector 179 175 139 Up to 120

Table 1: Characteristics of ED228 environment

From a safety point of view, it is important to note that this environment considers the existence of
sophisticated automation tools for problem detection, resolution advisories and prioritization
to assist the controller.

2.1.3 Datalink services considered for the analysis
The following assumption is related to application/services considered in safety analysis:
- ASSUMP_IPr_12: Aeronautical Operational Control (AOC) services are not considered in the

present safety and performance analyses.
Justification:
- AOC services are mainly used to exchange information between the aircraft and the airlines
(for example to prepare / optimize the maintenance of the aircraft). They are not considered in
ED228 document.
- From a safety point of view, AOC services are less critical than ATS services. So safety
requirements defined by considering the ATS services should be more stringent than safety
requirements that could be defined by considering AOC services.

- From a performance point of view, it is considered that performance requirements defined in
ED228 document (i.e. availability and transaction times) for ATS services are sufficient to use
AOC services efficiently.

Note: other performance requirements such as volume requirement (capacity) are considered
to be out-of-scope of this safety analysis.

ED228 document define the following Air Traffic Services (ATS) services:
o DLIC (DataLink Initiation)

o Definition: This service exchanges information between an aircraft and an ATSU to
identify the DATALINK services that are supported. The DLIC service is also used to
establish a unique identity address for each aircraft initiating the connection process.
It provides version and address information for all DATALINK services including itself.
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o_Utilization: The DLIC service is executed prior to any other addressed DATALINK
service.

0_Application: This service uses CM application.

¢ ACM (ATC Communication Management)

o_Definition: This service provides automated assistance to the flight crew and current
and next controllers for conducting the transfer of ATC communications.

o Utilization: The ACM service is intended to be used in all phases of flight and surface
operations

0 Application: This service uses CPDLC application.

e CRD (Clearance Request and Delivery)

o Definition: This service supports operational ATC data communication (clearance
request, delivery and response) between the flight crew and the ground
system/controller of the current data authority ATSU.

o Utilization: This service is intended to be used in all phases of flight.
0 Application: This service uses CPDLC application.

¢ IER (Information Exchange and Reporting)

o_Definition: This service provides the capability for the ATSU system/controller and
airborne system/flight crew to exchange information (reports/confirmation messages,
automatic report provided by aircraft, request for information on expected
clearances...).

o Utilization: This service can be used in all phases of flight.
0_Application: This service uses CPDLC and ADS-C application.
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e AMC (ATC Microphone Check)

o_Definition: This service provides controllers with the capability to uplink an instruction to
an aircraft in order for the flight crew to check that the aircraft is not blocking a given
voice channel.

o Utilization: The AMC service is intended to be used in all phases of flight.
0 Application: This service uses CPDLC application.

¢ PR (Position Reporting)

o_Definition: This service provides the controller with the capability to obtain position
information from the aircraft.

Additionally, the position report includes complementary information such as current
speed information (air and ground speeds), the current meteorological information
(aircraft's wind, temperature, turbulence, and humidity information) and the projected
route (next and next + 1 waypoints).

o_Utilization: This service is performed only during ENR-2 operations.
0_Application: This service uses ADS-C application.

e DCL (Departure Clearance)

o_Definition: This service provides automated assistance for requesting and delivering
departure clearances.

o Utilization: This service is intended for use during the surface departure phase of
operation.

0_Application: This service uses CPDLC application.

e D-TAXI (DatalLink Taxi)

o_Definition: The D-TAXI service supports operational ATC data communication between
the flight crew and the ground system/controller of the Current Air Traffic Service Unit
(C-ATSU).The D-TAXI service uses CPDLC messages for requesting D-TAXI
clearance and information delivery, request, and response.

o Utilization: The D-TAXI service is intended for use during ground operations, and while
the aircraft is approaching the airport.

0_Application: This service uses CPDLC application.

¢ 4D-TRAD (4-Dimensional Trajectory Data Link)

o Definition: The 4DTRAD service enables the negotiation and synchronization of
trajectory data between ground and air systems. This includes the exchange of 4-
dimensional clearances and intent information such as lateral, longitudinal, vertical
and time or speed (including uplinked constraints specified as cleared speed / time
constraints which can be issued as a part of a route clearance).

o Utilization: During the pre-departure, the 4D-TRAD trajectory is loaded in the Flight
Management System automatically. The proposed 4-D trajectory portion will be used
later in the flight to facilitate negotiation of the aircraft’s final 4-D trajectory

o Application: The 4DTRAD service uses CPDLC for exchange of 4D clearances; and
ADS-C for acquiring trajectory data from the aircraft by the 4DTRAD service provider.
¢ ITP (In Trail Procedure)

o_Definition: This service allows a controller to approve an altitude change request that
would climb or descend through the altitude of an aircraft separated 15NM or greater
along the same track during the procedure.

o Utilization: This service is performed only during ENR-2 operations.
0 Application: This service uses CPDLC application.

e OCL (Oceanic Clearance)

o Definition: This service provides flight crews the capability to request and obtain
oceanic clearances from ATSUs that are not yet in control of the aircraft.

o Utilization: This service can be used in all phases of flight.
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0_Application: This service uses CPDLC application.
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¢ IM (Interval Management)

o_Definition: IM is an operation that enables an improved means for managing traffic
flows and aircraft spacing. IM has a range of operations whose goal is precise inter-

aircraft spacing. IM includes the use of ground and airborne tools.

Edition: 01.00.00

o Utilization: This service is performed only during Approach and ENR-1 operations.
o_Application: This service uses CPDLC application.

In consistence with ED228 document, the safety analysis is performed at application level:
consequences of Iris Precursor failures are linked to hazards at application level instead of hazards at
services level.

The following assumptions are related to application/services considered in safety analysis:

- ASSUMP_IPr_01: Context Management (CM) application is not considered during the
identification of Operational Hazards.

Justification: Consistent with Eurocae/RTCA approach: a failure during DATALINK initiation
doesn't have direct operational effects. However it can have effects during the use of the
others applications (CPDLC and ADS-C). So the safety requirements concerning CM
messages are determined by studying all the others applications.

Based on these considerations, following table presents the applications that are taken into account in
the present document and the related services.

Used | Usedin | Usedin | Used in | Covered | Adressed
Application Services considered in safety analysis | in APT | TMA ENR-1 ENR-2 by in present
domain [ domain | domain | domain | ED228 | document
Context . S
CM Management DLIC DataLink Inititation X X X X X X
ATC Communication
ACM Management X X X X X X
Clearance Request and

bt Delivery X X X

AMC ATC Microphone Check X X X

DCL Departure Clearance X X X

Controller Pilot D-TAXI . Data.\Link Ta)fi X X X

CPDLC DataLink 4DTRAD 4-D|men5|onaI_Trajectory X X X X X X

Communication — t'Dat; L':k -
nformation Exchange an

IER Reporting X X X X X

PR Position Reporting X X X

IM Interval Management X X X X

OCL Oceanic Clearance X X X X X X

ITP In Trail Procedure X X X

4DTRAD 4-Dimensional.Trajec’tory X X X X X X

Automatic — t_Datg L'Ek =
ADS-C Dependent IER nformation Exchange an X X X X X X
Surveillance Reporting
PR Position Reporting X X X

Table 2: Application considered for the safety analysis in ED228 environment
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3 Methodology

The methodology to derive Safety and Performance requirements applicable to the Iris Precursor
system is described below:

/ Identification of Safety and Performance \
Requirements applicable to Aircraft and ATSP

Identification of Aircraft and Identification of Aircraft and ATSP
ATSP Safety Requirements Performance Requirements

= |dentification of OH = |dentification relevant PR
= |dentification / definition of relevant SR = Selection of applicable PR

= Selection of applicable SR

Definition of Iris
Precursor requirements
(IrisPrR)

!

( Definition of Iris Precursor Requirements \

Identification of Iris Precursor architecture

Identification of Iris Precursor involved in AE

Definition of Iris Precursor Requirements
(including Assurance Level)

\_ )

Figure 2 : Methodology for Safety and Performance analysis

As it appears on this figure, this analysis includes two main tasks:

* The Identification of requirements applicable at Aircraft and ATSP level (since these domains
contain parts of the Iris Precursor). This task consists in a safety and performance analysis,
based on Eurocae/RTCA documentation, aiming at determining the suitable list of
requirements for the Iris Precursor. The detailed methodology of this task is presented in
§3.1.

* The apportionment of requirements applicable to the Aircraft and ATSP domain to the lIris
Precursor system. This task aims at deriving hardware, software and operation requirements
applicable at Iris Precursor level and at sub function level. The detailed methodology of this
task is presented in §3.2.
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3.1 Definition of Safety and Performance Requirements
applicable to Aircraft and ATSP

As presented on figure 3, two analyses are performed in order to determine Aircraft and ATSP
Requirements: safety analysis and performance analysis. These two analyses are carried out
independently to determine Safety Requirements and Performance Requirements. Then the most
stringent of these two requirements is selected as being the applicable requirement for Iris Precursor.

The following chapters presents the methodology for the definition of Safety Requirements (§3.1.1)
and Performance Requirements (§3.1.2).

3.1.1 Definition of Safety Requirements
The safety analysis includes two sub-tasks:
« |dentification of Operational Hazards,

» Definition of relevant Safety Requirements
The principle of these two sub-tasks is presented in the following chapters.

3.1.1.1 Identification of Operational Hazards

This task is a qualitative bottom up analysis whose purpose is to identify all the Operational Hazards
associated to the Iris Precursor. Operational Hazards are consequences, on the global ATM system,
of the Iris Precursor failures (Abnormal Events). Abnormal Events can have different consequences
depending on the Context of Use (CU) and on the success or failure of external mitigations means (in
others systems).

The principle of this task is presented on the following figure.

/

Identification of Operational Hazards (OH) \

Figure 3 : Methodology for the identification of Operational Hazards

This identification is composed of five main sub-tasks:
« |dentification of Abnormal Events at Iris Precursor Level;

o |dentification of all Contexts of Use and External Mitigation Means associated to each
Abnormal Event;

« |dentification of all Operational Hazards associated to each Abnormal Event;
» Evaluation of severities associated to new Operational Hazards;
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» Definition of safety objectives associated to new Operational Hazards;

A new operational hazard (NEW OH) is created either when it is missed in the ED228 document or
when it corresponds to a combination of several operational hazards existing in the ED228 document.

The detailed methodology and the results associated to these different sub tasks are presented in

§4.1.1.

3.1.1.2 Definition / Identification of relevant Aircraft and ATSP Safety
Requirements

Safety Requirements can be defined on the different components of the ATM system (Controller,
Flight Crew, Aircraft System, Air Ground Communication System or Ground System) from the
Operational Hazards / Safety Objectives identified during the previous task.
As presented in paragraph 2.1, Iris Precursor is split between Aircraft System and ATSP. So, only the
requirements applicable to the Aircraft system (AC) and to ATSP are considered as relevant for Iris
Precursor.
The definition of the relevant Aircraft or ATSP Safety Requirements is different depending on the kind
of Operational Hazard:

e For “ED228 OH”, an allocation has already been performed by ED228. So Aircraft and ATSP

safety requirements are directly extracted from ED228 document.

o For “NEW OH?”, the complete allocation must be performed from the Operational Hazard to the
different causes including Aircraft or ATSP.

Then, for a given failure mode (eg: Loss of message or corruption of message), only the most
stringent safety requirements are selected as being the applicable safety requirements.

The principle of this task is presented on the following figure.

Identification / definition of relevant AC or ATSP Safety Requirements

ED228 OH

-

T Most Most S
o SR_ED228 ATSP_1 stringent stringent S,
\ > C =i D ———— LTI

Figure 4 : Methodology for the definition / Identification of relevant AC or ATSP safety requirements
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The detailed methodology and the results of this task are presented in §4.1.2.

Edition: 01.00.00

3.1.2 Definition of Performance Requirements
The performance analysis includes two sub-tasks:

« |dentification of relevant Performance Requirements,

» Selection of applicable Performance Requirements.

The principle of these two sub-tasks is presented on the following figure. More details are given in the
following chapters.

Definition of AC, ACSP and ATSU Performance Requirements

- -
oo T
el "’ S~ -
- /_h\
R4 -7 Parameter 1 ( PR_AC 1> N
i~ -
»° - Select:on s
-
- PR_AC_1 ~
Parameter 2 L
- N
R q PR_AC_1 &__\/ ~
’ \
/, Parameter 3 ( PR_AC, 1> A .
’ S 'Y
/ (/——‘-.\ s

/ Identification of _ Parameter 1 PR AGPI/ \
!‘ relevant PR ( — Selection \_-=-\ ’

iz — -~ \
| - > - PR_ACSP_1
| | doeument PRACSP1 arameter 2 (
] —
\‘ Parameter 3 ‘ PR ACSP_1 > "

\ N ——— /
\ /
N ’
N Parameter 1 PR ATSU )
\ \ (’;:: Select:on P
. — /
N k‘\ - Parameter 2 k PR ATSU »
~ PRATSU_ 1 -/ ’
=t Pid
S ~ S~—— 7
Seo Parameter 3 |, PR_ATSU_y, ’
-~

Figure S : Methodology for the definition of AC, ACSP and ATSU Performance Requirements

3.1.2.1 Identification of relevant Performance Requirements in ED228
document

ED228 has defined Performance requirements for the different components of the ATM system:

Controller, Flight Crew, Aircraft System and Ground System.

As presented in paragraph 2.1, Iris Precursor is split between Aircraft System and ATSP. So, only the
requirements applicable to the Aircraft system (AC) and to ATSP are considered as relevant for Iris
Precursor.

This task consists in identifying, in the ED228 document, all the performance requirements allocated
to the Aircraft system or to the ATSP and concerning the transmission of message between ground
and aircraft.

The results of this task are presented in §4.2.1.
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3.1.2.2 Selection of applicable AC and ATSP performance requirements

Different performance requirements can be defined, in the ED228 document, for a same performance
parameter (for example continuity of service) and identified in the previous task. Consequently, this
task consists in selecting, for each parameter, the most stringent performance requirement, that is the
applicable performance requirement for this parameter.

The results of this task are presented in §4.2.2.

3.1.3 Selection of AC and ATSP Requirements

When a safety requirement (SR) and a performance requirement (PR) have been defined for a same
parameter (e.g. availability) a comparison is performed between these two requirements and the most
stringent is selected as being the applicable Requirement for this parameter. This principle is
presented on the following figure:

Definition of AC and ATSP Requirements \

. Safety \

~ ( Re
quirement /
Vs N
Saen P T —
/’ = Most
r Requiremen

. t -
| stringent / ;
\\ o —— S —_———- 'I

> (/ Performance K
S Requiremen 4
s, W Requireme t o

’
7/
/
-
-

Figure 6 : Methodology for the selection of AC and ATSP Requirements

In this analysis, there was no SR / PR defined for the same parameter and this step of the process
has been skipped.

3.1.4 Allocation of AC, ACSP and ATSU Safety Requirements on
Iris precursor

The requirements, identified in the previous task, concern a perimeter larger than the Iris Precursor.
So this task consists in re-allocating these requirements on the Iris Precursor.

For this purpose, a model of the AC, ACSP and ATSU systems will be established and assumptions
will be taken concerning the percentage of failure that is attributable to Iris Precursor. The principle of
this task is presented on the following figure.
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Allocation of AC and ATSP safety requirements on Iris Precursor

Aircraft Safety Requirements ATSP Safety Requirements
Aircraft System ATSP System
AC AC IrisPr ATSP ATSP IrisPr
Part1 Part2 Airborne part Part 1 Part 2 ATSP part
Allocation based Allocation based
on the model on the model
) (@msitome3 ) Cemarei
— —

Figure 7 : Methodology for the allocation of AC and ATSP safety requirements on Iris Precursor

The results of this task are presented in the §4.3.

3.2 Definition of Components Requirements

The definition of Components Requirements (CR) for the Iris Precursor includes three sub-tasks:
 Definition of Iris Precursor Architecture
« |dentification of components involved in Abnormal Events
 Allocation of Components Requirements

The principle of these three sub-tasks is presented on the following figure. More details are given in
the following chapters.
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Definition of Components Requirements (CR)

Iris Precursor ~.

Cd
Fe Function 1 [ HW_1 ][ HW_2 ] [ SW_1 ] AR
r )

! Identification of Iris Precursor Architecture

...................
............ (5 S
~

-~ Abnormal Event_1 o

Cd
e Function 1 [ HW_1 ] [ HW_2 ] [ sw_1 ] N\
L4 ‘\

-~ -

- -

Definition of CR
(Components Requirements)

Figure 8 : Methodology for the definition of Components Requirements in ED228 Context

3.2.1 Definition of Iris Precursor Architecture
As presented on the previous figure, this task consists in identifying the Iris Precursor architecture
systems (based on document [1]).
This identification should include:
» Presentation of airborne and ground parts of the Iris Precursor system
» Presentation of the different airborne and ground black boxes (hardware and software) in the
Iris Precursor
» Presentation of the function of each black box
» Presentation of potential COTS in these black boxes

This task will be a basis for the identification of components involved in the different Abnormal Events.
The detail level of this architecture must be commensurate with the desired detail-level of the

Components Requirements.

3.2.2 Identification of components involved in Abnormal Events
As presented on Figure 4, this task consists in identifying for each Abnormal Event:
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e the different failures that could lead to this Abnormal Event
e the combination of failures that must occurs to lead to this Abnormal Event

The failures are identified on the black boxes defined previously.

3.2.3 Allocation of Components Requirements

This task consists in performing the allocation of Components Requirements on the different black
boxes identified previously.

In order to perform this allocation, a fault tree is constructed, for each Abnormal Event, presenting all
potential contributors for this Abnormal Event (potential contributors have been identified during the
previous task). Then, components requirements are allocated to each contributor. These components
requirements can be;

¢ Quantitative requirements on hardware components. These requirements are derived from the
Iris Precursor Safety Requirements. If these quantitative requirements seem impossible to
reach, design requirements could be defined (redundancies...)

e Assurance Level on software components. These requirements are derived from the severity of
the Operational Hazard to which the Abnormal Events contributes. The methodology for the
allocation of Assurance Level will be detailed later.

e Qualitative requirements corresponding to the environment assumptions (monitoring,
surveillance).

The results of this task are presented in 85.
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4 Datalink communication FHA

4.1 Definition of Aircraft and ATSP Safety Requirements

In this section, first are identified the different failure cases which can be encountered by the Iris
Precursor level.

Then, mainly based on ED228, the Operational Hazards to which each Abnormal Event leads are
identified, depending on the Context of Use and on the External Mitigations Means success or failure.

4.1.1 Identification of Operational Hazards

4.1.1.1 Identification of Abnormal Events

This sub-task consists in identifying all the failures (Abnormal Events) that can occur at the Iris
Precursor level. Abnormal Events are directly linked to the main function of the Iris Precursor
(“Transmit messages between ground and airborne systems in order to perform data link services”).

The Iris Precursor Abnormal Events are referenced as follow: “AE_XX: xxxx”
o XX: reference number of the AE;
o xxxx: title of the AE.

The identification of Abnormal Events is based on classical failures modes that can occur in a
network. These failures modes are:

¢ Loss of message;

» Corruption of message;

* Misdirection of message;

* Delay of message;

* Generation of spurious message.

These classical failures modes can apply to:
* One message;
» All messages associated to one aircraft;
» All messages associated to more than one aircraft.

The following assumptions are related to abnormal events considered in safety analysis:

- ASSUMP_IPr_10: Failure concerning the “messages associated to one aircraft’ can occur in
case of failure in the airborne part of the Iris Precursor.

Justification: a failure of ground part of the Iris Precursor cannot concern only one aircraft.

- ASSUMP_IPr_11: Failures affecting several messages are not considered.

Justification: these failures are considered as equivalent to a succession of failure concerning
one message.

The application of this systematic methodology leads to the following preliminary list of Abnormal
Events which can be encountered at Iris Precursor level:

Ref Failure mode Number of messages Abnormal Events
concerned
AE_temp_01 Loss One message Loss of one message
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. Number of messages
Ref Failure mode TR Abnormal Events
AE_temp_02 Loss Messages a§5001ated to | Loss of messages associated to one
one aircraft aircraft
AE_temp_03 Loss Messages assocugted to | Loss of messages as§00|ated to more
more than one aircraft than one aircraft
AE_temp_04 Corruption One message Corruption of one message
AE_temp_05 Corruption Messages a_ssomated to | Corruption of messages associated to
one aircraft one aircraft
AE_temp_06 Corruption Messages assomgted to | Corruption of messages _assomated to
more than one aircraft more than one aircraft
AE_temp_07 Misdirection One message Misdirection of one message
AE_temp_08 Misdirection Messages a_ssomated to | Misdirection of messages associated to
one aircraft one aircraft
AE_temp_09 Misdirection Messages assoqated to | Misdirection of messages associated to
more than one aircraft more than one aircraft
AE_temp_10 Delay One message Delay of one message
AE_temp_11 Delay Messages a_ssocuated to | Delay of messages associated to one
one aircraft aircraft
AE_temp_12 Delay Messages assomgted to | Delay of messages as_somated to more
more than one aircraft than one aircraft
AE_temp_13 Spurious One message Generation of one spurious message
. Messages associated to | Transmission of spurious messages to
AE_temp_14 Spurious one aircraft one aircraft
. Messages associated to | Transmission of spurious messages to
AE_temp_15 Spurious - .
more than one aircraft more than one aircraft

Table 3: Preliminary list of abnormal events

Some Abnormal Events of this list leads to the same Operational Hazards. So, the following
assumptions were made in order to reduce the number of Abnormal Events to consider for the
identification of operational hazards.

- ASSUMP_IPr_04: Abnormal Events concerning all the messages at Iris Precursor level

associated to one aircraft are grouped as single event: “permanent failure to communicate
with one aircraft" (Availability of aircraft).

Justification: A failure on a message at Iris Precursor level (corruption, loss...), is detected
thanks to the external mitigation means such as time stamps, checksum... at upper layers.
The detection of this failure induces a clarification between controllers and flight crew. Then,
following messages will be carefully watched; controllers will detect that there is a permanent
failure on Datalink communication chain with the aircraft.

= AE_temp_02, AE_temp_05, AE_temp_08, AE_temp_11 and AE_temp_14 are grouped
together: AE_06 “Permanent failure to communicate with one aircraft”

- ASSUMP_IPr_05: Abnormal Events concerning all messages at Iris Precursor level associated

to more than one aircraft are grouped as single event: "permanent failure to communicate
with more than one aircraft” (Availability of provision).

Justification: A failure on an Iris Precursor message (corruption, loss...), is detected thanks to
the external mitigation means such as time stamps, checksum... at upper layers. The
detection of this failure induces a clarification between controllers and flight crew. Then,
following messages will be carefully watched; controllers will detect that there is a permanent
failure on Datalink communication chain.

= AE_temp_03, AE_temp_06, AE_temp_09, AE_temp_12 and AE_temp_15 are grouped
together: AE_07 “Permanent failure to communicate with more than one aircraft”
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So the final list of Abnormal Events that will be considered for the identification of Operational hazards
is:

Ref Abnormal Events
AE_01 Loss of one message at Iris Precursor level
AE_02 [ Corruption of one message at Iris Precursor level
AE_03 [ Misdirection of one message at Iris Precursor level

AE_04 |Delay of one message at Iris Precursor level

AE_05 | Generation of a one spurious message at Iris Precursor level

AE_06 [Permanent failure to communicate with one aircraft (availability of aircraft)

AE_07 |Permanent failure to communicate with more than one aircraft (availability of provision)

Table 4: List of Abnormal Events considered for the identification of Operational Hazards

4.1.1.2 Identification of all Contexts of Use and External Mitigation
Means associated to each Abnormal Event

4.1.1.2.1 ldentification of “Context of Use”

This subtask consists in identifying all the “Contexts of Use” associated to each Abnormal Event.
“Context of Use” reflects the operational environment in which the system can be used.

The Contexts of Use are referenced as follow: “CU_XX: xxxx”
o XX: reference number of the CU;
o xxxx: title of the CU.

The identification of “Context of Use” is based on the context of utilization of the Iris Precursor which
includes:

» Application related to the message transmitted via Iris Precursor;
« Kind of message (uplink or downlink message);

« Kind of failure (corruption of a message into another existing message or corruption into an un-
existing message).

The following table presents all the Contexts of Use identified for the Iris Precursor
Ref Context of Use

CU_01_a | Message is related to CPDLC application

CU_01_b | Message is related to ADS-C application

CU_02_a | Message is an uplink message

CU_02_b | Message is a downlink message

CU 03 a [Downlink message is corrupted into an existing other downlink message
CU_03_b [Downlink message is corrupted into an unexisting downlink message
CU_04_a | Uplink message is corrupted into an existing other uplink message
CU_04_b | Uplink message is corrupted into an unexisting uplink message

Table 5: List of Contexts of Use considered for the identification of Operational Hazards

lounding members

- &> Avenue de Cortenbergh 100 | B -1000 Bruxelles

PN W osesarju.eu 28 of 195



Project ID 15.02.404.
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4.1.1.2.2 Identification of External Mitigation Means

This subtask consists in identifying all the External Mitigation Means associated to each Abnormal
Event. Mitigation means are means that may help to reduce the effects of an Abnormal Event once it
has occurred. External Mitigation Means are mitigations means outside the scope of the system under
assessment, in our case it is thus outside Iris Precursor system.

The External Mitigation Means are referenced as follow: “EMM_XX: xxxx”
o XX: reference number of the EMM;
o xxxx: title of the EMM.

Edition: 01.00.00

This identification of External Mitigation Means is based on the ED228 document: External Mitigation
Means appear in Allocation of Safety Objectives and Requirements (ASOR) part of the OSAs. The
mitigation means applicable to this safety analysis are mainly those related to the ground systems

failures.

The result of this identification is that there exists an external mitigation means for all the classical
failures of a network:

» Loss of message (AE_01);

» Corruption of message (AE_02);

» Misdirection of message (AE_03);

* Delay of message (AE_04);

» Generation of a one spurious message at Iris Precursor level (AE_05).

The following table presents all the External Mitigation Means that could apply and the failures that

they mitigate:
Ref External Mitigation Means Concerned AE
Corruption: AE_02
EMM_01 Flight Crew detects uplink message is inappropriate Misdirection: AE_03
Delay: AE_04
EMM_02 Aircraft system detects and rejects corrupted uplink messages Corruption: AE_02

EMM_03 Ground system detects and rejects corrupted downlink messages. Corruption: AE_02
Loss: AE_01
EMM_04 Ground system detec:ztthhi?\tt?\em::seac?tZdh:; re10t been responded to Misdirection: AE_03
p Delay: AE_04
Aircraft system time stamps downlink messages
EMM_05 Ground system checks the time stamp of a delayed downlink Delay: AE_04
message and rejects it
Ground system time stamps uplink messages
EMM_06 | Aircraft system checks the time stamp of a delayed uplink message Delay: AE_04
and rejects it
EMM_07 Aircraft system detects and rejects misdirected uplink messages Misdirection: AE_03
EMM_08 | Ground system detects and rejects misdirected downlink messages Misdirection: AE_03
Corruption: AE_02
EMM_09 Controller detects downlink message is inappropriate Misdirection: AE_03
Delay: AE_04
EMM_10 Aircraft system checks UM/DM association and rejects spurious Spurious: AE_05
uplink messages
EMM_11 Ground system checks UM/DM association and rejects spurious Spurious: AE_05

downlink messages

lounding meambers
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Table 6: List of External Mitigation Means considered for the identification of Operational
Hazards

4.1.1.3 Identification of all Operational Hazards associated to each
Abnormal Event

This sub-task consists in identifying all the Operational Hazards to which each Abnormal Event leads,
depending on the Context of Use and on the External Mitigations Means success or failure.
Operational Hazards are identified by systematically applying the different Contexts of Use to the
Abnormal Events and evaluating the associated consequences depending on External Mitigation
Means success or failure.

A list of Operational effects has been established by the ED228 for the different data link application
(CPDLC and ADS). This list was established through expert consensus.

An Abnormal Event can lead to some of these ED228 Operational Hazards and eventually to new
Operational Hazards that were not identified by ED228.

The list of Operational Effects will be referenced as follow: “OH_XX_YY_ZZ: xxxx"

o XX identify the kind of OH “ED228” for the OH already identified in ED228 and “NEW” for the
new OH;

e YY identify the application concerned by the OH: “CPDLC”, “ADSC”, or “ALL” if all the
applications are involved simultaneously in an OH;

e 77: reference number of the OH. For the ED228 OH, the same number than in ED228
document is used;

o XxxXx title of the OH.

The table associated to this systematic methodology is presented in Appendix B.
The results of this methodology are:
e Iris Precursor failures can lead to 16 “ED228 Operational Hazards”:

0 8 CPDLC Operational Hazards:
= OH_ED228 CPDLC_01: Loss of CPDLC capability [single aircraft];
= OH_ED228 CPDLC_02d: Detected loss of CPDLC capability [multiple aircraft];

= OH_ED228 CPDLC_02u: Undetected loss of CPDLC capability [multiple
aircraft];

= OH_ED228 CPDLC_03d: Detected reception of a corrupted CPDLC message
[single aircraft];

= OH_ED228 CPDLC_03u: Undetected reception of a corrupted CPDLC
message [single aircraft];

*OH_ED228 CPDLC _05d: Detected reception of an unintended CPDLC
message [single aircraft];

= OH_ED228 CPDLC_05u: Undetected reception of an unintended CPDLC
message [single aircraft];

=OH_ED228 CPDLC_07: Unexpected interruption of a CPDLC transaction
[single aircraft];

0 8 ADS-C Operational Hazards:
= OH_ED228 ADSC_01d: Detected loss of ADS-C capability [single aircraft];
= OH_ED228 ADSC_01u: Undetected loss of ADS-C capability [single aircraft];
= OH_ED228 ADSC_02d: Detected loss of ADS-C capability [multiple aircraft];
= OH_ED228 ADSC_02u: Undetected loss of ADS-C capability [multiple aircraft];
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= OH_ED228 ADSC_03d: Detected reception of a corrupted ADS-C message
[single aircraft];

= OH_ED228 ADSC_03u: Undetected reception of a corrupted ADS-C message
[single aircraft];

= OH_ED228 ADSC_05: Reception of an unintended ADS-C message [single
aircraft];

= OH_ED228 ADSC_07: Unexpected interruption of an ADS-C transaction
[single aircraft];

e Iris Precursor failure can lead to 3 “New Operational Hazards™:
o0 OH_NEW_ALL_01: Failure to exchange any message with a single aircraft (detected);

0 OH_NEW_ALL_02d: Failure to exchange any message with more than one aircraft
(detected);

0 OH_NEW_ALL_02u: Failure to exchange any message with more than one aircraft
(undetected);

For the ED228 Operational Hazards, definition of associated Safety Objective has already been
performed by ED228. For the new Operational Hazards, the evaluation of the severity and the
definition of associated safety objective are performed in the two following paragraphs.

4.1.1.4 Evaluation of severity associated to new Operational Hazards

This sub-task consists in evaluating the effects associated to new Operational Hazards and in
proposing a severity for these Operational Hazards. Consistent with ED228 analysis, the ED-78
Hazards Classification Matrix (see Appendix A) is used to evaluate the severities.

This sub-task is carried out in comparison with the severities that have been attributed by ED228. If a
“new OH” has the same effects than a “ED228 OH" and the same mitigation means, the same
severity is attributed to this OH. If a “new OH" has the same effect than a “ED228 OH” and if it hasn’t
the same mitigation means, a more severe classification might be allocated on this “new OH".

Four new hazards have been identified during the previous task:
e OH_NEW_ALL _01: Failure to exchange any message with a single aircraft (detected).
e OH_NEW_ALL_02d: Failure to exchange any message with more than one aircraft (detected).

e OH_NEW_ALL 02u: Failure to exchange any message with more than one aircraft
(undetected).

- ASSUMP_IPr_06: Simultaneous loss of all applications (CPDLC and ADS-C) for one aircraft is
not more critical that independent failure of each application for one aircraft.
Justification: This assumption seems coherent because Datalink application has never been
considered as a reduction mean to mitigate the loss of another application. For example,
OH_ED228 CPDLC_01 (failure to exchange CPDLC messages with a single aircraft) is not
mitigated by the utilization of ADS-C.

eOH NEW ALL 01: Failure to exchange any message with a single aircraft (detected)

This Operational Hazard is a combination of Operational Hazards:
e OH_ED228 ADSC_01d: Detected loss of ADS-C capability [single aircraft] (SC4);
e OH_ED228 ADSC_01u: Undetected loss of ADS-C capability [single aircraft] (SC3)
e OH_ED228 CPDLC _01: Loss of CPDLC capability [single aircraft] (SC4);

Severities of all these Operational Hazards have been determined by evaluating their effects on the
overall ATM system.
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For CPDLC messages, in case of unavailability of longer duration, when initiating a message, the
initiator detects the system fails to send the message. At the time of detection, the initiator reverts to
voice communication in order to settle the open dialogue. All subsequent dialogues will be initiated by
voice.

This leads to a slight increase in controller and flight crew workload and to a slight reduction in aircraft
functional capabilities: SC4.

For ADS messages, when initiating an ADS-C contract request, the controller detects that the ground
system fails to send the message. In case of a demand or periodic contract, if the aircraft system fails
to send ADS-C report(s), the controller will detect it. For an event contract, the controller may detect
the loss of ADS-C capability depending on the type of event.

The detected loss of ADS-C capability leads to a slight reduction in safety margins and separation:
SCA4.

The undetected loss of ADS-C capability leads to a significant reduction in safety margins and
separation: SC3.

=>» This new operational hazard has a severity class 3 (SC3).

e OH NEW ALL 02d: Failure to exchange any message with more than one aircraft

(detected)
This Operational Hazard is a combination of Operational Hazards:
e OH_ED228 ADSC_02d: Detected loss of ADS-C capability [multiple aircraft] (SC4);
e OH_ED228 ADSC_02u: Undetected loss of ADS-C capability [multiple aircraft] (SC3);
e OH_ED228 CPDLC_02d: Detected loss of CPDLC capability [multiple aircraft] (SC4);
e OH_ED228 CPDLC_02u: Undetected loss of CPDLC capability [multiple aircraft] (SC3);

- ASSUMP_IPr_03: This event includes the combination between one system detected loss of
capability and the other system undetected loss of capability.

Justification: the undetected loss of one system can occur after the detected loss of the other
system and leading to a undetected failure to exchange any message with more than one
aircraft until the more or less longer detection by the controller.

For CPDLC messages, in case of unavailability of longer duration, when initiating a message, the
initiator detects the system fails to send the message. At the time of detection, the initiator reverts to
voice communication in order to settle the open dialogue. In the worst case of non-employment of a
Standby System, all subsequent dialogues with the effected aircraft are exchanged using voice.

This may lead to a significant increase in controller workload due to reversion to voice communication
and number of impacted aircraft and a slight increase in flight crew workload. It may have a significant
reduction in safety margins and separation: SC3.

For ADS messages, when initiating an ADS-C contract request, the controller detects that the ground
system fails to send the message. In case of a demand or periodic contract, if two or more aircraft
systems fail to send ADS-C reports, the controller will detect it. For event contracts, the controller may
detect the loss of ADS-C capability depending on the type of event.

From the ground viewpoint, the IER service cannot be used with two or more aircraft. Less
predictability, using EPP, is causing for several aircraft an extra burden for the controller because in
normal circumstances he relies on the EPP to obtain better predictability crosschecking or route
conformance checking.

This may lead to a significant reduction in safety margins and separation: SC3.

H £ Avenue de Cortenbergh 100 | B -1000 Bruxelles

WL SEeSarU. e 32 of 195



= This new operational hazard has a severity class 3 (SC3).

eOH NEW ALL 02u: Failure to exchange any message with more than one aircraft

(undetected)
This Operational Hazard is a combination of two Operational Hazards:
e OH_ED228 ADSC_02u: Undetected loss of ADS-C capability [multiple aircraft] (SC3);
e OH_ED228 CPDLC_02u: Undetected loss of CPDLC capability [multiple aircraft] (SC3);

For CPDLC messages, the undetected capability loss leads to a significant reduction in safety
margins and separation: SC3.

For ADS messages, the undetected capability loss leads to a significant reduction in safety margins
and separation: SC3.

=>» This new operational hazard has a severity class 3 (SC3).

4.1.1.5 Definition of Safety Objectives associated to new Operational
Hazards

This sub-task consists in defining the safety objectives associated to “new OH”. In order to perform
the allocation of Iris Precursor Safety Requirements (cf. § 3.1.1.2), it is necessary to determine the
safety objectives associated to all Operational Hazards, even those not identified by ED228.

The same methodology than in ED228 is applied for this definition: the Safety Objective is linked to
the severity attributed to the Operational Hazard.

¢ OH NEW ALL 01: Failure to exchange any message with a single aircraft (detected)

This new Operational Hazard is classified with a severity 3 (SC3).

As described previously, this severity is mainly driven because this hazard can lead to a “detected
loss of CPDLC and ADS-C capability for one aircraft” (OH_ED228 CPDLC_01 and
OH_ED228 ADSC_01).

The following safety objectives are allocated in WG78 Safety Analysis:
e OH_ED2288 ADSC_01d — Safety Objective: 1.0 107 /FH;
e OH_ED228 ADSC_01u — Safety Objective: 1.0 10 /FH;
e OH_ED228 CPDLC_01 — Safety Objective: 1.0 10° /FH.

Consequently, the most stringent of these two safety objectives is used for a failure to use any
application.

= Safety Objective for OH_NEW_ALL 01is 1.0 10° /FH

e OH NEW ALL 02d: Failure to exchange any message with more than one aircraft
(detected)
This new Operational Hazard is classified with a severity 3 (SC3).

As described previously, this severity is mainly driven because this hazard can lead to a “loss of
CPDLC and ADS-C capability for more than one aircraft” (OH_ED228 CPDLC 02 and
OH_ED228 ADSC_02).

The following safety objectives are allocated in WG78 Safety Analysis:
e OH_ED228 ADSC_02d — Safety Objective: 1.0 10° /H;

faunding meambers
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e OH_ED228 ADSC_02u — Safety Objective: 1.0 10® /H;
e OH_ED228 CPDLC_02d — Safety Objective: 1.0 10° /H;
e OH_ED228 CPDLC_02u - Safety Objective: 1.0 107° /H.

Consequently, the most stringent of these two safety objectives is used for a failure to use any
application.

= Safety Objective for OH_NEW_ALL_02d is 1.0 10° /H

e OH NEW ALL 02u: Failure to exchange any message with more than one aircraft
(undetected)
This new Operational Hazard is classified with a severity 3 (SC3).

As described previously, this severity is mainly driven because this hazard can lead to a “loss of
CPDLC and ADS-C capability for more than one aircraft” (OH_ED228 CPDLC _02u and
OH_ED228_ADSC_02u).

The following safety objectives are allocated in WG78 Safety Analysis:
e OH_ED228 ADSC_02u — Safety Objective: 1.0 10° /H;
e OH_ED228 CPDLC_02u - Safety Objective: 1.0 107° /H.

Consequently, the most stringent of these two safety objectives is used for a failure to use any
application.

= Safety Objective for OH_NEW_ALL_02u is 1.0 10° /H
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Project ID 15.02.404.
D03 - IRIS Precursor Security, Safety and Performance Analysis Edition: 01.00.00

4.1.2 ldentification / definition of relevant AC and ATSU Safety Requirements

4.1.2.1 ldentification of relevant AC and ATSP Safety Requirement from ED228 Operational Hazards

As mentioned previously, for all Operational Hazards identified by the ED228, an allocation of safety requirements has already been performed on the
different components of the ATM system: Flight Crew, Aircraft System and Air Traffic Service Provider (ATSP). Consequently, this task consists in identifying,
in the allocation fault tree of the ED228, all the safety requirements that are relevant for Iris Precursor.

Iris Precursor is split between Aircraft System and ATSP. So, the relevant Safety Requirements are the requirements allocated to Aircraft system or ATSP
and that concerns the exchange of message between ground and aircraft.

The tables of this paragraph have been built as follow:
e OH columns:
0 OH Ref: identify the OH issued from the ED228 document;
0 Severity: identify the severity associated of the studied OH (issued from ED228 document);
o SO: identify the safety objective associated of the studied OH,;
e Cause columns:
o Cause Ref: identify the high level safety requirement identified in the ED228 document (tables B-7 and C-7 (ADS-C and CPDLC OSA));
o Part: identify the ATM system component associated to the cause ref;
o Failure: identify the type of failure associated to the cause ref (unavailable, corruption, misdirection, generation of spurious, ...);
¢ SR columns: The list of relevant ED228 Safety Requirements will be referenced as follow: “SR-XX-YY-ZZ: xxxx”
0 XX-YY-ZZ constitutes the reference of the cause in the ED228 fault tree:
= XX: identify the part on which the safety requirement is allocated : “FC” for Flight Crew, “AC” for Aircraft System or “GD” for ATSP;
= YY: identify the application associated to the fault tree : “ADSC” or “CPDLC";
= ZZ . is a reference number of safety requirement;
0 xxxx: title of the ED228 Safety Requirement.

The following chapters present the relevant safety requirements defined from each ED228 OH identified in § 4.1.1.3.

4.1.2.1.1 OH_ED228_ADSC_01d

founding mambers
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Edition: 01.00.00

The safety objective to be met for this O?erational Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10™ per flight hour.

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
OH Ref Severity (ISF?I) Cause Ref Part Failure SR Ref Title
SR-GD-ADSC-01 The ATSU shall provide an indication to the controller when an ADS-C contract is established.
ED228 CASR_ADSC_01 | ATSP Unavailable
SR-GD-ADSC-02 The ATSU shall display the indication provided by the aircraft system when an ADS-C contract request initiated by
the ground system or the controller is rejected.
AC Unavailable SR-AC-ADSC-01 The aircraft system shall indicate to the flight crew a detected loss of ADS-C service.
ED228 CASR_ADSC_02
ATSP Unavailable SR-GD-ADSC-03 The ATSU shall indicate to the controller a detected loss of ADS-C service.
ED228 CASR_ADSC_03 | ATSP Unavailable SR-GD-ADSC-04 ADS-C service shall be established in sufficient time to be available for operational use.
ED228_CASR_ADSC_04 | ATSP Unavailable SR-GD-ADSC-05 ATSU shall be notified of planned outage of ADS-C service sufficiently ahead of time.
OH_ED228_ADSC_01d 4 1.00E-03
ED228 CASR_ADSC_05 | ATSP Unavailable SR-GD-ADSC-06 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
ED228 CASR ADSC 14 | ATSP EMM_p4 - SR-GD-ADSC-13 The ATSU shall indicate to the contmller'when qemand or p(_enodip report for a request sent by the ATSU is not
- - - Unavailable received within the required time (OT).
EMM_10 - ] . . . . . ]
AC Unavailable SR-AC-ADSC-16 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
ED228 CASR_ADSC_29 The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with
- - = SR-GD-ADSC-34 p
EMM_11 - the aircraft.
ATSE Unavailable

SR-GD-ADSC-35

Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

Table 7: Relevant AC and ATSP safety requirements allocated from OH_ED228 ADSC_01d

4.1.2.1.2 OH_ED228_ADSC_01u

The safety objective to be met for this OEerationaI Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10™ per flight hour.

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.
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Project ID 15.02.404.

D03 - IRIS Precursor Security, Safety and Performance Analysis Edition: 01.00.00
OH Cause SR
OH Ref Severity (ISF‘:') Cause Ref Part Failure SR Ref Title
EMM_04 - Py g The ATSU shall indicate to the controller when demand or periodic report for a request sent by the ATSU is not
E0226 CASR ADSC 14| AISE Unavailable SREOADSCLS received within the required time (OT).
EMM_10 - ) ) — ) ) )
AC U Siabl SR-AC-ADSC-16 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
OH_ED228_ADSC_01u 3 1.00E-05 navailable
ED228_CASR_ADSC_29 The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with
— ! - SR-GD-ADSC-34 ‘
EMM_11 - the aircraft.
ATSP | Unavailable

SR-GD-ADSC-35

Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

Table 8: Relevant AC and ATSP safety requirements allocated from OH_ED228 ADSC_01u

4.1.2.1.3 OH_ED228_ADSC_02d

The safety objective to be met for this O?erational Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10™ per flight hour.

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
OH Ref Severity (,ng) Cause Ref Part Failure SR Ref Title

SR-GD-ADSC-01 The ATSU shall provide an indication to the controller when an ADS-C contract is established.
ED228 CASR_ADSC 01 | ATSP | Unavailable - — - - —

SR-GD-ADSC-02 The ATSU shall display the indication provided by the aircraft system when an ADS-C contract request initiated by

the ground system or the controller is rejected.
AC Unavailable SR-AC-ADSC-01 The aircraft system shall indicate to the flight crew a detected loss of ADS-C service.
OH_ED228_ADSC_02d 4 1.00E-03 | ED228_CASR_ADSC_02
ATSP Unavailable SR-GD-ADSC-03 The ATSU shall indicate to the controller a detected loss of ADS-C service.

ED228_CASR_ADSC_03 ATSP Unavailable SR-GD-ADSC-04 ADS-C service shall be established in sufficient time to be available for operational use.
ED228 CASR_ADSC_04 | ATSP Unavailable SR-GD-ADSC-05 ATSU shall be notified of planned outage of ADS-C service sufficiently ahead of time.
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OH Cause SR
OH Ref Severity (ﬁ:g) Cause Ref Part Failure SR Ref Title
ED228_CASR_ADSC_05 | ATSP | Unavailable | SR-GD-ADSC-06 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
EMM_04 - Py g The ATSU shall indicate to the controller when demand or periodic report for a request sent by the ATSU is not
E0226 GASR ADSC 14| AISE Unavailable SREOADSCLS received within the required time (OT).
EMM_10 - ) ) — ) ) )
AC U Siabl SR-AC-ADSC-16 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
OH_ED228_ADSC_02d 4 1.00E-03 navailable
ED228_CASR_ADSC_29 The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with
— ! - SR-GD-ADSC-34 ‘
EMM_11 - the aircraft.
ATSP | Unavailable
SR-GD-ADSC-35 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

Table 9: Relevant AC and ATSP safety requirements allocated from OH_ED228 ADSC_02d

4.1.2.1.4 OH_ED228_ADSC_02u

The safety objective to be met for this OEerationaI Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10™ per flight hour.

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
OH Ref Severity (,ng) Cause Ref Part Failure SR Ref Title
ED228 CASR_ADSC_04 | ATSP | Unavailable | SR-GD-ADSC-05 ATSU shall be notified of planned outage of ADS-C service sufficiently ahead of time.
EMM_04 - The ATSU shall indicate to the controller when demand or periodic report for a request sent by the ATSU is not
ED228 CASR ADSC_14 | ATSP | paygjaple | SR-GD-ADSC-13 received within the required time (OT).
OH_ED228_ADSC_02u 3 1.00E-05 AC L',En“;\':’;—“;%l; SR-AC-ADSC-16 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
ED228 CASR_ADSC_29 The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with
SR-GD-ADSC-34 ;
EMM 11 - the aircraft.
ATSP | Unavailable

SR-GD-ADSC-35

Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.
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4.1.2.1.5 OH_ED228_ADSC_03d
The safety objective to be met for this O?erational Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of

this hazard shall be no greater than 1 10™ per flight hour.

Edition: 01.00.00
Table 10: Relevant AC and ATSP safety requirements allocated from OH_ED228 ADSC_02u

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
OH Ref Severity (;g) Cause Ref Part Failure SR Ref Title
" A The aircraft system shall provide unambiguous and unique identification (e.g. ICAO recognized ID) of the origin
AC Corruption | SR-AC-ADSC-02 and destination with each message it transmits.
ED228_CASR_ADSC_06
) The ATSU shall provide unambiguous and unique identification (e.g. ICAO recognized ID) of the origin and
ATSP Comuption SR-GD-ADSC-07 destination with each message it transmits.
AC Corruption SR-AC-ADSC-05 The aircraft system shall process the message without affecting the intent of the message.
ED228_CASR_ADSC_11 SR-GD-ADSC-09 The ATSU system shall process the message without affecting the intent of the message.
ATSP Corruption
SR-GD-ADSC-10 The controller shall check the correctness and the appropriateness of every ADS-C report received.
SR-AC-ADSC-08 The aircraft system shall discard any corrupted message.
EMM_02 -
. Corruption
The aircraft system shall send an indication to the ground system whenever a message is discarded by the aircraft
SR-AC-ADSC-09 system
OH_ED228_ADSC_03d 4 1.00E-03 | ED228_CASR ADSC_17 o 0
Corruf)ti on SR-GD-ADSC-17 The ATSU shall discard a detected corrupted message.
ATSP
EMM_03 - SR-GD-ADSC-18 When the ATSU receives a report that has been corrupted, the ATSU shall request similar information with a
Corruption demand report.
ATSU shall only establish and maintain ADS-C services when the aircraft identification (either the Registration
SR-GD-ADSC-22 Marking or the 24-bit Aircraft Address) in datalink initiation correlates with the ATSU's corresponding aircraft
identification in the current flight plan.
When fiight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C), the ATSU
ED228 CASR ADSC 20 ATSP Corruption SR-GD-ADSC-23 system shall only establish and maintain data link services when as a minimum the flight identification and aircraft
- - - identification (either the Registration Marking or the 24-bit Aircraft Address) correlates with the ground system's
corresponding identifiers in the current flight plan.
SR-GD-ADSC-24 The ATSU shall perform the correlation function again with any change of the flight identification or aircraft
identification (either the registration marking or the 24-bit aircraft address).
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SR-GD-ADSC-38

OH Cause SR
OH Ref Severity (;g) Cause Ref Part Failure SR Ref Title
SR-GD-ADSC-25 The ground system shall provide an indication to the controller, when the ground system rejects a DLIC Logon or is
notified of a DLIC contact failure.
Corruption SR-GD-ADSC-27 An ATSU shall not permit ADS-C services when there are non-compatible version numbers.
ED228 CASR_ADSC_23 ATSP : g . . S
Coruption SR-GD-ADSC-28 The ATSU shall replace any previously held appllcal/(f)lcrngg(t;an relating to an aircraft after a successful DLIC initiation
AC Corruption SR-AC-ADSC-12 The aircraft system shall respond to each part of the request received.
ED228 CASR ADSC 24 SR-GD-ADSC-29 The ATSU shall detect the absence of a periodic report per the established ADS-C contract then request similar
- — — ATSP Comuption information with a demand report.
SR-GD-ADSC-30 The ATSU shall indicate to the controller the absence of a periodic report per the established ADS-C contract.
. A The aircraft system shall be capable of detecting errors in uplink messages that would result in corruption
i Comption | SRAGADSC 14 introduced by the communication service.
ED228_CASR_ADSC_26
) The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by
ATSP Corruption SR-GD-ADSC-32 the communication service.
OH_ED228_ADSC_03d 4 1.00E-03 : ; - ;
ED228_CASR_ADSC_27 AC Coruption SR-AC-ADSC-15 The aircraft system shall be capable to ensure the ?;rtrgﬁfntlzansfer out of the aircraft avionics route data sent via
When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C contract with the aircraft to
ED228_CASR_ADSC_28 ATSP Corruption SR-GD-ADSC-33 ensure the aircraft does not execute the clearance too early or too late (i.e. ATSU be aware aircraft movement
occurs without the associated condition being met).
AC Coruption SR-AC-ADSC-17 The aircraft system shall use the actual route of ﬂlgt,;)te c:rrngltjled by the aircraft system for ADS-C reports sent to
ED228_CASR_ADSC_31 -
ATSP Corruption SR-GD-ADSC-36 The ATSU shall use ADS-C reports to conform the route of flight to the ATSU current flight plan.
AC Corruption SR.AC-ADSC-1g | The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when
the contract was established
ED228_CASR_ADSC_32 SR-GD-ADSC-37 | The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft.
ATSP Corruption

The ATSU shall correlate each ADS-C report with the contract that prescribed the report.

Table 11: Relevant AC and ATSP safety requirements allocated from OH_ED228 ADSC_03d

4.1.2.1.6 OH_ED228_ADSC_03u
The safety objective to be met for this Ogerational Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of

this hazard shall be no greater than 1 10™ per flight hour.

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.
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OH Cause SR
. SO - .
OH Ref Severity (IFH) Cause Ref Part Failure SR Ref Title
) . The aircraft system shall provide unambiguous and unique identification (e.g. ICAO recognized ID) of the origin and
e Compion | SRACADSC-02 destination with each message it transmits.
ED228 CASR_ADSC_06
} g g The ATSU shall provide unambiguous and unique identification (e.g. ICAO recognized ID) of the origin and destination with
ATSP Corruption SR-GD-ADSC-07 each message it transmits.
AC Corruption SR-AC-ADSC-05 The aircraft system shall process the message without affecting the intent of the message.
ED228_CASR_ADSC_11 SR-GD-ADSC-09 The ATSU system shall process the message without affecting the intent of the message.
ATSP Corruption
SR-GD-ADSC-10 The controller shall check the correctness and the appropriateness of every ADS-C report received.
ATSU shall only establish and maintain ADS-C services when the aircraft identification (either the Registration Marking or
SR-GD-ADSC-22 the 24-bit Aircraft Address) in datalink initiation correlates with the ATSU's corresponding aircraft identification in the current
flight plan.
When flight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C), the ATSU system shall
SR-GD-ADSC-23 only establish and maintain data link services when as a minimum the flight identification and aircraft identification (either the
ED228 CASR ADSC 20 ATSP Corruption Registration Marking or the 24-bit Aircraft Address) correlates with the ground system's corresponding identifiers in the
- - - current flight plan.
SR-GD-ADSC-24 The ATSU shall perform the correlation function again with any change of the flight identification or aircraft identification
(either the registration marking or the 24-bit aircraft address).
OH_ED228_ADSC_03u 3 1.00E-05 SRGD.ADSGC.25 | e ground system shall provide an indication to the controller, when the ground system rejects a DLIC Logon or is notified
of a DLIC contact failure.
Corruption SR-GD-ADSC-27 An ATSU shall not permit ADS-C services when there are non-compatible version numbers.
ED228_CASR_ADSC_23 ATSP
Corruption SR-GD-ADSC-28 | The ATSU shall replace any previously held application data relating to an aircraft after a successful DLIC initiation function.
AC Corruption SR-AC-ADSC-12 The aircraft system shall respond to each part of the request received.
ED228 CASR ADSC 24 SR-GD-ADSC-29 The ATSU shall detect the absence of a periodic repqn per the established ADS-C contract then request similar information
- - — ATSP Coruption with a demand report.
SR-GD-ADSC-30 The ATSU shall indicate to the controller the absence of a periodic report per the established ADS-C contract.
) A The aircraft system shall be capable of detecting errors in uplink messages that would result in corruption introduced by the
AC Corruption SR-AC-ADSC-14 communication service.
ED228_CASR_ADSC_26
) g g The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by the
ATSP Corruption SR-GD-ADSC-32 communication service.
ED228_CASR_ADSC_27 AC Corruption SR-AC-ADSC-15 The aircraft system shall be capable to ensure the correct transfer out of the aircraft avionics route data sent via data link.
ED228 CASR ADSC 28 ATSP CO”UpﬁOﬂ SR-GD-ADSC-33 When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C contract with the aircraft to ensure

the aircraft does not execute the clearance too early or too late (i.e. ATSU be aware aircraft movement occurs without the
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OH Cause SR
_ SO - .
OH Ref Severity (IFH) Cause Ref Part Failure SR Ref Title
associated condition being met).
AC Corruption SR-AC-ADSC-17 The aircraft system shall use the actual route of flight computed by the aircraft system for ADS-C reports sent to the ATSU.

ED228 CASR_ADSC_31

ATSP Corruption SR-GD-ADSC-36 The ATSU shall use ADS-C reports to conform the route of flight to the ATSU current flight plan.

" e The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when the
OH_ED228_ADSC_03u 3 1.00E-05 AC Corruption SR-AC-ADSC-18 contract was established

ED220_CASK_ADSC 2 SR-GD-ADSC-37 The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft.

ATSP Corruption

SR-GD-ADSC-38 The ATSU shall correlate each ADS-C report with the contract that prescribed the report.

Table 12: Relevant AC and ATSP safety requirements allocated from OH_ED228_ ADSC_03u

4.1.2.1.7 OH_ED228_ADSC_05

The safety objective to be met for this O?erational Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10™ per flight hour.

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
. SO . .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
A A The aircraft system shall provide unambiguous and unique identification (e.g. ICAO recognized ID) of the origin and
AC RESCRCC hos SR-AC-ADSC-02 destination with each message it transmits.
ED228 CASR_ADSC_06
W g g The ATSU shall provide unambiguous and unique identification (e g. ICAO recognized ID) of the origin and destination
ATSP Misdirec ion SR-GD-ADSC-07 with each message it transmits.
EMM_05 - A The aircraft system shall time stamp to within one second UTC each message when it is released for onward
st Delay SEACADSC U5 transmission.
OH_ED228_ADSC_05 4 1,00E-03 | Ep228 CASR ADSC 09
EMM_06 - g g The ATSU system shall time stamp to within one second UTC each message when it is released for onward
ATSP Deiay SR-GD-ADSC-08 transmission.
. C-04 The aircraft system shall include in each ADS report the time at position to within + one second of the UTC time the
Eh228 CASR ADSC 10 AC Spurious SR-AC-ADS aircraft was actually at the position provided in the report.
ED228_CASR_ADSC_11 AC Spurious SR-AC-ADSC-05 The aircraft system shall process the message without affecting the intent of the message.
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OH Cause SR
. SO . .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
SR-GD-ADSC-09 The ATSU system shall process the message without affecting the intent of the message.
ATSP Spurious
SR-GD-ADSC-10 The controller shall check the correctness and the appropriateness of every ADS-C report received.
EMM_07 - . . .
AC Misdirec ion SR-AC-ADSC-06 The aircraft system shall reject messages not addressed to itself.
ED228 CASR_ADSC_12
atsp | EMM 98- | srGD-ADSC-11 The ATSU shall reject messages not addressed to itself
isdirec ion
AC Misdirec ion SR-AC-ADSC-07 The aircraft system shall transmit reports to the end system designated in the ADS-C contract.
ED228 CASR_ADSC_13
ATSP Misdirec ion SR-GD-ADSC-12 The ATSU shall transmit messages to the designated aircraft system.
EMM_04 - The ATSU shall indicate to the controller when demand or periodic report for a request sent by the ATSU is not received
ED228 CASR_ADSC_14 ATSP Delay SR-GD-ADSC-13 within the required time (OT).
SR-GD-ADSC-14 When the ATSU system receives a message whose Aﬁme stamp is older than the current time minus OT, the ATSU shall
reject the message.
EMM_05 -
Dela
ED228 CASR ADSC 15 ATSP Y SR-GD-ADSC-15 When the ATSU system receives a periodic or event report whose time stamp is older than the current time minus OT,
- - - the ATSU shall request similar information from the message rejected with a demand report.
EMM_06 - SR-GD-ADSC-16 The controller shall take appropriate action when indicated the aircraft system rejected a message whose time stamp
OH_ED228_ADSC_05 4 1,00E-03 Delay exceeds the OT.
AC Spurious SR-AC-ADSC-10 The aircraft system shall be able to determine the message initiator.
ED228 CASR_ADSC_18
ATSP Spurious SR-GD-ADSC-19 The ATSU shall be able to determine the message initiator.
SR-GD-ADSC-20 The ATSU system shall prohibit to the controller operational processing of messages not addressed to the ATSU.
ED228 CASR_ADSC_19 ATSP h;gd’:ﬂrgg?o-n
The ATSU shall only send operational messages to an aircraft when provision of the service has been established with
SR-GD-ADSC-21 :
the aircraft.
ATSU shall only establish and maintain ADS-C services when the aircraft identification (either the Registration Marking
SR-GD-ADSC-22 or the 24-bit Aircraft Address) in datalink initiation correlates with the ATSU's corresponding aircraft identification in the
current fiight plan.
When flight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C), the ATSU system
ED228 CASR ADSC 20 ATSP Spurious SR-GD-ADSC-23 shall only establish and maintain data link services when as a minimum the flight identification and aircraft identification
- - - (either the Registration Marking or the 24-bit Aircraft Address) correlates with the ground system's corresponding
identifiers in the current flight plan.
SR-GD-ADSC-24 The ATSU shall perform the correlation function again with any change of the flight identification or aircraft identification
(either the registration marking or the 24-bit aircraft address).
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OH Cause SR
. {e) - .
OH Ref Severity (IFH) Cause Ref Part Failure SR Ref Title
SR-GD-ADSC-25 The ground system shall provide an indication to the controller, when the ground system rejects a DLIC Logon or is
notified of a DLIC contact failure.
: A The aircraft identifiers sent by the aircraft system and used for data link initiation correlation shall be unique and
o't Spurious SHACADSC1 unambiguous (e.g. the Aircraft Identification and either the Registration Marking or the 24-bit Aircraft Address).
ED228 CASR_ADSC_21
) g g The aircraft identifiers used for data link initiation correlation by the ATSU system shall be unique and unambiguous
ATSE Spurious SR-GDADSC26 (e.g. the Aircraft Identification and either the Registration Marking or the Aircraft Address).
EMM_01 - SR-FC-ADSC-01 The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or
Spurious Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMM_01 - e g The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or
ED2Z CASR_ADSC 22 FC Delay SR-FC-ADSC-01 Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMM_01 - SR-FC-ADSC-01 The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or
Misdirec ion Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
R A The aircraft system shall be capable of detecting errors in uplink messages that would result in mis-delivery introduced
AC Misdirec ion SR-AC-ADSC-13 by the communication service.
ED228 CASR_ADSC 25
R The ATSU shall be capable of detecting errors in downlink messages that would result in mis-delivery introduced by the
ATSP Misdirec ion SR-GD-ADSC-31 communication service.
OH_ED228 ADSC_05 4 1,00E-03 When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C contract with the aircraft to
ED228_CASR_ADSC_28 ATSP Delay SR-GD-ADSC-33 ensure the aircraft does not execute the clearance too early or too late (i.e. ATSU be aware aircraft movement occurs
without the associated condition being met).
EMM_10 - . . . . . i .
AC Spurious SR-AC-ADSC-16 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
ED228_CASR_ADSC_29 SRGD.ADSGC.34 | TheATSU that has control of the aircraft, i.e. Curent Data Authority (CDA), shall establish an ADS-C contract with the
EMM_11 - a - aircraft.
ATSP —
Spurious
SR-GD-ADSC-35 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.
AC EMM__02 - SR-AC-ADSC-17 The aircraft system shall use the actual route of flight computed by the aircraft system for ADS-C reports sent to the
Spurious ATSU.
ED228 CASR_ADSC_31
ATSP Esrgrri_c?l?s- SR-GD-ADSC-36 The ATSU shall use ADS-C reports to conform the route of flight to the ATSU current fiight plan.
3 A The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when the
ED228 CASR ADSC 32 AC Spurious SR-AC-ADSC-18 contract was established
ATSP Spurious SR-GD-ADSC-37 The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft.

founding m

ambers

&> Avenue de Cortenbergh 100 | B -1000 Bruxelles

R

www.sesar | u.eu

45 of 195




Project

D03 - IRIS Precursor Security, Safety and Performance Analysis

ID 15.02.404.

Edition: 01.00.00

OH

Cause

SR

OH Ref

SO

Severity (FH)

Cause Ref

Part

Failure

SR Ref

Title

SR-GD-ADSC-38

The ATSU shall correlate each ADS-C report with the contract that prescribed the report.

Table 13: Relevant AC and ATSP safety requirements allocated from OH_ED228_ADSC_05

4.1.2.1.8 OH_ED228_ADSC_07
The safety objective to be met for this Og)erational Hazard is extracted from ED228 ADS-C Operational Safety Assessment: the probability of occurrence of

this hazard shall be no greater than 1 10™ per flight hour.

The following table presents the relevant ATSP and AC requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
5 so .
OH Ref Severity (IFH) Cause Ref Part Failure SR Ref Title
SR-GD-ADSC-01 The ATSU shall provide an indication to the controller when an ADS-C contract is established.
ED228_CASR_ADSC_01 ATSP Unavailable
SR-GD-ADSC-02 | The ATSU shall display the indication provided by the aircraft system when an ADS-C contract request initiated by
the ground system or the controller is rejected.
AC Unavailable SR-AC-ADSC-01 The aircraft system shall indicate to the fiight crew a detected loss of ADS-C service.
ED228 CASR_ADSC_02
ATSP Unavailable | SR-GD-ADSC-03 The ATSU shall indicate to the controller a detected loss of ADS-C service.
ED228_CASR_ADSC_04 ATSP Unavailable SR-GD-ADSC-05 ATSU shall be notified of planned outage of ADS-C service sufficiently ahead of time.
ED228_CASR_ADSC_05 ATSP Unavailable SR-GD-ADSC-06 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
OH_ED228_ADSC_07 4 1.00E-03
: The aircraft system shall provide unambiguous and unique identification (e.g. ICAO recognized ID) of the origin and
AG tNEDrakatic SHACANSC02 destination with each message it transmits.
ED228_CASR_ADSC_06 - - ———— - —
ATSP Unavailable | SR-GD-ADSC-07 The ATSU shall provide unambiguous and unique identification (e.g. ICAO recognized ID) of the origin and
destination with each message it transmits.
EMM_04 - g _ The ATSU shall indicate to the controller when demand or periodic report for a request sent by the ATSU is not
Eh228 CASR ADSC 14 AISE Unavailable | SR-GD-ADSC-13 received within the required time (OT).
EMM_01 - s The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or
EHESECASIE ADSE =2 FC Unavailable abiiiatis e Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
ED228 CASR ADSC29 | Ac [ SMVI0- | spacapsc1e Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
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SR-GD-ADSC-34

The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with

EMM_11 - the aircraft.
AISE Unavailable
SR-GD-ADSC-35 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.
: The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when
AC Unavailable SR-AC-ADSC-18 the contract was established
ED228_CASR_ADSC_32 SR-GD-ADSC-37 The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft.
ATSP Unavailable

SR-GD-ADSC-38

The ATSU shall correlate each ADS-C report with the contract that prescribed the report.

Table 14: Relevant AC and ATSP safety requirements allocated from OH_ED228_ADSC_07

4.1.2.1.9 OH_ED228_CPDLC_01

The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 103 per flight hour.

The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
. SO - )
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
The aircraft system shall provide an indication to the flight crew when a CPDLC connection for a given aircraft-
SHAC CRDLC 01 ATSU pair is established.
AC Unavailable | SR-AC-cPDLC-02 The aircraft system shall provide to the ATSU an indication when the aircraft system rejects a CPDLC connection
request initiated by the ATSU.
SRAC-CPDLC-03 The aircraft system shall display the indication provided by the ATSU when a data link initiation request (logon)
initiated by the flight crew is rejected.
ED228 _CASR_CPDLC_01
SR-GD-CPDLC-01 The ATSU shall provide an indication to the controller when a CPDLC connection for a given aircraft-ATSU pair is
established.
OH_ED228_CPDLC_01 4 1.00E-03 ATSP | Unavailable SR-GD-CPDLC-02 The ATSU shall display the indication provided by the aircraft system when a CPDLC connection request initiated
by the ground system or the controller is rejected.
ey The ATSU shall provide to the aircraft system an indication when the ATSU rejects a data link initiation request
SRGO-CROLC 05 (logon) initiated by the flight crew.
SR-AC-CPDLC-04 The aircraft system shall indicate to the flight crew a detected loss of CPDLC.
P, AC | Unavailable . After the end of a flight or after a power cycle resulting in a cold start or when CPDLC is turned off by aircraft
- - - systems, the aircraft system shall prohibit use of any CPDLC service prior to initiation of a new logon.
ATSP | Unavailable SR-GD-CPDLC-04 The ATSU shall indicate to the controller a detected loss of CPDLC.
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OH Cause SR
5 SO . .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
ED228 CASR_CPDLC_03 | ATSP | Unavailable | SR-GD-CPDLC-05 CPDLC service shall be established in sufficient time to be available for operational use.
ED228_CASR_CPDLC_04 | ATSP | Unavailable SR-GD-CPDLC-06 ATSU shall be notified of planned outage of CPDLC service sufficiently ahead of time.
Loss SR-AC-CPDLC-06 The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.
AC
Delay SR-AC-CPDLC-06 The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.
ED228_CASR_CPDLC_05
Loss SR-GD-CPDLC-07 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
ATSP
Delay SR-GD-CPDLC-07 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
EMM_04 - The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not
ED228_CASR_CPDLC_14 | ATSP Delay SR-GD-CPDLC-19 received within the required time (ETray).
SR-GD-CPDLC-34 An ATSU shall permit CPDLC services only when there are compatible version numbers.
ED228 CASR_CPDLC_23 | ATSP | Unavailable
The ATSU shall replace any previously held application data relating to an aircraft after a successful DLIC
SHGD- GRG0 initiation function.
EMM_07 - SR-AC-CPDLC-26 The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data
Misdirection Authority (CDA).
Eh’ggﬁy B SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
OH_ED228_CPDLC_01 1 1,00E-03 AC n;le:l:ég; o_n SR-AC-CPDLC-27 The aircraft system shall provide to the fiight crew an indication of the ATSU that has established CPDLC service.
ED228_CASR_CPDLC_29 Errr'\:xf)?nlr; SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
EMM_10 - ] ) . . . . .
Unavailable SR-AC-CPDLC-28 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
EMM_08 - SR-GD-CPDLC-39 Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be permitted to send a Next
Misdirection Data Authority (NDA) message to the aircraft.
ATSP
oM | srep-croLc40 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

Table 15: Relevant AC and ATSP safety requirements allocated from OH_ED228 CPDLC_01

4.1.2.1.100H_ED228_CPDLC_02d
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The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of

this hazard shall be no greater than 1 10 per flight hour.
The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.
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OH Cause SR
OH Ref Severity (;g) Cause Ref Part Failure SR Ref Title
The aircraft system shall provide an indication to the flight crew when a CPDLC connection for a given aircrafi-
ke ATSU pair s established.
_ The aircraft system shall provide to the ATSU an indication when the aircraft system rejects a CPDLC connection
AC Unavailable SR-AC-CPDLC-02 request initiated by the ATSU.
SR-AC-CPDLC-03 The aircraft system shall display the indication provided by the ATSU when a data link initiation request (logon)
initiated by the flight crew is rejected.
ED228 _CASR_CPDLC 01
SR-GD-CPDLC-01 The ATSU shall provide an indication to the controller when a CPDLC connection for a given aircraft-ATSU pair is
established.
) . The ATSU shall display the indication provided by the aircraft system when a CPDLC connection request initiated
AISE | Unavalsbie | SRGO-CROLC02 by the ground system or the controller is rejected.
SR-GD-CPDLC-03 The ATSU shall provide to the aircraft system an {‘ndication wn¢n the ATSU rejects a data link initiation request
(logon) initiated by the flight crew.
SR-AC-CPDLC-04 The aircraft system shall indicate to the flight crew a detected loss of CPDLC.
ED298 CASR CPDLC 2 AC Unavailable SRAC-CPOLCD5 After the end of a flight or after a power cycle resulting in a cold start or when CPDLC is turned off by aircraft
- — - systems, the aircraft system shall prohibit use of any CPDLC service prior to initiation of a new logon.
OH_ED228_CPDLC_02d 4 1,00E-03
ATSP Unavailable SR-GD-CPDLC-04 The ATSU shall indicate to the controller a detected loss of CPDLC.
ED228_CASR_CPDLC_03 ATSP Unavailable SR-GD-CPDLC-05 CPDLC service shall be established in sufficient time to be available for operational use.
ED228_CASR_CPDLC_04 | ATSP Unavailable SR-GD-CPDLC-06 ATSU shall be notified of planned outage of CPDLC service sufficiently ahead of time.
Loss SR-AC-CPDLC-06 The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.
AC
Delay SR-AC-CPDLC-06 The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.
ED228_CASR_CPDLC_05
Loss SR-GD-CPDLC-07 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
ATSP
Delay SR-GD-CPDLC-07 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
EMM_04 - . _ The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not
ED228_CASR_CPDLC_14 | ATSP Delay SR-GD-CPDLC-19 received within the required time (E T,
SR-GD-CPDLC-34 An ATSU shall permit CPDLC services only when there are compatible version numbers.
ED228_CASR_CPDLC_23 ATSP Unavailable
SR-GD-CPDLC-35 The ATSU shall replace any previously held appl/catl%?ngz(t)an relating to an aircraft after a successful DLIC initiation
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OH Cause SR
. SO .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
EMM_07 - SR-AC-CPDLC-26 The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data
Misdirection Authority (CDA).
E'%“é'g? B SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
AC hzgﬁdhlﬁe_gt: o.n SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
OH_ED228 CPDLC_02d 4 1,00E-03 | ED228 CASR_CPDLC_29 (E:'t\)nnh:ﬁ(t)llr; SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
EMM_10 - . . . . . ] .
Unavailable SR-AC-CPDLC-28 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
EMM_08 - SR-GD-CPDLC-39 Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be permitted to send a Next
Misdirection Data Authority (NDA) message to the aircraft.
ATSP
5:;\':%;:”; SR-GD-CPDLC-40 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

Table 16: Relevant AC and ATSP safety requirements allocated from OH_ED228 CPDLC_02d

4.1.2.1.110H_ED228_CPDLC_02u

The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10 per flight hour.

The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
OH Ref Severity (;g) Cause Ref Part Failure SR Ref Title
ED228 CASR_CPDLC_04 | ATSP | Unavailable | SR-GD-CPDLC-06 ATSU shall be notified of planned outage of CPDLC service sufficiently ahead of time.
OH_WG78_CPDLC_02u 3 1,00E-05 - . :
- - — ’ EMM_04 - 5 _ The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not
ED228_CASR_CPDLC_14 ATSP Delay SR-GD-CPDLC-19 jved within the required time (E Tray).
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OH Cause SR
] so )
OH Ref Severity | 20 Cause Ref Part Failure SR Ref Title
SR-GD-CPDLC-34 An ATSU shall permit CPDLC services only when there are compatible version numbers.
ED228_CASR CPDLC 23 | ATSP | Unavailable
SR.GD-CPDLC.35 | The ATSU shall replace any previously held appllcatl(r;;lngg(t)an relating to an aircraft after a successful DLIC initiation
EMM_O7- | op 2o oppLc.26 The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data
Misdirection Authority (CDA).
E""D'gﬁ(y = | srac-cPpLC-27 | The aircratt system shail provide to the flight crew an indication of the ATSU that has established CPDLC service.
OH_WGT78_CPDLC_02u 3 1,00E-05 Ac | a0l - | SR-AC-CPDLG-27 | The aircraft system shal provide to the fiight crew an indication of the ATSU that has estabiished CPDLC service.
ED228_CASR_CPDLC_29 ECM"ij?jl[; SR-AC-CPDLC-27 | The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
EMM_10- | op ac-cPpLC-28 Each downlink hall be uniquely identified for a given aircraft-ATSU pai
Unavailable - - - ac ownlink message shai uniquely iden ra given aircra pair.
EMM_08- | (o o o o a0 | Onlythe ATSU that has control of the aircraf, i.e. Current Data Authority (CDA), shall be permitted to send a Next
Misdirection Data Authority (NDA) message to the aircraft
ATSP
e | sR-GD-cPDLC40 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

Table 17: Relevant AC and ATSP safety requirements allocated from OH_ED228_CPDLC_02u

4.1.2.1.120H_ED228_CPDLC_03d
The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of

this hazard shall be no greater than 1 10 per flight hour.

The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.
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OH Cause SR
. SO .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
) . g The aircraft system shall provide unambiguous and unique identification of the origin and destination of each
AC Corruption SR-AC-CPDLC-07 message it transmits.
ED228_CASR_CPDLC_06 - - —————— — — -
ATSP Corruption SR-GD-CPDLC-08 The ATSU shall provide unambiguous and unique ldentrﬁqatmn of the origin and destination of each message it
transmits.
EMM_10 - - - . . .
AC Spurious SR-AC-CPDLC-08 The aircraft system shall indicate in each response to which messages it refers.
ED228_CASR_CPDLC_07
ATSP %%m;;} s- SR-GD-CPDLC-09 The ATSU shall indicate in each response to which messages it refers.
AC Corruption SR-AC-CPDLC-09 The aircraft system shall process the route /nformaﬁt(/)on tt;onflrnseg with the route clearance uplink message received
ED228_CASR_CPDLC_08 m the :
ATSP Corruption SR-GD-CPDLC-10 The ATSU shall send the route information with the route clearance uplink message.
Corruption SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
AC Delay SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
Misdirection SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
OH_ED228_CPDLC_03d 4 1,00E-03 SR-GD-CPDLC-13 The controller shall check the correctness and the appropriateness of every ATC message received and of every
Corruption message before sending to the flight crew.
SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
Misdirection SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
ATSP
ED228 CASR CPDLC 11 Del SR-GD-CPDLC-14 The controller shall respond or act in timely manner to meet the RCP specification for the concerned ATS function.
- - - elay
SR-GD-CPDLC-15 An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because
i B no response is sent by the controller within the required time (E TresponDER).
Loss SR-GD-CPDLC-15 An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because
no response is sent by the controller within the required time (E TrespoNDER)-
) The flight crew shall check the correctness and the appropriateness of every ATC message received and of every
Comuplion | SH-FCCPOLC 01 message before sending to the controller.
FC Delay SR-FC-CPDLC-02 The flight crew shall respond or act in timely manner without unnecessary delay.
Corruption SR-FC-CPDLC-03 The flight crew shall execute clearances, received in gi gz{ng;aévevnated message, in the same order as displayed to the
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OH Cause SR
OH Ref Severity USF‘:" Cause Ref Part Failure SR Ref Title
Corruption SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
AC Misdirection SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
Spurious SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
ED228_CASR_CPDLC_16
Corruption SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
ATSP Misdirection SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
Spurious SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
EMM 02 - SR-AC-CPDLC-16 The aircraft system shall prohibit operational processing by flight crew of corrupted messages.
s Corruption
SR-AC-CPDLC-17 The aircraft system shall discard any corrupted message.
ED228_CASR_CPDLC_17
EMM 03 SR-GD-CPDLC-23 The ATSU shall prohibit operational processing by the controller of a corrupted report.
ATSP il
Corruption
SR-GD-CPDLC-24 The ATSU shall discard any corrupted message.
ATSU shall only establish and maintain CPDLC services when the aircraft identification (either the Registration
SR-GD-CPDLC-28 Marking or the 24-bit Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft
OH_ED228_CPDLC_03d 4 1,00E-03 identification in the current flight plan.
The ground system shall correlate the flight identification and aircraft identification (either the Registration Marking or
SR-GD-CPDLC-29 the 24-bit Aircraft Address) with the ground system's corresponding identifiers in the current flight plan prior to
establishing and maintaining data link services.
ED228 CASR_CPDLC 20 | ATSP | Corruption SRGD-CPDLC-30 The ATSU shall perform the correlation function again with any change of the flight identification or aircraft
a identification (either the registration marking or the 24-bit aircraft address)
g The ground system shall provide an indication to the controller, when the ATSU system rejects a DLIC Logon or is
SR-GD-CPDLC-31 notified of a DLIC contact failure.
When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the SYSTEM shall prevent the
SR-GD-CPDLC-32 automatic processing of all subsequent departure clearances received after the first for a flight with the same aircraft
ID and different unique flight plan identifier.
SR-GD-CPDLC-34 An ATSU shall permit CPDLC services only when there are compatible version numbers.
ED228_CASR _CPDLC_23 | ATSP | Corruption The ATSU shall replace any previously held application data relating to an aircraft after a successful DLIC initiation
SR-GD-CPDLC-35 function
AC Corruption SR-AC-CPDLC-21 The aircraft system shall respond to messages in their entirety or allow the flight crew to do it.
ED228_CASR_CPDLC_24 | ATSP Corruption SR-GD-CPDLC-36 The ATSU shall respond to messages in their entirety.
FC Corruption SR-FC-CPDLC-05 The flight crew shall respond to a message in its entirety when not responded by the aircraft system.
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OH Cause SR
OH Ref Severity USF‘:" Cause Ref Part Failure SR Ref Title
EMM_02 - g g The aircraft system shall be capable of detecting errors in uplink messages that would resuit in corruption introduced
AG Corruption SRAGOROLC2S by the communication service.
ED228_CASR_CPDLC_26
EMM_03 - g The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by the
AISE Corruption SRGO-CROLC-35 communication service.
! The aircrait system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data
Corruption . received and sent via data link that is used to define the aircraft's active flight plan.
ED228_CASR_CPDLC_27 AC
R The aircraft system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data
Msdirecsn SRACGRDLE 24 received and sent via data link that is used to define the aircraft's active flight plan.
) . The aircraft system shall provide a means of enhancing flight crew awareness for when to execute a clearance
it Compion | SHACCRNGCZ containing a deferred action when the associated condition is met (i.e. based on a level, time or position).
ED228 CASR_CPDLC_28
FC EMM_0_1 - SR-FC-CPDLC-06 The flight crew shall recognize the conditional nqture of thg _clee_irance and execute the clearance only when the
Corruption associated condition is met.
OH_ED228_CPDLC_03d 4 1,00E-03 - — —
SR-AC-CPDLC-29 The aircraft system shall be capable to send an indication to the ground system whenever a message is rejected by
the aircraft system.
EMM 02 -
Corruption - ] R - ] )
SR-AC-CPDLC-30 When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft
system shall notify the flight crew.
SR-AC-CPDLC-29 The aircraft system shall be capable to send an lndlcqllon to the ground system whenever a message is rejected by
EMM 07 - the aircraft system.
WG78_CASR_CPDLC_30 AC Misdirection
SR-AC-CPDLC-30 When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft
system shall notify the flight crew.
5 The aircraft system shall be capable to send an indication to the ground system whenever a message is rejected by
_ SRACCRDLE20 the aircraft system.
EMM_10
Spurious - ] PR P - ]
SR-AC-CPDLC-30 When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft

system shall notify the flight crew.
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OH Cause SR
. SO .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
SR-GD-CPDLC-41 The ATSU shall be capable to send an indication to the aircraft system whenever a message is rejected by the
ATSU.
EMM_02 -
Corrup ion

When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU
SR-GD-CPDLC-42 shall notify the controller.

SR-GD-CPDLC-41 The ATSU shall be capable to send an indication to glﬁsezrcraﬁ system whenever a message is rejected by the

OH_WG78_CPDLC_03d 4 1,00E-03 | WG78_CASR_CPDLC_30 | ATSP hig’:,':’:;ggon -

SR-GD-CPDLC-42 When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU
shall notify the controller.

SR-GD-CPDLC-41 The ATSU shall be capable to send an indication to the aircraft system whenever a message is rejected by the

ATSU.

EMM_10 -
Spurious

When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU
SR GO CROLC 42 shall notify the controller.

Table 18: Relevant AC and ATSP safety requirements allocated from OH_ED228_CPDLC_03d

4.1.2.1.130H_ED228_CPDLC_03u

The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10 per flight hour.

The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
OH Ref Severity (,f:f" Cause Ref Part Failure SR Ref Title
. . The aircraft system shall provide unambiguous and unique identification of the origin and destination of each
AC Corruption SR-AC-CPDLC-07 message it transmits.
ED228_CASR_CPDLC_06 - - ————— — — -
ATSP Corruption SR-GD-CPDLC-08 The ATSU shall provide unambiguous and unique mﬂ:{r:grf;;;astlon of the origin and destination of each message it
OH_ED228_CPDLC_03u 3 1,00E-05 EMM 10
AC Spuriou s_ SR-AC-CPDLC-08 The aircraft system shall indicate in each response to which messages it refers.
ED228_CASR_CPDLC_07
ATSP Eshgrn_cl:s- SR-GD-CPDLC-09 The ATSU shall indicate in each response to which messages it refers.
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OH Cause SR
_ SO .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
AC Corruption SR-AC-CPDLC-09 The aircraft system shall process the route infonn;tti)on :,;;ntAageg with the route clearance uplink message received
ED228 CASR_CPDLC_08 m -
ATSP Corruption SR-GD-CPDLC-10 The ATSU shall send the route information with the route clearance uplink message.
Corruption SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
AC Delay SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
Misdirection SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
SR-GD-CPDLC-13 The controller shall check the correctness and the appropriateness of every ATC message received and of every
Corruption message before sending to the flight crew.
SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
Misdirection SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
ATSP
ED228 CASR CPDLC 11 Del SR-GD-CPDLC-14 The controller shall respond or act in timely manner to meet the RCP specification for the concerned ATS function.
- - - elay
SR-GD-CPDLC-15 An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because
OH ED228 CPDLC 03u 3 1,00E-05 no response is sent by the controller within the required time (ETresponper)-
Loss SR-GD-CPDLC-15 An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because
no response is sent by the controller within the required time (ETresponper)-
" g The flight crew shall check the correctness and the appropriateness of every ATC message received and of every
Compton | SHFCCRDLC 04 message before sending to the controller.
FC Delay SR-FC-CPDLC-02 The flight crew shall respond or act in timely manner without unnecessary delay.
Corruption SR-FC-CPDLC-03 The fiight crew shall execute clearances, received in a concatenated message, in the same order as displayed to the
flight crew.
Corruption SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
AC Misdirection SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
Spurious SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
ED228_CASR_CPDLC_16
Corruption SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
ATSP | Misdirection SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
Spurious SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
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OH Cause SR
_ SO .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
ATSU shall only establish and maintain CPDLC services when the aircraft identification (either the Registration
SR-GD-CPDLC-28 Marking or the 24-bit Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft
identification in the current flight plan.
The ground system shall correlate the flight identification and aircraft identification (either the Registration Marking or
SR-GD-CPDLC-29 the 24-bit Aircraft Address) with the ground system's corresponding identifiers in the current flight plan prior to
establishing and maintaining data link services.
ED228_CASR_CPDLC_20 | ATSP Corruption SR-GD-CPDLC-30 The ATSU shall perform the correlation function again with any change of the flight identification or aircraft
identification (either the registration marking or the 24-bit aircraft address)
SR-GD-CPDLC-31 The ground system shall provide an indicatiqn to the controller, when_ the ATSU system rejects a DLIC Logon or is
notified of a DLIC contact failure.
When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the SYSTEM shall prevent the
SR-GD-CPDLC-32 | automatic processing of all subsequent departure clearances received after the first for a flight with the same aircraft
ID and different unique fiight plan identifier.
SR-GD-CPDLC-34 An ATSU shall permit CPDLC services only when there are compatible version numbers.
ED228_CASR_CPDLC_23 | ATSP | Corruption SR.GD.CPDLC.35 | TheATSU shall repiace any previously heid applicaﬁtf)n dgta relating to an aircraft after a successful DLIC initiation
unction.
OH WG78 CPDLC 03u 3 1,00E-05 AC Corruption SR-AC-CPDLC-21 The aircraft system shall respond to messages in their entirety or allow the fiight crew to do it.
ED228_CASR_CPDLC_24 | ATSP Corruption SR-GD-CPDLC-36 The ATSU shall respond to messages in their entirety.
FC Corruption SR-FC-CPDLC-05 The flight crew shall respond to a message in its entirety when not responded by the aircraft system.
AC EMM_0_2 - SR-AC-CPDLC-23 The aircraft system shall be capable of detecting errors in uplink messages that would result in corruption introduced
Corruption by the communication service.
ED228_CASR_CPDLC_26
EMM_03 - g . The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by
AISE Corruption SRGO-CRONG36 the communication service.
) The aircraft system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data
Compton | SHACCRING 26 received and sent via data link that is used to define the aircraft's active fiight plan.
ED228 CASR_CPDLC_27 AC
o The aircraft system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data
Misdirection | SR-AC-CPDLC-24 received and sent via data link that is used to define the aircraft's active flight plan.
) The aircraft system shall provide a means of enhancing fiight crew awareness for when to execute a clearance
AC | Comiplion | SRACCPOLC2S containing a deferred action when the associated condition is met (i.e. based on a level, time or position).
ED228_CASR_CPDLC 28
EMM_01 - g The flight crew shall recognize the conditional nature of the clearance and execute the clearance only when the
A Corruption SHFCGRDLC 06 associated condition is met.
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4.1.2.1.140H_ED228_CPDLC_05d
The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of

this hazard shall be no greater than 1 107 per flight hour.

Edition: 01.00.00

The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR
. SO .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
e AC The aircraft system shall provide unambiguous and unique identification of the origin and destination of each
AC Misdirection | SR-AC-CPDLC-07 me. e it transmits.
ED228_CASR_CPDLC_06 - - - - — — — -
ATSP | Misdirection | SR-GD-cPDLC-08 The ATSU shall provide unambiguous and unique ltcge’r:gzigt/on of the origin and destination of each message it
EMM_10 - . - ; . .
AC Spun'_ou s SR-AC-CPDLC-08 The aircraft system shall indicate in each response to which messages it refers.
ED228_CASR_CPDLC_07
ATSP Esl\grri_&}s_ SR-GD-CPDLC-09 The ATSU shall indicate in each response to which messages it refers.
AC Corruption SR-AC-CPDLC-09 The aircraft system shall process the route informefl’g‘)on tt;‘)on;a%eg with the route clearance uplink message received
OH_ED228_CPDLC_05d 4 1,00E-03 | ED228_CASR_CPDLC_08 mthe :
ATSP Corruption SR-GD-CPDLC-10 The ATSU shall send the route information with the route clearance uplink message.
EMM_05 - A g The aircraft system shall time stamp to within one second UTC each message when it is released for onward
e Delay SHACCRDLC10 transmission.
ED228_CASR_CPDLC_09
ATSP E'\ggage B SR-GD-CPDLC-11 The ATSU shall time stamp to within one second UTC each message when it is released for onward transmission.
Corruption SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
ED228_CASR_CPDLC_11 AC Delay SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
Misdirection SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
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OH Cause SR
. SO _
OH Ref Severity (IFH) Cause Ref Part Failure SR Ref Title
I The controller shall check the correctness and the appropriateness of every ATC message received and of every
Corruption message before sending to the flight crew.
SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
Misdirection SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
ATSP SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
Delay SR-GD-CPDLC-14 | The controller shall respond or act in timely manner to meet the RCP specification for the concerned ATS function.
P . An indication shall be provided to the controller when a downlink message, requiring a response, is rejected
ED228_CASR_CPDLC_11 e e because no response is sent by the controller within the required time (E TrespoNper)-
Loss SREDCPIC15 An indication shall be provided to the controller when a downlink message, requiring a response, is rejected
because no response is sent by the controller within the required time (E TrespoNper)-
! g The flight crew shall check the correctness and the appropriateness of every ATC message received and of every
Compion | SEACGROLC01 message before sending to the controller.
FC Delay SR-FC-CPDLC-02 The flight crew shall respond or act in timely manner without unnecessary delay.
OH_ED228_CPDLC_05d 4 1,00E-03 Comuption | SRFC-CPDLC03 The flight crew shall execute clearances, received in a concatenated message, in the same order as displayed to
the flight crew.
ac | EMMO7- | op accppLC-12 The aircraft system shall reject messages not addressed to itself.
Misdirection
ED228_CASR_CPDLC_12
EMM_08 - ) _
ATSP Misdirection SR-GD-CPDLC-16 The ATSU shall reject messages not addressed to itself.
AC Misdirection SR-AC-CPDLC-13 The aircraft system shall transmit messages to the designated ATSU.
ED228_CASR_CPDLC_13 o - SR-GD-CPDLC-17 The ATSU shall transmit messages to the designated aircraft system.
ATSP | Misdirection The ATSU shall only send operational messages to an aircraft when provision of the service has been established
SR-GD-CPDLC-18 . A
with that aircraft.
EMM_04 - P . The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not
ED228_CASR_CPDLC_14 ATSP Delay SR-GD-CPDLC-19 received within the required time (E Try).
EMM_06 - e g When the aircraft system receives a message whose time stamp is older than the current time minus ETygy, the
ED228_CASR_CPDLC_15 AC Delay SRAC-CPDLC-14 aircraft system shall reject the message and send an indication to the ATSU.
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OH Cause SR
. SO .
OH Ref Severity (IFH) Cause Ref Part Failure SR Ref Title
EMM_05 - SR-GD-CPDLC-20 When the ATSU receives an emergency message whose time stamp is older than the current time minus ETrg,
Delay the ATSU shall display the emergency message to the controller.
EMM_09 - SR-GD-CPDLC-21 The controller shall take appropriate action when indicated the system aircraft rejected a message whose time
Corruption stamp exceeds the ETrrw.
ED228_CASR_CPDLC_15 | ATSP
EMM_09 - SR-GD-CPDLC-21 The controller shall take appropriate action when indicated the system aircraft rejected a message whose time
Misdirection stamp exceeds the ETyr.
EMM_09 - SR-GD-CPDLC-21 The controller shall take appropriate action when indicated the system aircraft rejected a message whose time
Delay stamp exceeds the ETiry.
Corruption SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
AC Misdirection | SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
Spurious SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
ED228_CASR_CPDLC_16
OH_ED228_CPDLC_05d 4 1,00E-03 Corruption SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
ATSP | Misdirection SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
Spurious SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
AC EMM_07 - SR-AC-CPDLC-18 The aircraft system shall be able to determine the message initiator.
Misdirection .
ED228_CASR_CPDLC_18
EMM_08 - ) o
ATSP | \riedirection | SR-GD-CPDLC-25 The ATSU shall be able to determine the message initiator.
EMM_07 - A g The aircraft system shall prohibit to the flight crew operational processing of messages not addressed to the
AC | Misdirection | SRAC-CPDLC-19 aircraft.
ED228_CASR_CPDLC_19 SR-GD-CPDLC-26 The ATSU shall prohibit to the controller operational processing of messages not addressed to the ATSU.
EMM_08 -
ATSP | Misdirection | cp ap.cppLc.oy | TheATSU shall send operational messages to an aircraft when provision of the service has been established with
the aircraft.
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OH Cause SR
- SO .
OH Ref Severity (IFH) Cause Ref Part Failure SR Ref Title
ATSU shall only establish and maintain CPDLC services when the aircraft identification (either the Registration
SR-GD-CPDLC-28 Marking or the 24-bit Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft
identification in the current flight plan.
The ground system shall correlate the flight identification and aircraft identification (either the Registration Marking
SR-GD-CPDLC-29 or the 24-bit Aircraft Address) with the ground system's corresponding identifiers in the current flight plan prior to
establishing and maintaining data link services.
ED228 CASR CPDLC 20 ATSP Corruption SR-GD-CPDLC-30 The ATSU shall perform the correlation function again with any change of the fiight identification or aircraft
- - - identification (either the registration marking or the 24-bit aircraft address)
SR-GD-CPDLC-31 The ground system shall provide an indication to the controller, when the ATSU system rejects a DLIC Logon or is
notified of a DLIC contact failure.
When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the SYSTEM shall prevent the
SR-GD-CPDLC-32 automatic processing of all subsequent departure clearances received after the first for a fiight with the same
aircraft ID and different unique flight plan identifier.
. A g The aircraft identifiers sent by the aircraft system and used for data link initiation correlation shall be unique and
AC | Comuption | SR-AC-CPDLC-20 unambiguous (e.g. the Aircraft Identification and either the Registration Marking or the 24-bit Aircraft Address).
ED228_CASR_CPDLC_21
" P The aircraft identifiers used for data link initiation correlation by the ATSU shall be unique and unambiguous (e.g.
OH ED228 CPDLC 05d 4 1.00E-03 ATSP | Corruption | SR-GD-CPDLC-33 the Aircraft Identification and either the Registration Marking or the Aircraft Address).
EMM_01 - SR-FC-CPDLC-04 The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or
Corruption Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMM_01 - O The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or
ED226 CASR CPING 22 . Misdirection SEECGROECOf Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMM_01 - SRFC-CPDLC-04 The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or
Delay Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
AC EMM_07 - SR-AC-CPDLC-22 The aircraft system shall be capable of detecting errors in uplink messages that would result in mis-delivery
Misdirection introduced by the communication service.
ED228_CASR_CPDLC_25
EMM_08 - . The ATSU shall be capable of detecting errors in downlink messages that would result in mis-delivery introduced by
ATSP | Misdirection | SR-GD-CPDLC-37 the communication service.
" A g The aircraft system shall provide a means of enhancing flight crew awareness for when to execute a clearance
AC | Comuption | SR-AC-CPDLC-25 containing a deferred action when the associated condition is met (i.e. based on a level, time or position).
ED228_CASR_CPDLC_28
EMM_01 - The flight crew shall recognize the conditional nature of the clearance and execute the clearance only when the
FC | Comuption | SRFC-CPDLC-06 associated condition is met.
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EMM_07 - SR-AC-CPDLC-26 The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data
Misdirection Authority (CDA).
E"’[')"QE‘;1 = | sr-accPpLC-27 | The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
AC nimég} o—n SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
ED228_CASR_CPDLC_29 Emlj?)%l& SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
EMM_10 - ) ) N ) ) )
Unavailable SR-AC-CPDLC-28 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
EMM_08 - SR-GD-CPDLC-39 Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be permitted to send a Next
Misdirection Data Authority (NDA) message to the aircraft.
ATSP
OH_ED228_CPDLC_05d 4 1,00E-03 Lilsnhg\'g_ﬂ;:)l; SR-GD-CPDLC-40 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.
SR-AC-CPDLC-29 The aircraft system shall be capable to send an indication to the ground system whenever a message is rejected by
the aircraft system.
EMM 02 -
Corruption . . o o ] ;
SR-AC-CPDLC-30 When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft
system shall notify the flight crew.
SR-AC-CPDLC-29 The aircraft system shall be capable to send an indica_tion to the ground system whenever a message is rejected by
EMM 07 the aircraft system.
WG78_CASR_CPDLC_30 AC Misdirecti o-n
SR-AC-CPDLC-30 When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft
system shall notify the flight crew.
SR-AC-CPDLC-29 The aircraft system shall be capable to send an indication to the ground system whenever a message is rejected by
the aircraft system.
EMM_10 -
Spurious

SR-AC-CPDLC-30

When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft
system shall notify the flight crew.

Larae

wnding meambers

N L

R

www :'s(:sa'iu ey

&> Avenue de Cortenbergh 100 | B -1000 Bruxelles

63 of 195




Project ID 15.02.404.
D03 - IRIS Precursor Security, Safety and Performance Analysis Edition: 01.00.00

OH Cause SR
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OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
SR-GD-CPDLC-41 The ATSU shall be capable to send an indication to Xrﬁsezgrcraﬂ system whenever a message is rejected by the
EMM_02 - ]
Corruption ] o ] R .
SR-GD-CPDLC42 When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU
shall notify the controller.
SR-GD-CPDLC41 The ATSU shall be capable to send an indication to X)_’t_asa&mraﬂ system whenever a message is rejected by the
OH_ED228_CPDLC_05d 4 1,00E-03 | WG78_CASR_CPDLC_30 | ATSP Nigd':drég],o_r]
SR-GD-CPDLC-42 When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU
shall notify the controller.
SR-GD-CPDLC41 The ATSU shall be capable to send an indication to X:ﬁsezcmraﬂ system whenever a message is rejected by the
EMM_10 - )
Spurious ] o i o ]
SR-GD-CPDLC42 When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU
shall notify the controller.

Table 20: Relevant AC and ATSP safety requirements allocated from OH_ED228_CPDLC_05d

4.1.2.1.150H_ED228_CPDLC_05u

The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 10 per flight hour.

The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR

SO

OH Ref Severity (FH)

Cause Ref Part Failure SR Ref Title

The aircraft system shall provide unambiguous and unique identification of the origin and destination of each

AC Misdirection SR-AC-CPDLC-07 message it transmits.

ED228_CASR_CPDLC_06

The ATSU shall provide unambiguous and unique identification of the origin and destination of each message it

OH_ED228 CPDLC_05u 3 1,00E-05 ATSP Misdirection SR-GD-CPDLC-08 transmits.

EMM_10 -

ED228_CASR_CPDLC 07 | AC Spurious

SR-AC-CPDLC-08 The aircraft system shall indicate in each response to which messages it refers.
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EMM_11 - - . . ]
ATSP Spurious SR-GD-CPDLC-09 The ATSU shall indicate in each response to which messages it refers.
AC Corruption SR-AC-CPDLC-09 The aircraft system shall process the route informefirt;on It;‘,o;nf;{geg with the route clearance uplink message received
ED228_CASR_CPDLC_08 m -
ATSP Corruption SR-GD-CPDLC-10 The ATSU shall send the route information with the route clearance uplink message.
EMM_05 - The aircraft system shall time stamp to within one second UTC each message when it is released for onward
aG Delay SEAGCROECHO transmission.
ED228_CASR_CPDLC_09
ATSP EMDI\gEI;S B SR-GD-CPDLC-11 The ATSU shall time stamp to within one second UTC each message when it is released for onward transmission.
Corruption SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
ED228_CASR_CPDLC_11 AC Delay SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
Misdirection | SR-AC-CPDLC-11 The aircraft system shall process the message without affecting the intent of the message.
The controller shall check the correctness and the appropriateness of every ATC message received and of every
ATSP SR-GD-CPDLC-13 : .
Corruption message before sending to the flight crew.
SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
OH_ED228_CPDLC_05u 3 1,00E-05
- - - ’ Misdirection | SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
SR-GD-CPDLC-12 The ATSU shall process the message without affecting the intent of the message.
Delay SR-GD-CPDLC-14 The controller shall respond or act in timely manner to meet the RCP specification for the concerned ATS function.
. . An indication shall be provided to the controller when a downlink message, requiring a response, is rejected
ED228_CASR_CPDLC_11 SR-GD-CPDLC-15 because no response is sent by the controller within the required time (ETresponper)-
Loss SR-GD-CPDLC-15 An indication shall be provided to the controller when a downlink message, requiring a response, is rejected
because no response is sent by the controller within the required time (E Tresponper)-
, The flight crew shall check the correctness and the appropriateness of every ATC message received and of every
Corruption e message before sending to the controller.
FC Delay SR-FC-CPDLC-02 The flight crew shall respond or act in timely manner without unnecessary delay.
Corruption SR-FC-CPDLC-03 The flight crew shall execute clearances, received in a concatenated message, in the same order as displayed to
the flight crew.
EMM_04 - The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not
ED228_CASR_CPDLC_14 | ATSP Deiay SR-GD-CPDLC-19 received within the required time (E Trsn).
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OH Cause SR
. SO .
OH Ref Severity (FH) Cause Ref Part Failure SR Ref Title
AC EMM_06 - SR-AC-CPDLC-14 When the aircraft system receives a message whose time stamp is older than the current time minus ETry, the
Delay i - aircraft system shall reject the message and send an indication to the ATSU.
EMM_05 - SR-GD-CPDLC-20 When the ATSU receives an emergency message whose time stamp is older than the current time minus ETrry,
Delay the ATSU shall display the emergency message to the controller.
EMM_09 - ) g The controller shall take appropriate action when indicated the system aircraft rejected a message whose time
ED228_CASR_CPDLC_15 Corruption SR-GD-CPDLC-21 stamp exceeds the ETrax.
ATSU
EMM_09 - SR-GD-CPDLC-21 The controller shall take appropriate action when indicated the system aircraft rejected a message whose time
Misdirection stamp exceeds the ETrry.
EMM_09 - SR-GD-CPDLC-21 The controller shall take appropriate action when indicated the system aircraft rejected a message whose time
Delay stamp exceeds the ETyry.
Corruption SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
ED228_CASR_CPDLC_16 AC Misdirection SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
Spurious SR-AC-CPDLC-15 The aircraft system shall prevent the release of responses to clearances without flight crew action.
Corruption SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
OH_ED228_CPDLC_05u 3 1,00E-05 | ED228_CASR_CPDLC_16 | ATSP | Misdirection | SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
Spurious SR-GD-CPDLC-22 The ATSU shall make the controller aware of any operational message being automatically or manually released.
EMM_07 - : . A
AC Misdirection SR-AC-CPDLC-18 The aircraft system shall be able to determine the message initiator.
ED228_CASR_CPDLC_18
EMM_08 - . -
ATSP Misdirection SR-GD-CPDLC-25 The ATSU shall be able to determine the message initiator.
ATSU shall only establish and maintain CPDLC services when the aircraft identification (either the Registration
SR-GD-CPDLC-28 Marking or the 24-bit Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft
identification in the current flight plan.
The ground system shall correlate the flight identification and aircraft identification (either the Registration Marking
SR-GD-CPDLC-29 or the 24-bit Aircraft Address) with the ground system's corresponding identifiers in the current flight plan prior to
establishing and maintaining data link services.
ED228_CASR_CPDLC_20 | ATSP Corruption

SR-GD-CPDLC-30

The ATSU shall perform the correlation function again with any change of the fiight identification or aircraft
identification (either the registration marking or the 24-bit aircraft address)

SR-GD-CPDLC-31

The ground system shall provide an indication to the controller, when the ATSU system rejects a DLIC Logon or is
notified of a DLIC contact failure.

SR-GD-CPDLC-32

When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the SYSTEM shall prevent the
automatic processing of all subsequent departure clearances received after the first for a flight with the same
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OH Ref severity | oo Cause Ref Part Failure SR Ref Title
aircraft ID and different unique fiight plan identifier.
" A . The aircraft identifiers sent by the aircraft system and used for data link initiation correlation shall be unique and
AC | Comuption | SR-AC-CPDLC-20 unambiguous (e.g. the Aircraft Identification and either the Registration Marking or the 24-bit Aircraft Address).
ED228_CASR_CPDLC_21
) P The aircraft identifiers used for data link initiation correlation by the ATSU shall be unique and unambiguous (e.g.
AISE | Complion | SRED-CRLCS3 the Aircraft Identification and either the Registration Marking or the Aircraft Address).
EMM_O1- | oo ro oon c.os | The flight crew shall perform the initiation data link procedure again with any change of the Fiight identification or
COTTUptiOn Aircraft Identification {either the Registration Marking or the 24-bit Aircraft Addr ess).
EMM_01 - O The ﬂight crew shall perfonn the initiation data link procedure again with any change of the Flight Identification or
ED228_CASR CPDLC 22 | FC | \negirection | SRFC-CPDLC-04 Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMMOT- | oo o copicos | Theflight crew shall perform the initiation data link procedure again with any change of the Fiight identification or
Delay Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
AC EMM_O7 - | op 2 cpprcoe The aircraft system shall be capable of detecting errors in uplink messages that would result in mis-delivery
Misdirection introduced by the communication service.
ED228_CASR_CPDLC_25
EMM_08 - Y g The ATSU shall be capable of detecting errors in downlink messages that would result in misdelivery introduced by
OH_ED228_CPDLC_05u 3 1,00E-05
) A g The aircraft system shall provide a means of enhancing flight crew awareness for when to execute a clearance
AC | Comuption | SR-AC-CPDLC-25 containing a deferred action when the associated condition is met (i.e. based on a level, time or position).
ED228_CASR_CPDLC_28
EMM_01 - The fiight crew shall recognize the conditional nature of the clearance and execute the clearance only when the
FC | Comuption | SRFC-CPDLC-06 associated condition is met.
EMM_07 - SR-AC-CPDLC-26 The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data
Misdirection Authority (CDA).
E'V[')"QET = | sr-accPpLC-27 | The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
ED228_CASR CPDLC 29 | AC hﬁg‘d'i“@gt} o | SRAC-CPDLC-27 | The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.
Eg‘n“fj?)%lr; SR-AC-CPDLC-27 | The aircraft system shall provide to the fiight crew an indication of the ATSU that has established CPDLC service.
EMM_10 - . il be uniauely identif ven aircratATSU bai
Unavaiiable | SR-AC-CPDLC-28 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
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OH Ref Severity | =0 Cause Ref Part Failure SR Ref Title
EMM_08 - SR-GD-CPDLC-39 Only the ATSU that has control of the aircraf, i.e. Current Data Authority (CDA), shall be permitted to send a Next
Misdirection Data Authority (NDA) message to the aircraft.
OH_ED228 CPDLC_05u 3 1,00E-05 | ED228 CASR CPDLC 29 | ATSP
o = | srR-GD-cPDLC40 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

Table 21: Relevant AC and ATSP safety requirements allocated from OH_ED228_CPDLC_05u

4.1.2.1.160H_ED228_CPDLC_07

The safety objective to be met for this Operational Hazard is extracted from ED228 CPDLC Operational Safety Assessment: the probability of occurrence of
this hazard shall be no greater than 1 103 per flight hour.

The following table presents the relevant AC and ATSP requirements identified in ED228 Safety Analysis for this Operational Hazard.

OH Cause SR

SO

(IFH) Cause Ref Part Failure SR Ref Title

OH Ref Severity

The aircraft system shall provide an indication to the flight crew when a CPDLC connection for a given

SRACCRCOf aircraft-ATSU pair is established.

The aircraft system shall provide to the ATSU an indication when the aircraft system rejects a CPDLC

AC Unavailable | SR-AC-CPDLC-02 connection request initiated by the ATSU.

The aircraft system shall display the indication provided by the ATSU when a data link initiation request

SR-AC-CPDLC-03 (logon) initiated by the fiight crew is rejected.

ED228_CASR_CPDLC_01
The ATSU shall provide an indication to the controller when a CPDLC connection for a given aircraft-ATSU

SRGO-CROLC04 pair is established.

OHLEN20 CROLG 07 4 1.00E-03 The ATSU shall display the indication provided by the aircraft system when a CPDLC connection request

AISE navalable | SR-GD-CROLC-02 initiated by the ground system or the controller is rejected.

The ATSU shall provide to the aircraft system an indication when the ATSU rejects a data link initiation

SR-GD-CPDLC-03 request (logon) initiated by the flight crew.

SR-AC-CPDLC-04 The aircraft system shall indicate to the flight crew a detected loss of CPDLC.

AC Unavailable

ED228_CASR_CPDLC._02 SRAC-CPDLC-05 | After the end of a flight or after a power cycle resuiting in a cold start or when CPDLC is turned off by aircraft

systems, the aircraft system shall prohibit use of any CPDLC service prior to initiation of a new logon.

ATSP Unavailable SR-GD-CPDLC-04 The ATSU shall indicate to the controller a detected loss of CPDLC.
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ED228 CASR_CPDLC_04 ATSP Unavailable SR-GD-CPDLC-06 ATSU shall be notified of planned outage of CPDLC service sufficiently ahead of time.
Loss SR-AC-CPDLC-06 The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.
AC
Delay SR-AC-CPDLC-06 The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.
ED228_CASR_CPDLC_05
Loss SR-GD-CPDLC-07 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
ATSP
Delay SR-GD-CPDLC-07 The ATSU shall indicate to the controller when a message cannot be successfully transmitted.
o . g The aircraft system shall provide unambiguous and unique identification of the origin and destination of each
AC Misdirection SR-AC-CPDLC-07 message it transmits.
ED228 CASR_CPDLC_06
. . The ATSU shall provide unambiguous and unique identification of the origin and destination of each
ATSP Misdirection | SR-GD-CPDLC-08 message it transmits.
EMM_04 - The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not
ED228 CASR_CPDLC_14 ATSP Delay SR-GD-CPDLC-19 ived within the required time (E Tra).
EMM_01 - SR-FC-CPDLC-04 The fiight crew shall perform the initiation data link procedure again with any change of the Flight
Corruption Identification or Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMM_01 - g The fiight crew shall perform the initiation data link procedure again with any change of the Flight
EDESECASK CFOLC 22 FC Misdirection SIEFCGRIEC 0 Identification or Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMM_01 - g The flight crew shall perform the initiation data link procedure again with any change of the Flight
OH_FD228_CPDLC_07 1,00€-03 Delay SEFCCRINGC0¢ Identification or Aircraft Identification (either the Registration Marking or the 24-bit Aircraft Address).
EMM_07 - SR-AC-CPDLC-26 The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC
Misdirection Data Authority (CDA).
Elvll)l\gl_m - SR-AC-CPDLC-27 The aircraft system shall provide to the flight crew an _/nd/calion of the ATSU that has established CPDLC
ay service.
EMM_01 - The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC
AC Misdirection | SR-AC-CPDLC-27 service.
EMM_01 - The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC
ED228_CASR_CPDLC_29 Comuption | SRAC-CPDLC-27 Y P g service.
EMM_10 - : . . . ] . ]
Spurious SR-AC-CPDLC-28 Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.
EMM_08 - SR-GD-CPDLC-39 Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be permitted to send a
Misdirection Next Data Authority (NDA) message to the aircraft.
ATSP
Eswn‘(:.}s_ SR-GD-CPDLC-40 Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.
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4.1.2.2 Definition AC and ATSP Safety Requirement from Operational Hazards
This sub-task consists in performing the allocation of the Safety Objectives associated to Operational Hazards on the different contributors.
This allocation includes two steps:

e For each Operational Hazard, a fault tree is constructed identifying all potential contributors for this Operational Hazard (including AC and ATSP
failures). Safety Requirements are defined by allocating the Safety Objective on the different contributors. ED228 document is used as references to
determine the values that can reasonably be allocated on the different contributors.

e For each Operational Hazard, relevant Safety Requirements are identified amongst all the safety requirements Iris Precursor System is split between
Aircraft System and Ground System. So, the relevant Safety Requirements are the requirements allocated to Aircraft system or Ground system and
that concerns the exchange of message between ground and aircraft.

The tables of this paragraph have been built as follow:
e OH columns:
0 OH Ref: identify the OH issued from the ED228 document;
0 Severity: identify the severity associated of the studied OH (issued from ED228 document);
o SO: identify the safety objective associated of the studied OH;
e Cause columns:
0 Cause Ref: identify the safety requirement identified in the associated fault tree;
o Part: identify the ATM system component associated to the cause ref;
o Failure: identify the type of failure associated to the cause ref (unavailable, corruption, misdirection, generation of spurious, ...);
¢ SR columns: The list of new relevant Safety Requirements is referenced as follow: “SR-WWWW-XX-YY-ZZ: xxXxx:
o WWWW: identify the origin of the safety requirement: “E228” for ED228 OH and “NEW” for the new OH;
0 XX: identify the part on which the safety requirement is allocated: “AC” for Aircraft System, and “GD” for Ground System;
o YY: identify the application associated to the fault tree : “ADSC” or “CPDLC” or “ALL";
0 ZZ: is a reference number of the safety requirement;
oxxxx: title of the New Safety Requirement.

The following chapters present the relevant safety requirements defined from each OH identified in § 4.1.1.3.
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41.2.21 OH_ED228_ ADSC_01d
This operational hazard consists of a detected loss of ADS-C capability [single aircraft]. The Safety Objective to be met shall be no greater than 1.0 10~ /H.

In order for this hazard to occur:
a) All the ADS-C aircraft system are unavailable,
b) All the ADS-C ground systems are unavailable.

The allocations are based on an equipartition between all contributors.

Edition: 01.00.00
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Figure 9 : OH_ED228 ADSC _01d — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety

Requirements

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
E228_AC_ADS_01 AC Unavailable | 5.00E-04 | SR.E228-AC-ADS-01 The likelihood of the detected loss of ADS-C capability [single aircraft] due to
OH ED228 ADSC 01d 4 1.00E-03 aircraft systems shall be less than 5. 0E-04/FH.
- - - ’ - The likelihood of the detected loss of ADS-C capability [single aircraft] due to
E228 GD_ADS_01 ATSP [ Unavailable | 5.00E-04 | SR-E228-GD-ADS-01 ground systems shall be less than 5.0E-04/H.
Table 23: AC and ATSP safety requirements allocated from OH_ED228 ADSC_01d

lounding meambers
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41.2.2.2 OH_ED228 ADSC_01u
'1I'I2)is18%3rHational hazard consists of an undetected loss of ADS-C capability [single aircraft]. The Safety Objective to be met shall be no greater than
In order for this hazard to occur:
a) All the ADS-C aircraft system are unavailable,
b) All the ADS-C ground systems are unavailable.
The allocations are based on an equipartition between all contributors.

The following table presents
Requirements

Edition: 01.00.00
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Figure 10 : OH_ED228 ADSC 01u — Fault tree

the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
E228 ACADS_02 | AC |Unavailable | 5.00E-06 | SR-E228-AC-ADS-02 | "M@ keihood of the ubdetected loss of ADS C capabiiy [Single aircraf] due fo
O E0228 ADSC Ota| =3 = | 1.00E.05 The TReiihood of the undutocied 105s of ADS.C capebity [Singic STCalT dus T
E228 GD_ADS_ 02 | ATSP |Unavailable | 5.00E.06 | SR E228.GD.ADS 02 | "M !kelihood of the undetected loss of ADS-C capability [single aircraft] due to

ground systems shall be less than 5.0E-06/H.

Table 24: AC and ATSP safety requirements allocated from OH_ED228 ADSC_01u

4.1.2.2.3 OH_ED228_ADSC_02d

lounding meambers
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This o%erational hazard consists of a detected loss of ADS-C capability [multiple aircraft]. The Safety Objective to be met shall be no greater than
1.0 10°/H.
In order for this hazard to occur:
a) More than one ADS-C aircraft system is unavailable,
b) All the ADS-C ground systems are unavailable.
The allocations are based on the OH_ED228_ADSC_01d allocations.
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Figure 11 : OH_ED228 ADSC_02d — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

OH Cause SR

OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title

The likelihood of the detected loss of ADS-C capability [multiple aircraft] due to
ground systems shall be less than 1.0E-03/H.

OH_ED228_ADSC_02d 4 1.00E-03 | E228 GD_ADS_03 | ATSP [ Unavailable | 1.00E-03 | SR-E228-GD-ADS-03

Table 25: AC and ATSP safety requirements allocated from OH_ED228 ADSC_02d

lounding meambers
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4.1.2.2.4 OH_ED228_ADSC_02u

This opSerationaI hazard consists of an undetected loss of ADS-C capability [multiple aircraft]. The Safety Objective to be met shall be no greater than
1.0107/H.

In order for this hazard to occur:
a) More than one ADS-C aircraft system is unavailable,
b) All the ADS-C ground systems are unavailable.
The allocations are based on the OH_ED228_ADSC_01u allocations.
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Figure 12 : OH_ED228 ADSC_02u — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

OH | Cause | | | | SR

lounding members
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OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
- The likelihood of the undetected loss of ADS-C capability [multiple aircraft] due
OH_ED228_ADSC_02u 3 1.00E-05 | E228_GD_ADS_04 ATSP [ Unavailable | 9.99E-06 | SR-E228-GD-ADS-04 to ground systems shall be less than 9 99E-06/H.
Table 26: AC and ATSP safety requirements allocated from OH_ED228 ADSC_02u

4.1.2.2.5 OH_ED228_ADSC_03d
This operational hazard consists of a detected reception of a corrupted ADS-C message [single aircraft]. The Safety Objective to be met shall be no greater

than 1.0 107 /H.
In order for this hazard to occur:
a) Messages are corrupted by aircraft or ground systems,

b) Data provided are corrupted.
The allocations are based on an equipartition between aircraft and ground components.
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Figure 13 : OH_ED228 ADSC_03d — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety

Requirements
SR

| Cause [ | |

| OH

lounding meambers
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OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
. The likelihood of the detected corruption of ADS-C message [single aircraft] due
E228 GD_ADS_05 | ATSP | Corruption | 2.50E-04 | SR-E228-GD-ADS-05 to ground systems shall be less than 2 5E-04/H.
E228_AC_ADS_03 AC Corruption | 2.50E-04 | SR-E228-AC-ADS-03 The likelihood of ﬂlg detected corruption of ADS-C message [single aircraft] due
to aircraft systems shall be less than 2 5E-04/FH.
L 4 1.00E-03 The likelihood that the ATSP provides incorrect ADS-C data [single aircraft] shall
E228 GD_ADS_06 | ATSP | Corruption | 2.50E-04 | SR-E228-GD-ADS-06 . be less than 2 5E-04/H. _ _
E228 AC_ADS_04 AC Corruption | 2.50E-04 | SR-E228-AC-ADS.04 The likelihood that the AC systems provide incorrect ADS-C data [single aircraft]

shall be less than 2 5E-04/FH.

Table 27: AC and ATSP safety requirements allocated from OH_ED228_ADSC_03d

4.1.2.2.6 OH_ED228_ADSC_03u

This operational hazard consists of an undetected reception of a corrupted ADS-C message [single aircraft]. The Safety Objective to be met shall be no
greater than 1.0 10 /H.

In order for this hazard to occur:

a) Messages are corrupted by aircraft or ground systems,
b) Data provided are corrupted.
The allocations are based on an equipartition between aircraft and ground components.

lounding meambers
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Figure 14 : OH_ED228 ADSC_03u — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

lounding members
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OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
. The I kelihood of the undetected corruption of ADS-C message [single aircraft]—
E228 GD_ADS_08 | ATSP | Corruption | 2.50E-06 | SR-E228-GD-ADS-08 due to ground systems shall be less than 2 5E-06/H.
- The I kelihood of the undetected corruption of ADS-C message [single aircraft]
E228 AC_ADS_06 AC Corruption | 2.50E-06 | SR-E228-AC-ADS-06 T e T RO e IR B T L
OH_E0228 ADSC O5u 3 H0EDS The likelihood of the undetected corruption due to incorrect ADS-C data [single
E228 GD_ADS_09 | ATSP | Corruption | 2.50E-06 | SR-E228-GD-ADS-09 aircraft] provided by ATSP shall be less than 2 5E-06/H.
E228 _AC_ADS_07 AC Corruption | 2.50E-06 | SR-E228-AC-ADS-07 The likelihood of the undetected corruption due to incorrect ADS-C data [single

aircraft] provided by the aircraft systems shall be less than 2 5E-06/FH.

Table 28: AC and ATSP safety requirements allocated from OH_ED228 ADSC_03u

41.2.2.7 OH_ED228_ADSC_05
This operational hazard consists of a reception of an unintended ADS-C message [single aircraft]. The Safety Objective to be met shall be no greater than

1.0 103 /H.

In order for this hazard to occur:
a) Messages are delayed by aircraft or ground systems,

b) Messages are misdirected by aircraft or ground systems,
c) Aircraft or ground systems generate spurious messages.

The allocations are based on an equipartition between aircraft and ground components. The chosen repartition is 28% for delay, 58% for misdirection and
14% for generation of a spurious message.
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Figure 15 : OH_ED228 ADSC _0S — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety

Requirements

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title

E228 AC ADS 09 | AC Delay | 140E-04 | SRE228-AC-ADS-09 | T Henood oLhe Beeciad oy o i 1 e G o dueto

E228_AC_ADS_10 | AC |Misdirection | 2.00E-04 [ SR-E228-AC-ADS-10 | T IKeINoom of e derected madiocion of 0 o et o]

ot £0008 A0S 05| 4 | 1oge.gq | EZBEACADS T | AC | Spurous | 7.00E.05 | SR-E228-ACADS-11 T"e'f‘e'if;‘};’g;f{]"‘dﬁ;‘?;ﬁﬁ?aﬁi';‘i’;?ﬁ;‘ b :Loszsu?gffg-?ﬁge fsnale
- E2288_GD_ADS_11 | ATSP | Delay | 140E-04 |SRE228-GD-ADS-11| M@ fikelihood °fgtr'(‘,‘fjr‘l’g‘:gfgmd:gaﬁ'é?fgtwaﬁggﬁ?ﬂ{e airciafl] duet
E2288 GD_ADS_12 | ATSP |Misdirection | 2.90E-04 | SR-E228-GD-ADS-12| '"e!kelihood of tt(')‘eg;’:‘}f‘gtggs?gsmd;r:gﬁ’;}g’lgszstﬁgn"‘;gggj/ﬁing'e aircraf]

E2288 GD_ADS_13 | ATSP | Spurious | 7.00E-05 | SR-E228-GD-ADS-13 The'ke'ihgﬁgrgaﬂeug‘if;zﬂggzsggm‘,’thzus‘t’)‘::gzss e L
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Table 29: AC and ATSP safety requirements allocated from OH_ED228_ADSC_05
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41.2.2.8 OH_ED228_ADSC_07
This operational hazard consists of an unexpected interruption of an ADS-C transaction [single aircraft]. The Safety Objective to be met shall be no greater

than 1.0 10° /H.
In order for this hazard to occur:
a) Messages are delayed by aircraft or ground systems,
b) Messages are misdirected by aircraft or ground systems,

c) Messages are lost by aircraft or ground systems.
d)The allocations are based on an equipartition between aircraft and ground components. The chosen repartition is 28% for delay, 58% for misdirection

and 14% for loss.
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Figure 16 : OH_ED228 ADSC 07 — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

lounding members
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OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
The likelihood of the delayed ADS-C message [single aircraft] due to aircraft
E228 AC_ADS_15 AC Delay 1.40E-04 | SR-E228-AC-ADS-15 systems shall be less than 1.4E_04/FH.
R The Ikelihood of the misdirected ADS-C message [single aircraft] due to aircraft
E228 AC_ADS_16 AC Misdirection | 2.90E-04 | SR-E228-AC-ADS-16 systems shall be less than 2.9E.04/FH.
E228 AC_ADS_17 AC Loss 7 00E-05 | SR-E228-AC-ADS-17 The likelihood of the lost ADS-C message [single aircraft] due to aircraft systems
shall be less than 7.0E-05/FH.
OELEDZ28 ADSCOF N A-00E-03 The likelihood of the delayed ADS-C message [single aircraft] due to ground
E228_GD_ADS_17 ATSP Delay 1.40E-04 | SR-E228-GD-ADS-17 systems shall be less than 1 4E-04/H.
A The likelihood of the misdirected ADS-C message [single aircraft] due to ground
E228_GD_ADS_18 ATSP | Misdirection | 2.90E-04 | SR-E228-GD-ADS-18 systems shall be less than 2.9E-04/H.
The likelihood of the lost ADS-C message [single aircraft] due to ground systems
E228 _GD_ADS_19 ATSP Loss 7.00E-05 | SR-E228-GD-ADS-19 shall be less than 7 0E-05/H.

Table 30: AC and ATSP safety requirements allocated from OH_ED228 ADSC_07

4.1.2.2.9 OH_ED228_CPDLC_01
This operational hazard consists of a loss of CPDLC capability [single aircraft]. The Safety Objective to be met shall be no greater than 1.0 107 /H.

In order for this hazard to occur:

a) All the CPDLC aircraft system are unavailable,
b) All the CPDLC ground systems are unavailable.

The allocations are based on an equipartition between all contributors.
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Figure 17 : OH_ED228 CPDLC _01 — Fault tree
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The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
E228_AC_CPDLC_01| AC |Unavailable | 5.00E-04 [ SRE228-ACCPDLC01 | o !Kelihoodofihe loss of BFBLC capabilly [Sngle atcraft] due to aircraf
OH_ED228_CPDLC_ 01| 4 | 1.00E-03 — Systems sna® be tess Than oL 2P T
E228 GD_CPDLC 01| ATSP |Unavailable | 5.00E-04 | SR-E228-GD-CPDLC-01 The likelihood of the loss of CPDLC capability [single aircraft] due to ground
systems shall be less than 5.0E-04/H.

Table 31: AC and ATSP safety requirements allocated from OH_ED228_CPDLC_01

4.1.2.2.100H_ED228_CPDLC_02d

This o%erational hazard consists of a detected loss of CPDLC capability [multiple aircraft]. The Safety Objective to be met shall be no greater than
1.0 10~ /H.

In order for this hazard to occur:
a) More than one CPDLC aircraft system is unavailable,
b) All the CPDLC ground systems are unavailable.
The allocations are based on the OH_ED228 CPDLC_01 allocations.
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The following table presents
Requirements

Edition: 01.00.00
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Figure 18 : OH_ED228 CPDLC_02d — Fault tree

the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
- The likelihood of the detected loss of CPDLC capability [multiple aircraft] due to
OH_ED228 CPDLC_02d 4 1.00E-03 | E228 GD_CPDLC_02 | ATSP | Unavailable | 1.00E-03 | SR-E228-GD-CPDLC-02 ground systems shall be less than 1.0E-03/H.

Table 32: AC and ATSP safety requirements allocated from OH_ED228 CPDLC_02d

41.2.2.110H_ED228_CPDLC_02u

This o_pserational hazard consists of an undetected loss of CPDLC capability [multiple aircraft]. The Safety Objective to be met shall be no greater than
1.0 107 /H.

In order for this hazard to occur:
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a) More than one CPDLC aircraft system is unavailable,
b) All the ADS-C ground systems are unavailable.

The allocations are based on the OH_ED228 CPDLC_01 allocations.
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Figure 19 : OH_ED228 CPDLC_02u — Fault tree

The following table presents

the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
OH ED228 CPDLC_ 02u| 3 | 1.00E:05 |E228 GD_CPDLC 03 | ATSP | Unavailable | 9.75E-06 | SR-E228-GD-cPDLC-03 | "M !kelihood of the undetected loss of CPDLC capability [multiple aircraft] due

to ground systems shall be less than 9.75E-06/H.
Table 33: AC and ATSP safety requirements allocated from OH_ED228 CPDLC_02u

4.1.2.2.120H_ED228_CPDLC_03d

lounding members
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This operati?nal hazard consists of a detected reception of a corrupted ADS-C message [single aircraft]. The Safety Objective to be met shall be no greater
than 1.0 10~ /H.

In order for this hazard to occur:

a) Messages are corrupted by aircraft or ground systems,
b) Data provided are corrupted.
The allocations are based on an equipartition between aircraft and ground components.

Figure 20 : OH_ED228 CPDLC_03d — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
E228_GD_CPDLC_04 | ATSP. | Comupiion | 2.50E-04 | SR-E228-GD-CPDLC-05 | T IKEIMOOd 0L e S8t o8 Erp o a2 St
E228 AC_CPDLC 02| AC | Comption | 250E-04 | SR-E228-AC-CPDLC-03 | T felinood of e celaeted comupion of CF0 € message [inale aircraft] due
OHLEC22E CROLC05d 4 LS . The I kelihood that the ATSP provides incorrect CPDLC data [single aircraft]

E228_GD_CPDLC_05 | ATSP | Corruption |2 50E-04 | SR-E228-GD-CPDLC-06 o e e et
E228 AC_CPDLC_03| AC | Cormuption | 2.50E-04 | SR-E228-AC-CPDLC-04 | The Ikelinood thatthe AC Systems provide Jicomect CPDLC data [single aircrafl]
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Table 34: AC and ATSP safety requirements allocated from OH_ED228 CPDLC_03d

4.1.2.2.130H_ED228_CPDLC_03u
This operational hazard consists of an undetected reception of a corrupted CPDLC message [single aircraft]. The Safety Objective to be met shall be no

greater than 1.0 10° /H.
In order for this hazard to occur:
a) Messages are corrupted by aircraft or ground systems,
b) Data provided are corrupted.
The allocations are based on an equipartition between aircraft and ground components.
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Figure 21 : OH_ED228 CPDLC_03u — Fault tree

The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
ot £002s crore il 3 | 1 oopgp | E2-CP-CPPLCO7 | ATSP | Comuption | 2.50E.06 | SR-£226-GD-CPDLC07 The 'fke'fhm%l‘l’;tt';eg‘:ggﬁ&egg‘t’eﬁgggﬁlgﬂgg%g‘ ?%Sé_%%e"gsjngle afrcrafi
- - E228 AC_CPDLC 05| AC | Corruption | 250E-06 | SR-E228-AC-CPDLC05 | '"® "ke"h°°gu‘g:2‘;;:22%‘2%‘;;‘;"5‘:]‘:;?3;225 e
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The likelihood of the undetected corruption due to incorrect CPDLC data [single

E228 GD_CPDLC_08| ATSP | Corruption | 2.50E-06 | SR-E228-GD-CPDLC-08 aircraft] provided by ATSP shall be less than 2 5E-06/H.
. The likelihood of the undetected corruption due to incorrect CPDLC data [single
E228 AC_CPDLC 06| AC Corruption | 2.50E-06 | SR-E228-AC-CPDLC06 aircraft] provided by the aircraft systems shall be less than 2.5E-06/FH.

Table 35: AC and ATSP safety requirements allocated from OH_ED228 CPDLC_03u

4.1.2.2.140H_ED228_CPDLC_05d
This operational hazard consists of a detected reception of an unintended CPDLC message [single aircraft]. The Safety Objective to be met shall be no

greater than 1.0 107 /H.
In order for this hazard to occur:
a) Messages are delayed by aircraft or ground systems,

b) Messages are misdirected by aircraft or ground systems,

c) Aircraft or ground systems generate spurious messages.
The allocations are based on an equipartition between aircraft and ground components. The chosen repartition is 28% for delay, 58% for misdirection and

14% for generation of a spurious message.
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Figure 22 : OH_ED228 CPDLC_05d — Fault tree
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The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements
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OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
The likelihood of the detected delay of CPDLC message [single aircraft] due to
E228 AC_CPDLC 08| AC Delay 1.40E-04 | SR-E228-AC-CPDLC-08 aircraft systems shall be less than 1 4E-04/FH.
e The I kelihood of the detected misdirection of CPDLC message [single aircraft]
E228 AC_CPDLC 09| AC | Misdirection| 2.90E-04 | SR-E228-AC-CPDLC-09 due to aircraft systems shall be less than 2.9E-04/FH.
E228 AC_CPDLC_10| AC Spurious 7 00E-05 | SR-E228-AC-CPDLC-10 The Ikelihood of the detected generation of a spurious CPDLC message [single
aircraft] due to aircraft systems shall be less than 7E-05/FH.
OHCEDSSS CROLC 5 4 00E 05 The likelihood of the detected delay of CPDLC message [single aircraft] due to
E228_GD_CPDLC_10 | ATSP Delay 1.40E-04 | SR-E228-GD-CPDLC-10 ground systems shall be less than 1.4E-04/H.
I The | kelihood of the detected misdirection of CPDLC message [single aircraft]
E228_GD_CPDLC_11 | ATSP [ Misdirection | 2.90E-04 | SR-E228-GD-CPDLC-11 _ due to ground systems s_h i '_(h an 2 9E-04/H. _
E228 GD_CPDLC 12| ATSP Spurious 7 00E-05 | SR.E228.GD-CPDLC-12 The I kelihood of the detected generation of a spurious CPDLC message [single

aircraft] due to ground systems shall be less than 7E-05/H.

Table 36: AC and ATSP safety requirements allocated from OH_ED228 CPDLC_05d

4.1.2.2.150H_ED228_CPDLC_05u

This operational hazard consists of an undetected reception of an unintended CPDLC message [single aircraft]. The Safety Objective to be met shall be no
greater than 1.0 10°/H.

In order for this hazard to occur:
a) Messages are delayed by aircraft or ground systems,
b) Messages are misdirected by aircraft or ground systems,
c) Aircraft or ground systems generate spurious messages.

The allocations are based on an equipartition between aircraft and ground components. The chosen repartition is 28% for delay, 58% for misdirection and
14% for generation of a spurious message.
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Figure 23 : OH_ED228 CPDLC_05u — Fault tree

the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
The likelihood of the undetected delay of CPDLC message [single aircraft] due to
E228 AC_CPDLC_11 AC Delay 1.40E-06 | SR-E228-AC-CPDLC-11 aircraft systems shall be less than 1.4E.06/FH.
o The likelihood of the undetected misdirection of CPDLC message [single aircraft]
E228 AC_CPDLC_12| AC | Misdirection | 2.90E-06 | SR-E228-AC-CPDLC-12 due to aircraft systems shall be less than 2 9E-06/FH.
. The likelihood of the undetected generation of a spurious CPDLC message
E228 AC_CPDLC_13| AC Spurious | 7.00E-07 ||SRE228-ACCEDECTS single aircraft] due to aircraft systems shall be less than 7E-07/FH.
OH_ED228 CPDLC_05u 3 1.00E-05 T - -
E228_GD_CPDLC_13 | ATSP Delay 1 40E.06 | SR.E228-GD-CPDLC-13 The likelihood of the undetected delay of CPDLC message [single aircraft] due to
ground systems shall be less than 1.4E-06/H.
e The likelihood of the undetected misdirection of CPDLC message [single aircraft]
E228_GD_CPDLC_14 | ATSP | Misdirection | 2.90E-06 | SR-E228-GD-CPDLC-14 due to ground systems shall be less than 2 9F-06/H.
E228_GD_CPDLC_15 | ATSP Spurious 7 00E-07 | SR.E228-GD-CPDLC-15 The likelihood of the undetected generation of a spurious CPDLC message

[single aircraft] due to ground systems shall be less than 7E-07/H.
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4.1.2.2.160H_ED228_CPDLC_07
This operational hazard consists of an unexpected interruption of a CPDLC transaction [single aircraft]. The Safety Objective to be met shall be no greater
than 1.0 10° /H.
In order for this hazard to occur:

a) Messages are delayed by aircraft or ground systems,

b) Messages are misdirected by aircraft or ground systems,

c) Messages are lost by aircraft or ground systems.
The allocations are based on an equipartition between aircraft and ground components. The chosen repartition is 28% for delay, 58% for misdirection and
14% for loss.
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Figure 24 : OH_WG78 _CPDLC _07 — Fault tree
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The following table presents the causes identified on AC and ATSP for this OH, the values allocated on these causes and the associated Safety
Requirements
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OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value) SR Ref Title
The likelihood of the delayed CPDLC message [single aircraft] due to aircraft
E228 AC_CPDLC_14 | AC Delay 1.40E-04 | SR-E228-AC-CPDLC-14 systems shall be less than 1.4E-04/FH.
E228 AC CPDLC 15| AcC | Misdirection | 2.90E-04 | SR.E228.AC.CPDLC-15 | The likelihood of the misdirected CPDLC message [single aircraft] due to aircraft
- — systems shall be less than 2 9E-04/FH.
E228 AC_CPDLC_ 16| AC Loss 7 00E-05 | SR-E228-AC-CPDLC-16 The I kelihood of the lost CPDLC message [single aircraft] due to aircraft
systems shall be less than 7.0E-05/FH.
OFCEDZ2S CRDLCOF . 1-00E05 The I kelihood of the delayed CPDLC message [single aircraft] due to ground
E228_GD_CPDLC_16 | ATSP Delay 1.40E-04 | SR-E228-GD-CPDLC-16 systems shall be less than 1.4E-04/H.
A The likelihood of the misdirected CPDLC message [single aircraft] due to ground
E228_GD_CPDLC_17 | ATSP | Misdirection | 2.90E-04 | SR-E228-GD-CPDLC-17 systems shall be less than 2.9E-04/H.
The I kelihood of the lost CPDLC message [single aircraft] due to ground
E228_GD_CPDLC_18 | ATSP Loss 7.00E-05 | SR-E228-GD-CPDLC-18 systems shall be less than 7.0E.05/H.

Table 38: AC and ATSP safety requirements allocated from OH_ED228 CPDLC_07

4.1.2.2.170H_NEW_ALL_01

This new operational hazard consists of an impossibility to exchange any data link message with a single aircraft (detected). The Safety Objective to be met

shall be no greater than 1.0 10°/FH.
In order for this hazard to occur:
c) All the aircraft system are unavailable,

d) Common failure modes between the aircraft systems.

The following assumption is made for the unavailability of the aircraft systems
- ASSUMP_IPr_09: The probability that all the aircraft systems (except common mode failures) are unavailable is assumed to be less than 1.0 10® per

flight hour.

Justification: The probability that all the aircraft systems (except common mode failures) are unavailable is less than the product between the
probability of the loss of CPDLC capability [single aircraft] and the probability of the loss of ADS-C capability [single aircraft].
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Figure 25 : OH_NEW_ALL 01 — Fault tree

The following table presents the causes identified on AC for this OH, the values allocated on these causes and the associated Safety Requirements

OH Cause SR
2 SO . Value >
OH Ref Severity (IFH) Cause Ref Part Failure (IFH) SR Ref Title
OH_NEW_ALL 01 3 1.00E-05 NEW_AC_ALL 01 AC Unavailable | 1.00E-05 | SR-NEW-AC-ALL-01 | The likelihood that all aircraft systems are unavailable shall be less than 1.0E-05/FH.

Table 39: AC and ATSP safety requirements allocated from OH_NEW_ALL_01

4.1.2.2.180H_NEW_ALL_02d

This new operational hazard consists of an impossibility to exchange any data link message with more than one aircraft. The Safety Objective to be met shall
be no greater than 1.0 10°/H.

In order for this hazard to occur:
a) All the ground system are unavailable;
b) Common failure modes between the ground systems;
¢) More than one aircraft system is unavailable.
The allocations are based on the OH_NEW_ALL_01 allocations.
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The following assumption is made for the unavailability of the ground systems
- ASSUMP_IPr_08: The probability that all the ground systems (except common mode failures) are unavailable is assumed to be less than 1.0 10® per

hour.
-Justification: The probability that all the ground systems (except common mode failures) are unavailable is less than the product between the probability
of the loss of CPDLC capability [single aircraft] and the probability of the loss of ADS-C capability [single aircraft].
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Figure 26 : OH_NEW_ALL 02d — Fault tree

The following table presents the causes identified on ATSP for this OH, the values allocated on these causes and the associated Safety Requirements.

OH Cause SR
OH Ref Severity | SO (/H) Cause Ref Part Failure Value SR Ref Title
OH_NEW_ALL_02d 3 1.00E-05 NEW_GD_ALL_01 ATSP | Unavailable | 1.00E-05 | SRNEW-GD-ALL-01 | M likelihood that all ground SySterqs,lanr?ogl/]l?lya"able (dotoctod) shallbeless than
Table 40: AC and ATSP safety requirements allocated from OH_NEW_ALL_02d
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4.1.2.2190H_NEW_ALL_02u
This new operational hazard consists of an impossibility to exchange any data link message with more than one aircraft. The Safety Objective to be met shall

be no greater than 1.0 10°/H.
In order for this hazard to occur:
a) All the ground system are unavailable;

b) Common failure modes between the ground systems;

Edition: 01.00.00

The following assumption is made for the unavailability of the ground systems
- ASSUMP_IPr_08: The probability that all the ground systems (except common mode failures) are unavailable is assumed to be less than 1.0 10 per

hour.

-Justification: The probability that all the ground systems (except common mode failures) are unavailable is less than the product between the probability

of the loss of CPDLC capability [single aircraft] and the probability of the loss of ADS-C capability [single aircraft].
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Figure 27 : OH_NEW_ALL 02u — Fault tree

The following table presents the causes identified on ATSP for this OH, the values allocated on these causes and the associated Safety Requirements.

OH

Cause

SR

SO
(/FH)

OH Ref Severity

Cause Ref

Part

Failure

Value
(/FH)

SR Ref

Title
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OH_NEW_ALL_02u 3 1.00E-05 NEW_GD_ALL_02 ATSP | Unavailable | 1.00E-05 [ SR-NEW-GD-ALL-02 1 0E.05/FH

Table 41: AC and ATSP safety requirements allocated from OH_NEW_ALL_02u

4.1.2.3 Selection of applicable AC and ATSP Safety Requirements

Several Safety Requirements have been defined in the previous chapters on ATSP and AC systems. Different Safety Requirements could have been defined
for same abnormal events (loss of message, corruption of message...).

Consequently this task consists in listing all the Safety Requirements that have been determined for each failure mode. Then the most stringent Safety
Requirements is selected has being the applicable requirement for this failure mode.

Some Safety Requirements have been grouped and to avoid a discontinuity in the listing, a new referencing for the applicable Safety Requirements have
been created.

The list of applicable Safety Requirements will be referenced as follow: “SR_XX_YY: xxxx”:

* XX: identify the part on which the safety requirement is allocated: “AC” for Aircraft System, “GD” for Ground System (including the controller) and “FC”
for Flight Crew;

* YY: is a reference number of the applicable safety requirement;
* xxxx: title of the applicable safety requirement.

The safety requirements concern all domains (APT, TMA, ENR-1 and ENR-2).

Following table presents for each abnormal event, all the Safety Requirements that have been identified or defined in the previous chapters (in red:
quantitative requirement).
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AE Selected SR

Ref

Failure

Mode Reference Part Title

Source

Severity

AE_01

SR.GD-03 | ATsP An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because no
response is sent by the controller within the required time (ETgresponper)-

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-AC-14 AC The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-GD-23 | ATSP The ATSU shall indicate to the controller when a message cannot be successfully transmitted.

OH_ED228_ADSC_01d
OH_ED228_ADSC_02d
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-AC-39 AC The I kelihood of a lost message [single aircraft] due to aircraft systems shall be less than 7.0E-05/FH.

OH_ED228 ADSC_07
OH_ED228_CPDLC_07

r#é)::azfe SR-GD-62 | ATSP The likelihood of a lost message [single aircraft] due to ground systems shall be less than 7.0E-05/H.

OH_ED228_ADSC_07
OH_ED228_CPDLC_07

SR-GD-01 ATSP A service shall be established in sufficient time to be available for operational use.

OH_ED228_ADSC_01d
OH_ED228_ADSC_02d
OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u

After the end of a flight or after a power cycle resulting in a cold start or when CPDLC is turned off by aircraft systems, the aircraft

SRACO1 AC system shall prohibit use of any CPDLC service prior to initiation of a new logon.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-GD-05 | ATSP ATSU shall be notified of planned outage of a service sufficiently ahead of time.

OH_ED228 ADSC_01d
OH_ED228_ADSC_02d
OH_ED228_CPDLC_02u
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_07

ROV I S A S R L LR L B I~ - - [ A (S S S S A AR ol TSR SR

lounding members

&> Avenue de Cortenbergh 100 | B -1000 Bruxelles
- ~—

www.sesarju.eu 97 of 195




Project ID 15.02.404.

D03 - IRIS Precursor Security, Safety and Performance Analysis

Edition: 01.00.00

AE Selected SR
Ref Failure Reference Part Title Source Severity
Mode
The aircraft system shall display the indication provided by the ATSU when a data link initiation request (logon) initiated by the OH_ED225 CPDLC 01 4
SR-AC-05 AC fliaht crew is reiected OH_ED228 CPDLC_02d 4
g jected. OH_ED228_CPDLC_07 4
OH_ED228_ADSC_01d 4
OH_ED228 ADSC_02d 4
) - . ] OH_ED228 ADSC_07 4
SR-AC-13 AC The aircraft system shall indicate to the flight crew a detected loss of any service. OH_ED228_CPDLC._01 4
OH_ED228 CPDLC_02d 4
OH_ED228 CPDLC_07 4
SR.AC-19 AC The aircraft system shall provide an indication to the ﬂigg; t(;rbelg ’;vef(rjen a CPDLC connection for a given aircraft-ATSU pair is 8:_—&?2222;3_—85&‘8 __0021d 2
’ OH_ED228 CPDLC_07 4
SRAC-21 AC The aircraft system shall provide to the ATSU an i_nqi_cation when the aircraft system rejects a CPDLC connection request gﬁ—g&zzzg—gﬁgtg _0021d 3
initiated by the ATSU. OH ED228 CPDLC 07 4
The ATSU shall display the indication provided by the aircraft system when a CPDLC connection request initiated by the ground OH_ED225 CPDLC_01 4
SR-GD-10 | ATSP s OH_ED228 CPDLC_02d 4
system or the controller is rejected. OH ED228 CPDLC 07 4
Loss of The ATSU shall provide to the aircraft system an indication when the ATSU rejects a data link initiation request (logon) initiated OH_EDN226 CPDLC. O B
AE_01 message SR-GD-11 ATSP by the flight crew OH_ED228_CPDLC_02d 4
: OH_ED228 CPDLC_07 4
SR.GD-19 | ATsP The ATSU shall display the indication provided by the aircraft system when an ADS-C contract request initiated by the ground gn-gggg-ﬁggg—g;g 3
T system or the controller is rejected. OH ED228 ADSC 07 4
OH_ED228_ADSC_01d 4
OH_ED228_ADSC_02d 4
. . OH_ED228 ADSC_07 4
SR-GD-21 ATSP The ATSU shall indicate to the controller a detected loss of any service. OH ED228 CPDLC_01 4
OH_ED228 CPDLC_02d 4
OH_ED228 CPDLC_07 4
OH_ED228_CPDLC_01 4
SR-GD-31 ATSP The ATSU shall provide an indication to the controller when a CPDLC connection for a given aircraft-ATSU pair is established. OH_ED228 CPDLC_02d 4
OH_ED228_CPDLC_07 4
OH_ED228 ADSC_01d 4
SR-GD-32 | ATSP The ATSU shall provide an indication to the controller when an ADS-C contract is established. OH_ED228 ADSC_02d 4
OH_ED228 ADSC_07 4
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AE Selected SR
Ref Failure Reference Part Title Source Severity
Mode
SR-AC-51 AC The | kelihood of the detected loss of ADS-C capability [single aircraft] due to aircraft systems shall be less than 5.0E-04/FH. OH_ED228 ADSC _01d 4
SR-GD-56 | ATSP The I kelihood of the detected loss of ADS-C capability [single aircraft] due to ground systems shall be less than 5.0E-04/H. OH_ED228 ADSC_01d 4
SR-GD-57 | ATSP The likelihood of the detected loss of ADS-C capability [multiple aircraft] due to ground systems shall be less than 1.0E-03/H. OH_ED228_ADSC_02d 4
SR-GD-58 | ATSP The likelihood of the detected loss of CPDLC capability [multiple aircraft] due to ground systems shall be less than 1.0E-03/H. OH_ED228 CPDLC_02d 4
SR-AC-38 AC The likelihood of the loss of CPDLC capability [single aircraft] due to aircraft systems shall be less than 5.0E-04/FH. OH_ED228 CPDLC_01 4
SR-GD-61 ATSP The likelihood of the loss of CPDLC capability [single aircraft] due to ground systems shall be less than 5.0E-04/H. OH_ED228_CPDLC_01 4
SR-ACA45 AC The likelihood of the undetected loss of ADS-C capability [single aircraft] due to aircraft systems shall be less than 5.0E-06/FH. OH_ED228 ADSC _01u 3
SR-GD-69 | ATSP The likelihood of the undetected loss of ADS-C capability [single aircraft] due to ground systems shall be less than 5.0E-06/H. OH_ED228_ADSC_01u 3
SR-GD-70 | ATSP The | kelihood of the undetected loss of ADS-C capability [multiple aircraft] due to ground systems shall be less than 9. 99E-06/H. OH_ED228 ADSC_02u 3
SR-GD-71 ATSP | The Ikelihood of the undetected loss of CPDLC capability [multiple aircraft] due to ground systems shall be less than 9.75E-06/H. | OH_ED228 CPDLC_02u 3
SRAC-23 AC The aircraft system shall provide unambiguous and unique identification of the origin and destination of each message it OH_ED228_ADSC_07 4
B transmits. OH_ED228_CPDLC_07 4
Loss of - — - - - - -
AE_01 message SRAC-32 AC The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when the contract OH_ED228_ADSC_07 4
was established.
OH_ED228_CPDLC_01 4
SR-GD-02 ATSP An ATSU shall permit CPDLC services only when there are compatible version numbers. OH_ED228 CPDLC_02d 4
OH_ED228_CPDLC_02u 3
SR-GD-15 ATSP The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft. OH_ED228_ADSC_07 4
SR-GD-17 | ATSP The ATSU shall correlate each ADS-C report with the contract that prescribed the report. OH_ED228_ADSC_07 4
) ] . . L . o . . OH_ED228 ADSC 07 4
SR-GD-34 ATSP The ATSU shall provide unambiguous and unique identification of the origin and destination of each message it transmits. OH_ED228 CPDLC_07 4
OH_ED228_CPDLC_01 4
SR-GD-37 ATSP The ATSU shall replace any previously held application data relating to an aircraft after a successful DLIC initiation function. OH_ED228 CPDLC_02d 4
OH_ED228_CPDLC_02u 3
) OH_ED228 ADSC_03d 4
AE_02 C?n";&t;g;m SR-GD-02 | ATSP An ATSU shall permit CPDLC services only when there are compatible version numbers. (g)l_l;i _—EE[I))222288_—(/:\F? DSL%—_O (?:;Jd 2
OH_ED228 CPDLC_03u 3
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AE Selected SR
Ref Fr:nure Reference Part Title Source Severity
ode
OH_ED228_ADSC_03d 4
OH_ED228_ADSC_03u 3
SR-AC-02 AC The aircraft system shall process the message without affecting the intent of the message. 8:—Eggg—gggtg—ggg g
OH_ED228_CPDLC_05d 4
OH_ED228 CPDLC_05u 3
OH_ED228 ADSC_03d 4
OH_ED228_ADSC_03u 3
SR-GD-04 | ATSP The ATSU system shall process the message without affecting the intent of the message. 8:‘5833‘%8%‘823 g
OH_ED228_CPDLC_05d 4
OH_ED228 CPDLC_05u 3
ATSU shall only establish and maintain CPDLC services when the aircratft identification (either the Registration Marking or the 8:—582233—%58][8—8% g
SR-GD-06 | ATSP 24-bit Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft identification in the current flight OH ED228 CPDLC 05d 4
plan. OH_ED228_CPDLC_05u 3
SR.AC.04 AC The aircraft identifiers sent by the aircraft system and used for data link initiation correlation shall be unique and unambiguous OH_ED228 CPDLC_05d 4
B (e.g. the Aircraft Identification and either the Registration Marking or the 24-bit Aircraft Address). OH_ED228 CPDLC_05u 3
SR.GD-09 | ATsP The aircratt identifiers used for data link initiation correlation by the ATSU shall be unique and unambiguous (e.g. the Aircraft OH_ED228_CPDLC_05d 4
I Identification and either the Registration Marking or the Aircraft Address). OH_ED228 CPDLC_05u 3
AE 02 Corruption of SRAC.07 AC The aircraft system shall be capable of detecting errors in uplink messages that would result in corruption introduced by the OH_ED228_ADSC_03d 4
— message ~ communication service. OH_ED228_ADSC_03u 3
SR-AC.08 AC The aircraft system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data received and sent | OH_ED228 CPDLC_03d 4
B via data link that is used to define the aircraft's active flight plan. OH_ED228 CPDLC_03u 3
OH_ED228_CPDLC_03d 4
SR-AC-15 AC The aircraft system shall prevent the release of responses to clearances without flight crew action. 8:—E ng—gggtg—ggﬂ 3
OH_ED228_CPDLC_05u 3
OH_ED228 CPDLC_03d 4
SRAC-16 AC The aircraft system shall process the route information contained with the route clearance uplink message received from the OH_ED228 CPDLC_03u 3
ATSU. OH_ED228 CPDLC_05d 4
OH_ED228_CPDLC_05u 3
OH_ED228 _ADSC_03d 4
SR.AC23 AC The aircraft system shall provide unambiguous and unique identification of the origin and destination of each message it OH_ED228 ADSC_03u 3
B transmits. OH_ED228 CPDLC_03d 4
OH_ED228 CPDLC_03u 3
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SR-AC-26

AC

The aircraft system shall respond to messages in their entirety or allow the flight crew to do it.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-AC-30

AC

The aircraft system shall use the actual route of flight computed by the aircraft system for ADS-C reports sent to the ATSU.

OH_ED228 ADSC_03d
OH_ED228_ADSC_03u

AE_02

SR-AC-31

AC

The aircraft system shall provide a means of enhancing flight crew awareness for when to execute a clearance containing a
deferred action when the associated condition is met (i.e. based on a level, time or position).

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-14

ATSP

The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by the
communication service.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u

SR-GD-16

ATSP

The ATSU shall detect the absence of a periodic report per the established ADS-C contract then request similar information with
a demand report.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u

SR-GD-22

ATSP

The ATSU shall indicate to the controller the absence of a periodic report per the established ADS-C contract.

OH_ED228 ADSC_03d
OH_ED228_ADSC_03u

SR-GD-25

Corruption of

ATSP

The ATSU shall make the controller aware of any operational message being automatically or manually released.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

message

SR-GD-28

ATSP

The ATSU shall perform the correlation function again with any change of the flight identification or aircraft identification (either
the registration marking or the 24-bit aircraft address)

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-37

ATSP

The ATSU shall replace any previously held application data relating to an aircraft after a successful DLIC initiation function.

OH_ ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-GD-38

ATSP

The ATSU shall respond to messages in their entirety.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-GD-40

ATSP

The ATSU shall send the route information with the route clearance uplink message.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d

WS WHh | WA WA | WAWPAPAWAR|WAh,WA| WH Wh|lWwbh|lwWwbhbWwh | WA | WhWhH
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OH_ED228 CPDLC_05u 3
SR.GD-43 | ATSP The ATSU shall use ADS-C reports to conform the route of flight to the ATSU current flight plan. N D228 ADSC-03d 3
SR-GD45 | ATSP The controller shall check the correctness and the appropriateness of every ADS-C report received. 8:—53%3—?828—333 g
OH_ED228 CPDLC_03d 4
SR-GD46 | ATsP The controller shall check the correctness and the appropriateness of every ATC message received and of every message OH_ED228 CPDLC_03u 3
i before sending to the flight crew. OH_ED228_CPDLC_05d 4
OH_ED228_CPDLC_05u 3
OH_ED228 CPDLC_03d 4
SR.FC.01 FC The flight crew shall check the correctness and the appropriateness of every ATC message received and of every message OH_ED228 CPDLC_03u 3
i before sending to the controller. OH_ED228_CPDLC_05d 4
OH_ED228_CPDLC_05u 3
OH_ED228_CPDLC_03d 4
SR-FC-02 FC The flight crew shall execute clearances, received in a concatenated message, in the same order as displayed to the flight crew. 8:—Egggg—gggtg—ggg 2
OH_ED228_CPDLC_05u 3
Corruption of | SR-FC-06 FC The flight crew shall respond to a message in its entirety when not responded by the aircraft system. OH_ED226 CPDLC_03d 4
AE_02 message OH_ED228 CPDLC_03u 3
The ground system shall correlate the flight identification and aircraft identification (either the Registration Marking or the 24-bit 8:—5833—828tg—8§3 g
SR-GD-50 | ATSP Aircraft Address) with the ground system'’s corresponding identifiers in the current flight plan prior to establishing and maintaining OH ED228 CPDLC 05d 4
data Snk services. OH_ED228_CPDLC_05u 3
OH_ED228 ADSC_03d 4
OH_ED228 ADSC_03u 3
The ground system shall provide an indication to the controller, when the ground system rejects a DLIC Logon or is notified of a N L g "
SR-GD-51 ATSP DLIC contact failure OH_ED228 CPDLC_03d 4
: OH_ED228 CPDLC_03u 3
OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
: : ; . : OH_ED228_ADSC_03d 4
SR-AC-34 AC The I kelihood of the detected corruption of a message [single aircraft] due to aircraft systems shall be less than 2 5E-04/FH. OH_ED228 CPDLC_03d 4
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SR-GD-53 | ATSP The likelihood of the detected corruption of a message [single aircraft] due to ground systems shall be less than 2 5E-04/H. (()):_EE[I))QZQ%B_(?QDS&_O&;G i
SRACA41 AC The likelihood of the undetected corruption due to incorrect data [single aircraft] provided by the aircraft systems shall be less OH_ED228_ADSC_03u 3
B than 2 .5E-06/FH. OH_ED228 CPDLC_03u 3
SR-GD-64 | ATSP | The likelihood of the undetected corruption due to incorrect data [single aircraft] provided by ATSP shall be less than 2.5E-06/H. | S DZ29-A0SC 03 3
SRAC42 | AC | Thelikelihood of the undetected corruption of a message [single aircraft] due to aircraft systems shall be less than 2.5E-06/FH. | SH-D228-ADSC 03 3
SR-GD-66 | ATSP The likelihood of the undetected corruption of a message [single aircraft] due to ground systems shall be less than 2. 5E-06/H. (g): _EE[I))2222£ —(':A‘FE)DSL(E:_O(?;U g
SRAC48 | AC The likelihood that the AC systems provide incorrect data [single aircraft] shall be less than 2 5E-04/FH. 1 EDoon CROLG fad "
SR-GD-74 | ATSP The likelihood that the ATSP provides incorrect data [single aircraft] shall be less than 2.5E-04/H. A S e N
When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C contract with the aircraft to ensure the OH ED228 ADSC 03d 4
SR-GD-76 | ATSP | aircraft does not execute the clearance too early or too late (i.e. ATSU be aware aircraft movement occurs without the associated OH ED228 ADSG 03u 3
condition being met). - - -
When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the SYSTEM shall prevent the automatic | ONCDas0-aboL & oa) 3
c " ; SR-GD-81 ATSP | processing of all subsequent departure clearances received after the first for a flight with the same aircraft ID and different unique OH ED228 CPDLC 05d 4
orruption o flight plan identifier. u u T
AE_02 message OH_ED228_CPDLC_05u 3
SR-AC-20 AC The aircraft system shall be capable to ensure the correct transfer out the aircraft avionics route data sent via data link. 8:—58%3—?828—333 g
SRAC.32 AC The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when the contract OH_ED228 ADSC_03d 4
B was established. OH_ED228 ADSC_03u 3
SR-GD-15 ATSP The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft. 8:—532253—2832—323 g
SR-GD-17 ATSP The ATSU shall correlate each ADS-C report with the contract that prescribed the report. 8:—582233—2825—833 g
The ATSU shall only establish and maintain ADS-C services when the aircraft identification (either the Registration Marking or OH ED228 ADSC 03d 4
SR-GD-26 ATSP the 24-bit Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft identifiers in the current flight OH ED228 ADSC 03u 3
plan. - - -
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OH_ED228_ADSC_03d 4
SR-GD-34 | ATSP The ATSU shall provide unambiguous and unique identification of the origin and destination of each message it transmits. 8:—;32222;3—&?05&:—08;1 2
OH_ED228_CPDLC_03u 3
When flight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C), the ATSU system shall only
sr.GD-77 | ATsp establish and maintain data link services when as a minimum the flight identification and aircraft identification (either the OH_ED228 ADSC_03d 4
Registration Marking or the 24-bit Aircraft Address) correlates with the ground system’s corresponding identifiers in the current OH_ED228 ADSC_03u 3
flight plan.
OH_ED228 CPDLC_03d 4
SR-AC-02 AC The aircraft system shall process the message without affecting the intent of the message. gn—ggggg—gggtg—ggg 3
OH_ED228_CPDLC_05u 3
OH_ED228 CPDLC_03d 4
SR-GD-04 ATSP The ATSU system shall process the message without affecting the intent of the message. 8:—Eggg—gggtg—ggg 3
OH_ED228_CPDLC_05u 3
SR.AC.08 AC The aircraft system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data received and sent | OH_ED228 CPDLC_03d 4
~ via data link that is used to define the aircraft's active flight plan. OH_ED228 CPDLC_03u 3
OH_ED228 _CPDLC_03d 4
SR-AC-15 AC The aircraft system shall prevent the release of responses to clearances without flight crew action. 8:—E Bzzgg—gggtg—ggg 2
Misdirection OH_ED228_CPDLC_05u 3
AE_03 of message
% The aircraft system shall provide unambiguous and unique identification of the origin and destination of each message it OH_ED228 ADSC_05 4
SRAC23 | AC 4 P g ?r e g g OH_ED228_CPDLC_05d 4
IS OH_ED228 CPDLC_05u 3
SR-AC-28 AC The aircraft system shall transmit messages to the designated ATSU. OH_ED228_CPDLC_05d 4
SR-AC-29 AC The aircraft system shall transmit reports to the end system designated in the ADS-C contract. OH_ED228 ADSC 05 4
OH_ED228_CPDLC_03d 4
SR-GD-25 | ATSP The ATSU shall make the controller aware of any operational message being automatically or manually released. 8:—E ng—gggtg—ggﬁ 3
OH_ED228_CPDLC_05u 3
OH_ED228 ADSC_05 4
SR-GD-34 | ATSP The ATSU shall provide unambiguous and unique identification of the origin and destination of each message it transmits. OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
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. ] . OH_ED228 ADSC_05 4
SR-GD-42 | ATSP The ATSU shall transmit messages to the designated aircraft system. OH_ED228_CPDLC_05d 4
I B : : - OH_ED228 ADSC_05 4
SR-AC-37 AC The likelihood of the detected misdirection of a message [single aircraft] due to aircraft systems shall be less than 2 9E-04/FH. OH_ED228 CPDLC_05d 4
I Lo . : OH_ED228 ADSC_05 4
SR-GD-59 | ATSP The likelihood of the detected misdirection of a message [single aircraft] due to ground systems shall be less than 2. 9E-04/H. OH_ED228_CPDLC_05d 4
— . : : : OH_ED228 ADSC_07 4
SR-AC40 AC The likelihood of a misdirected message [single aircraft] due to aircraft systems shall be less than 2. 9E-04/FH. OH_ED228 CPDLC_07 4
. - : : OH_ED228 ADSC_07 4
SR-GD-63 | ATSP The I kelihood of a misdirected message [single aircraft] due to ground systems shall be less than 2 9E-04/H. OH_ED228_CPDLC. 07 4
SR-AC-46 AC The I kelihood of the undetected misdirection of a message [single aircraft] due to aircraft systems shall be less than 2 9E-06/FH. OH_ED228_CPDLC_05u 3
AE_03 ﬂsrgggsc;gg SR-GD-72 | ATSP The I kelihood of the undetected misdirection of a message [single aircraft] due to ground systems shall be less than 2. 9E-06/H. OH_ED228 CPDLC_05u 3
SRAC.-52 AC The aircraft system shall be capable of detecting errors in uplin{( messages that would result in mis-delivery introduced by the OH_ED228 ADSC_05 4
communication service.
The ATSU shall be capable of detecting errors in downlink messages that would result in mis-delivery introduced by the
SR-GD-33 | ATSP commiknicalion Sonice. OH_ED228 ADSC_05 4
SR.GD-39 | ATsP The ATSU shall only send operational messages to an air;irracitavfzhen provision of the service has been established with the OH_ED228_CPDLC_05d 4
OH_ED228 CPDLC_03d 4
SR.GD-03 ATSP An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because no OH_ED228 CPDLC_03u 3
I response is sent by the controller within the required time (ETresronper)- OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
OH_ED228 CPDLC_03d 4
Delay of . . ] : OH_ED228 CPDLC_03u 3
AE_04 message SR-AC-02 AC The aircraft system shall process the message without affecting the intent of the message. OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
OH_ED228 CPDLC_03d 4
. . : OH_ED228 CPDLC_03u 3
SR-GD-04 | ATSP The ATSU system shall process the message without affecting the intent of the message. OH_ED228_CPDLC_05d 4
OH_ED228 CPDLC_05u 3
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OH_ED228_CPDLC_01
SR-AC-14 AC The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted. OH_ED228 CPDLC_02d
OH_ED228_CPDLC_07

OH_ED228_CPDLC_01
SR-GD-23 | ATSP The ATSU shall indicate to the controller when a message cannot be successfully transmitted. OH_ED228 CPDLC_02d
OH_ED228_CPDLC_07

OH_ED228 CPDLC_03d

SR-GD-47 | ATSP The controller shall respond or act in timely manner to meet the RCP specification for the concerned ATS function. 8:—Eg§§g—gggtg—gg:

OH_ED228_CPDLC_05u

OH_ED228_CPDLC_03d

SR-FC-05 FC The flight crew shall respond or act in timely manner without unnecessary delay. 8:—E ng—gggtg—ggg

OH_ED228_CPDLC_05u

OH_ED228_ADSC_07

WlW| A A AP WAPWD | DA DS

SR-AC-33 AC The likelihood of a delayed message [single aircraft] due to aircraft systems shall be less than 1 4E-04/FH. OH_ED228_CPDLC,_07
- : - OH_ED228 ADSC_07
AE_04 32;1);;; SR-GD-52 | ATSP The likelihood of a delayed message [single aircraft] due to ground systems shall be less than 1. 4E-04/H. OH_ED228_CPDLC,_ 07
- - - - OH_ED228 ADSC_05
SR-AC-35 AC The I kelihood of the detected delay of a message [single aircraft] due to aircraft systems shall be less than 1. 4E-04/FH. OH_ED228 CPDLC _05d
R - - OH_ED228 ADSC_05
SR-GD-54 | ATSP The likelihood of the detected delay of a message [single aircraft] due to ground systems shall be less than 1. 4E-04/H. OH_ED228_CPDLC_05d
SR-AC43 AC The likelihood of the undetected delay of a message [single aircraft] due to aircraft systems shall be less than 1.4E-06/FH. OH_ED228_CPDLC_05u
SR-GD-67 | ATSP The I kelihood of the undetected delay of a message [single aircraft] due to ground systems shall be less than 1 4E-06/H. OH_ED228 CPDLC_05u
When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C contract with the aircraft to ensure the
SR-GD-76 | ATSP | aircraft does not execute the clearance too early or too late (i.e. ATSU be aware aircraft movement occurs without the associated OH_ED228_ADSC_05 4
condition being met).
SR-AC-02 AC The aircraft system shall process the message without affecting the intent of the message. OH_ED228 ADSC_05 4
AE 05 Spurious SR-GD-04 ATSP The ATSU system shall process the message without affecting the intent of the message. OH_ED228 ADSC_05 4
- message

The aircraft identifiers sent by the aircraft system and used for data link initiation correlation shall be unique and unambiguous OH_ED228_ADSC_05 4

SR-AC04 AC (e.g. the Aircraft Identification and either the Registration Marking or the 24-bit Aircraft Address).
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The aircraft identifiers used for data link initiation correlation by the ATSU shall be unique and unambiguous (e.g. the Aircraft

SR-GD-09 | ATSP Identification and either the Registration Marking or the Aircraft Address). Of_ED228 ADSC 15 B
SR-AC-06 AC The aircraft system shall be able to determine the message initiator. OH_ED228_ADSC_05 4

The aircraft system shall include in each ADS report the time at position to within + one second of the UTC time the aircraft was
SRAC-11 AC actually at the position provided in the report. OH_ED228_ADSC_05 4
OH_ED228 CPDLC_03d 4
SR-AC-15 AC The aircraft system shall prevent the release of responses to clearances without flight crew action. 8:—58%3—%58][8—823 2
OH_ED228_CPDLC_05u 3
SR-GD-12 | ATSP The ATSU shall be able to determine the message initiator. OH_ED228_ADSC_05 4
OH_ED228_CPDLC_03d 4
) . ] OH_ED228 _CPDLC_03u 3
SR-GD-25 | ATSP The ATSU shall make the controller aware of any operational message being automatically or manually released. OH_ED228_CPDLC_05d 4
OH_ED228_CPDLC_05u 3

The ATSU shall only establish and maintain ADS-C services when the aircraft identification (either the Registration Marking or
SR-GD-26 | ATSP the 24-bit Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft identifiers in the current flight OH_ED228 ADSC 05 4

plan.

; The ATSU shall perform the correlation function again with any change of the flight identification or aircraft identification (either
AE_05 ri%igg;g SRGD-28 | ATSP the registration marking or the 24-bit aircraft address) OH_ED298 ADSC 05 N
SR-GD-45 | ATSP The controller shall check the correctness and the appropriateness of every ADS-C report received. OH_ED228_ADSC_05 4
SR.GD-51 ATSP The ground system shall provide an indication to the controller, when »the ground system rejects a DLIC Logon or is notified of a OH_ED228_ADSC_05 4

DLIC contact failure.

SRAC-36 AC The likelihood of the detected generation of a spurious message [single aircraft] due to aircraft systems shall be less than OH_ED228_ADSC_05 4
B 7.0E-05/FH. OH_ED228 CPDLC_05d 4
SR.GD55 | ATsP The I kelihood of the detected generation of a spurious message [single aircraft] due to ground systems shall be less than OH_ED228_ADSC _05 4
7.0E-05/H. OH_ED228 CPDLC_05d 4
SR.AC.44 AC The likelihood of the undetected generation of a spunou§ BnEe?OSﬁI%?-I [single aircraft] due to aircraft systems shall be less than OH_ED228_CPDLC_05u 3
SR.GD-68 | ATsP The likelihood of the undetected generation of a spurious message [single aircraft] due to ground systems shall be less than OH_ED228 CPDLC_05u 3

7.0E-07/H.
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When flight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C), the ATSU system shall only
establish and maintain data link services when as a minimum the flight identification and aircraft identification (either the
SR-GD-17 ATSP Registration Marking or the 24-bit Aircraft Address) correlates with the ground system’s corresponding identifiers in the current OH_ED228 ADSC_05 4
flight plan.
SRAC-32 AC The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when the contract OH_ED228_ADSC_05 4

was established.

SR-GD-15 | ATSP The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft. OH_ED228 ADSC_05 4
SR-GD-17 ATSP The ATSU shall correlate each ADS-C report with the contract that prescribed the report. OH_ED228 ADSC_05 4
Availability of T - ]
AE_06 aircraft SR-ACA47 AC The likelihood that all aircraft systems are unavailable shall be less than 1.0E-05/FH. OH_NEW_ALL_01 3
Availability of SR-GD-73 | ATSP The likelihood that all ground systems are unavailable (detected) shall be less than 1.0E-05/H. OH_NEW_ALL_02d 3
AE_07 g
- provision | SR GD-60 | ATSP The likelihood that all ground systems are unavailable (undetected) shall be less than 1.0E-05/H. OH_NEW_ALL_02u 3
Table 42: List of Safety Requirements defined from ED228 and NEW Operational Hazards for Abnormal Events
Following table presents for each external mitigation means, all the Safety Requirements that have been identified or defined in the previous chapters (in red:
quantitative requirement).
AE Selected SR
Failure - .
Ref Mode Reference Part Title Source Severity
OH_ED228 _CPDLC_01 4
OH_ED228_CPDLC_02d 4
SR-AC-22 AC The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service. gn—gggg—gggtg—ggg 2
Detection of OH_ED228_CPDLC_05u 3
EMM 01 inappropriate OH_ED228_CPDLC_07 4
- messages
by the crew OH_ED228_ADSC_05 4
The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or Aircraft OH_ED228_ADSC_07 4
SR-FC-03 FC . . . " ’ - o OH_ED228_CPDLC_05d 4
Identification (either the Registration Marking or the 24-bit Aircraft Address). OH ED228 CPDLC 05u 3
OH_ED228_CPDLC_07 4
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OH_ED228 _CPDLC_03d 4
SR.FC.04 FC The flight crew shall recognize the conditional nature of the clearance and execute the clearance only when the associated OH_ED228 CPDLC_03u 3
- condition is met. OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
Detection of
corrupted
EMM 02 messages SR.AC.07 AC The aircraft system shall be capable of detecting errors in uplink messages that would result in corruption introduced by the OH_ED228_CPDLC_03d 4
- by the ~ communication service. OH_ED228 CPDLC_03u 3
aircraft
systems
] Lo o . OH_ED228_ ADSC_03d 4
SR.AC.09 AC The aircraft system shall be capable to send an indication to ;hgtgrrgund system whenever a message is discarded by the aircraft OH_ED228 CPDLC_03d 4
4 ; OH_ED228 CPDLC_5d 4
] ) OH_ED228 ADSC_03d 4
SR-AC-10 AC The aircraft system shall discard any corrupted message. OH_ED228 CPDLC_03d 4
Detection of - — - - -
corrupted SR-AC-17 AC The aircraft system shall prohibit operational processing by flight crew of corrupted messages. OH_ED228 CPDLC_03d 4
EMM_02 mg;s;%es SRAC-50 AC When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft system shall | OH_ED228_CPDLC_03d 4
aircraft notify the flight crew. OH_ED228 CPDLC_05d 4
systems SR.GD.80 | ATsp When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU shall notify | OH_ED228_CPDLC_03d 4
i the controller. OH_ED228 CPDLC_05d 4
SR-AC-30 AC The aircraft system shall use the actual route of flight computed by the aircraft system for ADS-C reports sent to the ATSU. OH_ED228 ADSC_05 4
o ) S OH_ED228 CPDLC_03d 4
SR-GD-35 | ATSP The ATSU shall be capable to send an indication to the aircraft system whenever a message is rejected by the ATSU. OH_ED228 CPDLC_05d 4
SR.GD-14 | ATSP The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by the OH_ED228 _CPDLC_03d 4
T communication service. OH_ED228 CPDLC_03u 3
Detection of OH_ED228_ ADSC_03d 4
corrupted i _ _ |
messgges SR-GD-18 | ATSP The ATSU shall discard any corrupted message. OH_ED228 CPDLC_03d 4
EMM_03 by the
gr¥>un d SR-GD-29 | ATSP The ATSU shall prohibit operational processing by the controller of a corrupted report. OH_ED228 CPDLC_03d 4
systems SR-GD-13 | ATSP When the ATSU receives a report that has been corrupted, the ATSU shall request similar information with a demand report. OH_ED228_ADSC_03d 4
SR-GD43 | ATSP The ATSU shall use ADS-C reports to conform the route of flight to the ATSU current flight plan. OH_ED228_ADSC_05 4
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Ref F;g:;e Reference Part Title Source Severity
OH_ED228_ADSC_01d 4
OH_ED228_ADSC_01u 3
OH_ED228_ADSC_02d 4
OH_ED228_ADSC_02u 3
Detection of OH_ED228 ADSC_05 4
EMM 04 unexpected SR.GD-24 | ATSP The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not received within the OH_ED228 ADSC_07 4
- time of It required time (ETrgrn). OH_ED228 CPDLC_01 4
response OH_ED228 CPDLC_02d 4
OH_ED228 CPDLC_02u 3
OH_ED228 _CPDLC_05d 4
OH_ED228 CPDLC_05u 3
OH_ED228 CPDLC_07 4
OH_ED228 ADSC_05 4
SR-AC-27 AC The aircraft system shall time stamp to within one second UTC each message when it is released for onward transmission. OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
Detection of SR.GD49 | ATSP When the ATSU receives an emergency message whose time stamp is older than the current time minus ET+gn, the ATSU shall | OH_ED228_CPDLC_05d 4
EMM 05 gela)?(:( 3 display the emergency message to the controller. OH_ED228_CPDLC_05u 3
- ownlin
messages SR.GD-78 | ATSP When the ATSU receives a message whose time stamp ’fn (nge; g;an the current time minus ET+gry, the ATSU shall reject the OH_ED228 ADSC_05 4
When the ATSU receives a periodic or event report whose time stamp is older than the current time minus ET+ry, the ATSU
SRGD-79 | ATSP shall request similar information from the message rejected with a demand report. OH_ED228 ADSC_05 4
OH_ED228 ADSC_05 4
SR-GD-41 ATSP The ATSU shall time stamp to within one second UTC each message when it is released for onward transmission. OH_ED228_CPDLC_05d 4
Detection of OH_ED228 CPDLC_05u 3
EMM_06 dl?:)ali)l’]?(d SR.GD48 | ATsP The controller shall take appropriate action when indicated the aircraft system discarded a message whose time stamp exceeds OH ED228 ADSC 05 4
i the ETrrn. - - -
messages © =l
SR-AC-49 AC When the aircraft system receives a message whose time stamp is older than the current time minus ETry, the aircraft system OH_ED228 CPDLC_05d 4
- shall discard the message and send an indication to the ATSU. OH_ED228_CPDLC_05u 3
. ] A OH_ED228 CPDLC_05d 4
SR-AC-06 AC The aircraft system shall be able to determine the message initiator. — — —
Detection of OH_ED228 CPDLC_05u 3
EMM 07 mlsdlr_ected SR.AC.09 AC The aircraft system shall be capable to send an indication to the ground system whenever a message is discarded by the aircraft | OH_ED228_CPDLC_03d 4
- uplink : system. OH_ED228_CPDLC_5d 4
messages
SR-AC-18 AC The aircraft system shall prohibit to the flight crew operational processing of messages not addressed to the aircraft. OH_ED228 CPDLC_05d 4
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AE Selected SR
Ref Failure Reference Part Title Source Severity
Mode
. : . OH_ED228 ADSC_05 4
SR-AC-24 AC The aircraft system shall reject messages not addressed to itself. OH_ED228_CPDLC_05d 4
OH_ED228 CPDLC_01 4
OH_ED228 CPDLC_02d 4
] . ) . . OH_ED228 CPDLC_02u 3
SR-AC-25 AC The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data Authority (CDA). OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
OH_ED228 CPDLC_07 4
SRAC.50 AC When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft system shall | OH_ED228 CPDLC_03d 4
” notify the flight crew. OH_ED228 CPDLC_05d 4
o ] o OH_ED228 CPDLC_03d 4
SR-GD-35 | ATSP The ATSU shall be capable to send an indication to the aircraft system whenever a message is rejected by the ATSU. OH_ED228_CPDLC_05d 4
) SR.GD-80 | ATSP When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU shall notify OH_ED228 CPDLC_03d 4
Detection of the controller. OH_ED228 CPDLC_05d 4
EMM 07 mlsdlr_ected
- uplink The aircraft system shall be capable of detecting errors in uplink messages that would result in mis-delivery introduced by the OH_ED228 ADSC 05 4
messages SR-AC-52 AC Communicalion Sonvice OH_ED228 CPDLC_05d 4
: OH_ED228 CPDLC_05u 3
OH_ED228 CPDLC_01 4
OH_ED228 CPDLC_02d 4
SR.GD-08 | ATSP Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be permitted to send a Next Data Authority | OH_ED228 CPDLC_02u 3
I (NDA) message to the aircraft. OH_ED228 CPDLC_05d 4
OH_ED228 _CPDLC_05u 3
OH_ED228 CPDLC_07 4
o ] . OH_ED228 ADSC_05 4
Detection of SR-GD-30 | ATSP The ATSU shall prohibit to the controller operational processing of messages not addressed to the ATSU. OH_ED228_CPDLC_05d 4
misdirected
EMM_08 - ) . OH_ED228 ADSC_05 4
- downlink _GD- — — —
mgsv?alg;]es SR-GD-36 | ATSP The ATSU shall reject messages not addressed to itself. OH_ED228 CPDLC_05d 4
] A OH_ED228 CPDLC_05d 4
SR-GD-12 | ATSP The ATSU shall be able to determine the message initiator. OH_ED228 CPDLC_05u 3
SR.GD27 | ATsP The ATSU shall only send operational messages to an aircraft when provision of the service has been established with that OH_ED228 ADSC_05 4
aircraft. OH_ED228 CPDLC_05d 4
SR-GD-33 | ATSP The ATSU shall be capable of detecting errors in downlink messages that would result in mis-delivery introduced by the OH_ED228 CPDLC_05d 4
I communication service. OH_ED228 CPDLC_05u 3
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AE Selected SR
Ref Failure Reference Part Title Source Severity
Mode

Detection of
inapropriate . . o . . . OH_ED228 ADSC _05 4
EMM_09 messages SR.GD48 | ATsP The controller shall take appropriate action when /ndlcatedttl?g gi{’craft system discarded a message whose time stamp exceeds OH_ED228 CPDLC_05d 4
by the TRN: OH_ED228 CPDLC_05u 3

controller

SRAC-09 AC The aircraft system shall be capable to send an indication to the ground system whenever a message is discarded by the aircraft | OH_ED228 CPDLC_03d 4
; - system. OH_ED228 CPDLC_5d 4

Detection of
EMM_10 sﬁgﬂgﬁs OH_ED228_CPDLC_03d 4
] - ] . . OH_ED228 CPDLC_03u 3
messages SR-AC-12 AC The aircraft system shall indicate in each response to which messages it refers. OH ED228 CPDLC 05d a
OH_ED228_CPDLC_05u 3
OH_ED228_ ADSC_01d 4
OH_ED228 ADSC_01u 3
OH_ED228 ADSC_02d 4
OH_ED228 ADSC_02u 3
OH_ED228_ADSC_05 4
] ) ) . . . ) 0OH_ED228 ADSC 07 4
SR-AC-03 AC Each downlink message shall be uniquely identified for a given aircraft-ATSU pair. OH_ED228 CPDLC, 01 4
OH_ED228 CPDLC_02d 4
Detection of OH_ED228 _CPDLC_02u 3
spurious OH_ED228 CPDLC_05d 4
EMM_10 uplink OH_ED228 CPDLC_05u 3
messages OH_ED228 CPDLC_07 4
SRAC-50 AC When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft system shall | OH_ED228_CPDLC_03d 4
notify the flight crew. OH_ED228 CPDLC_05d 4
o . L OH_ED228 CPDLC_03d 4
SR-GD-35 | ATSP The ATSU shall be capable to send an indication to the aircraft system whenever a message is rejected by the ATSU. OH_ED228_CPDLC_05d 4
SR-GD-80 | ATSP When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU shall notify OH_ED228 CPDLC_03d 4
I the controller. OH_ED228 CPDLC_05d 4
OH_ED228_ADSC_01d 4
) OH_ED228_ADSC_01u 3
Detection of OH_ED228_ADSC_02d 4
EMM_11 jg:,':]‘l’l‘r’]i SR-GD-07 | ATSP Each uplink message shall be uniquely identified for a given aircraft-ATSU pair. %111%222;8__},\«%83%_002; 3
messages OH_ED228 ADSC_07 4
OH_ED228 CPDLC_01 4
OH ED228 CPDLC 02d 4
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Selected SR

Ref

Failure

Reference
Mode

Part

Title

Source

Severity

OH_ED228_CPDLC_02u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

WA W

SR-GD-20

ATSP

The ATSU shall indicate in each response to which messages it refers.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

EMM_11

Detection of

spurious
downlink
messages

SR-GD-44

ATSP

The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with the aircraft.

OH_ED228_ADSC_01d
OH_ED228_ADSC_01u
OH_ED228_ADSC_02d
OH_ED228_ADSC_02u
OH_ED228_ADSC_05
OH_ED228_ADSC_07

ADhWbhWh|lWbhwhH

Table 43: List of Safety Requirements defined from ED228 and NEW Operational Hazards for External Mitigation Means

Based on these tables, the applicable Safety Requirements for this study are (this table also presents the Operational Hazard that drives the Safety
Requirements and its severity):

Selected SR

Reference Part

Title

Source

Severity

SR-AC-01 AC

After the end of a flight or after a power cycle resulting in a cold start or when CPDLC is turned off by aircraft systems, the aircraft system shall prohibit

use of any CPDLC service prior to initiation of a new logon.

OH_ED228_CPDLC_01
OH_ED228 CPDLC _02d
OH_ED228_CPDLC_07

SR-AC-02 AC

The aircraft system shall process the message without affecting the intent of the message.

OH_ED228_ADSC_03d

OH_ED228_ADSC_03u

OH_ED228_ADSC_05
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

WhWwhbhbwh| Db
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Selected SR

Reference

Part

Title

Source

Severity

SR-AC-03

AC

Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.

OH_ED228_ADSC_01d
OH_ED228_ADSC_01u
OH_ED228_ADSC_02d
OH_ED228_ADSC_02u
OH_ED228_ADSC_05
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228 _CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

SR-AC-04

AC

The aircraft identifiers sent by the aircraft system and used for data link initiation correlation shall be unique and unambiguous (e.g. the Aircraft

Identification and either the Registration Marking or the 24-bit Aircraft Address).

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-AC-05

AC

The aircraft system shall display the indication provided by the ATSU when a data link initiation request (logon) initiated by the flight crew is rejected.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-AC-06

AC

The aircraft system shall be able to determine the message initiator.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-AC-07

AC

The aircraft system shall be capable of detecting errors in uplink messages that would result in corruption introduced by the communication service.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-AC-08

AC

The aircraft system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data received and sent via data link that is

used to define the aircratft's active flight plan.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-AC-09

AC

The aircraft system shall be capable to send an indication to the ground system whenever a message is discarded by the aircraft system.

OH_ED228_ADSC_03d
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_5d

SR-AC-10

AC

The aircraft system shall discard any corrupted message.

OH_ED228_ADSC_03d
OH_ED228_CPDLC_03d

Al AW | WOAhWA|WAhD | DAl WAD]IPDWPWADAEADRWAWNS

SR-AC-11

AC

The aircraft system shall include in each ADS report the time at position to within + one second of the UTC time the aircraft was actually at the position

provided in the report.

OH_ED228_ADSC_05

S

SR-AC-12

AC

The aircraft system shall indicate in each response to which messages it refers.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d

Wb
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Selected SR

Reference

Part

Title

Source

Severity

OH_ED228_CPDLC_05u

3

SR-AC-13

AC

The aircraft system shall indicate to the flight crew a detected loss of any service.

OH_ED228_ADSC _01d
OH_ED228_ADSC_02d
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-AC-14

AC

The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted.

OH_ED228_CPDLC 01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-AC-15

AC

The aircraft system shall prevent the release of responses to clearances without flight crew action.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-AC-16

AC

The aircraft system shall process the route information contained with the route clearance uplink message received from the ATSU.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-AC-17

AC

The aircraft system shall prohibit operational processing by flight crew of corrupted messages.

OH_ED228_CPDLC_03d

SR-AC-18

AC

The aircraft system shall prohibit to the flight crew operational processing of messages not addressed to the aircraft.

OH_ED228 CPDLC_05d

SR-AC-19

AC

The aircraft system shall provide an indication to the flight crew when a CPDLC connection for a given aircraft-ATSU pair is established.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-AC-20

AC

The aircraft system shall be capable to ensure the correct transfer out the aircraft avionics route data sent via data link.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u

SR-AC-21

AC

The aircraft system shall provide to the ATSU an indication when the aircraft system rejects a CPDLC connection request initiated by the ATSU.

OH_ED228_CPDLC_01
OH_ED228 CPDLC_02d
OH_ED228_CPDLC_07

SR-AC-22

AC

The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

OH_ED228_CPDLC_07

APWbhWAA| A |WA|PARAA| A D OO WAhWDA | DA DA AED
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Selected SR

Reference Part

Title

Source

Severity

SR-AC-23 AC

The aircraft system shall provide unambiguous and unique identification of the origin and destination of each message it transmits.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05
OH_ED228_ADSC_07
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

4

SR-AC-24 AC

The aircraft system shall reject messages not addressed to itself.

OH_ED228 ADSC_05
OH_ED228_CPDLC_05d

SR-AC-25 AC

The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data Authority (CDA).

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

OH_ED228_CPDLC_07

SR-AC-26 AC

The aircraft system shall respond to messages in their entirety or allow the flight crew to do it.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-AC-27 AC

The aircraft system shall time stamp to within one second UTC each message when it is released for onward transmission.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-AC-28 AC

The aircraft system shall transmit messages to the designated ATSU.

OH_ED228_CPDLC_05d

SR-AC-29 AC

The aircraft system shall transmit reports to the end system designated in the ADS-C contract.

OH_ED228_ADSC_05

SR-AC-30 AC

The aircraft system shall use the actual route of flight computed by the aircraft system for ADS-C reports sent to the ATSU.

OH_ED228 ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05

SR-AC-31 AC

The aircraft system shall provide a means of enhancing flight crew awareness for when to execute a clearance containing a deferred action when the
associated condition is met (i.e. based on a level, time or position).

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-AC-32 AC

The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when the contract was established.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05
OH_ED228_ADSC_07

AbhWh|lWbhWh | DWW P |WOAD|lWAhWAR|PWhWhA|PAA|PLWPWAAPW
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Reference Part Title Source Severity
- ; ; ; OH_ED228 ADSC_07 4
SR-AC-33 AC The likelihood of a delayed message [single aircraft] due to aircraft systems shall be less than 1. 4E-04/FH. OH_ED228 CPDLC_07 4
I : . : : OH_ED228 ADSC_03d 4
SR-AC-34 AC The likelihood of the detected corruption of a message [single aircraft] due to aircraft systems shall be less than 2 5E-04/FH. OH_ED228 CPDLC_03d 4
- : ; : OH_ED228 ADSC_05 4
SR-AC-35 AC The likelihood of the detected delay of a message [single aircraft] due to aircraft systems shall be less than 1 4E-04/FH. OH_ED228_CPDLC_05d 4
- : ; . . . OH_ED228 ADSC_05 4
SR-AC-36 AC The likelihood of the detected generation of a spurious message [single aircraft] due to aircraft systems shall be less than 7. 0E-05/FH. OH_ED228_CPDLC_05d 4
SR-AC-51 AC The likelihood of the detected loss of ADS-C capability [single aircraft] due to aircraft systems shall be less than 5.0E-04/FH. OH_ED228 ADSC _01d 4
S o . ; ; OH_ED228 ADSC_05 4
SR-AC-37 AC The likelihood of the detected misdirection of a message [single aircraft] due to aircraft systems shall be less than 2 9E-04/FH. OH_ED228_CPDLC_05d 4
SR-AC-38 AC The likelihood of the loss of CPDLC capability [single aircraft] due to aircraft systems shall be less than 5.0E-04/FH. OH_ED228 CPDLC_01 4
- ; . . OH_ED228 ADSC_07 4
SR-AC-39 AC The likelihood of a lost message [single aircraft] due to aircraft systems shall be less than 7.0E-05/FH. OH_ED228 CPDLC_07 4
. - : ; ; OH_ED228 ADSC_07 4
SR-AC-40 AC The I kelihood of a misdirected message [single aircraft] due to aircraft systems shall be less than 2.9E-04/FH. OH_ED228 CPDLC_07 4
. : ; : : : - OH_ED228_ADSC_03u 3
SR-AC-41 AC The I kelihood of the undetected corruption due to incorrect data [single aircraft] provided by the aircraft systems shall be less than 2 5E-06/FH. OH_ED228 CPDLC_03u 3
- : : : : OH_ED228_ADSC_03u 3
SR-AC-42 AC The likelihood of the undetected corruption of a message [single aircraft] due to aircraft systems shall be less than 2 5E-06/FH. OH_ED228 CPDLC._03u 3
SR-AC-43 AC The I kelihood of the undetected delay of a message [single aircraft] due to aircraft systems shall be less than 1.4E-06/FH. OH_ED228 CPDLC_05u 3
SR-AC-44 AC The likelihood of the undetected generation of a spurious message [single aircraft] due to aircraft systems shall be less than 7.0E-07/FH. OH_ED228 CPDLC_05u 3
SR-AC-45 AC The likelihood of the undetected loss of ADS-C capability [single aircraft] due to aircraft systems shall be less than 5.0E-06/FH. OH_ED228 _ADSC_01u 3
SR-AC-46 AC The likelihood of the undetected misdirection of a message [single aircraft] due to aircraft systems shall be less than 2.9E-06/FH. OH_ED228 CPDLC_05u 3
SR-ACA47 AC The I kelihood that all aircraft systems are unavailable shall be less than 1.0E-05/FH. OH_NEW_ALL_01 3
o E e - - OH_ED228 ADSC_03d 4
SR-AC-48 AC The likelihood that the AC systems provide incorrect data [single aircraft] shall be less than 2. 5E-04/FH. OH_ED228 CPDLC._ 03d 4
SR.ACA49 AC When the aircraft system receives a message whose time stamp is older than the current time minus ETrn, the aircraft system shall discard the OH_ED228 CPDLC_05d 4
B message and send an indication to the ATSU. OH_ED228 CPDLC_05u 3
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Selected SR

Reference

Part

Title

Source

Severity

SR-AC-50

AC

When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft system shall notify the flight crew.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_05d

SR-AC-52

AC

The aircraft system shall be capable of detecting errors in uplink messages that would result in mis-delivery introduced by the communication service.

OH_ED228_ADSC_05
OH_ED228 CPDLC_05d
OH_ED228_CPDLC_05u

SR-FC-01

FC

The flight crew shall check the correctness and the appropriateness of every ATC message received and of every message before sending to the
controller.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-FC-02

FC

The flight crew shall execute clearances, received in a concatenated message, in the same order as displayed to the flight crew.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-FC-03

FC

The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or Aircraft Identification (either the
Registration Marking or the 24-bit Aircraft Address).

OH_ED228_ADSC_05
OH_ED228_ADSC_07
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

SR-FC-04

FC

The flight crew shall recognize the conditional nature of the clearance and execute the clearance only when the associated condition is met.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-FC-05

FC

The flight crew shall respond or act in timely manner without unnecessary delay.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-FC-06

FC

The flight crew shall respond to a message in its entirety when not responded by the aircraft system.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-GD-01

ATSP

A service shall be established in sufficient time to be available for operational use.

OH_ED228 ADSC_01d
OH_ED228_ADSC_02d
OH_ED228_CPDLC 01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
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Selected SR

Reference

Part

Title

Source

Severity

SR-GD-02

ATSP

An ATSU shall permit CPDLC services only when there are compatible version numbers.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_CPDLC 01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-GD-03

ATSP

An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because no response is sent by the

controller within the required time (E Tresponper)-

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-04

ATSP

The ATSU system shall process the message without affecting the intent of the message.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-05

ATSP

ATSU shall be notified of planned outage of a service sufficiently ahead of time.

OH_ED228_ADSC _01d
OH_ED228_ADSC_02d
OH_ED228_CPDLC_02u
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_07

SR-GD-06

ATSP

ATSU shall only establish and maintain CPDLC services when the aircraft identification (either the Registration Marking or the 24-bit Aircraft Address) in
data link initiation correlates with the ATSU's corresponding aircraft identification in the current flight plan.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

WhWh | PhPWADBPWAA|WhWAhPWHAR|WAhWA|WbhWAPWSH
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Selected SR

Reference

Part

Title

Source

Severity

SR-GD-07

ATSP

Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

OH_ED228_ADSC_01d
OH_ED228_ADSC_01u
OH_ED228_ADSC_02d
OH_ED228_ADSC_02u
OH_ED228_ADSC_05
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228 _CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

SR-GD-08

ATSP

Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be permitted to send a Next Data Authority (NDA) message to the
aircratt.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

SR-GD-09

ATSP

The aircraft identifiers used for data link initiation correlation by the ATSU shall be unique and unambiguous (e.g. the Aircraft Identification and either the
Registration Marking or the Aircraft Address).

OH_ED228 ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-10

ATSP

The ATSU shall display the indication provided by the aircraft system when a CPDLC connection request initiated by the ground system or the controller
is rejected.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-GD-11

ATSP

The ATSU shall provide to the aircraft system an indication when the ATSU rejects a data link initiation request (logon) initiated by the flight crew.

OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07

SR-GD-12

ATSP

The ATSU shall be able to determine the message initiator.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-13

ATSP

When the ATSU receives a report that has been corrupted, the ATSU shall request similar information with a demand report.

OH_ED228 ADSC_03d

SR-GD-14

ATSP

The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by the communication service.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
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Selected SR

Reference Part

Title

Source

Severity

SR-GD-15 ATSP

The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05
OH_ED228_ADSC_07

SR-GD-16 ATSP

The ATSU shall detect the absence of a periodic report per the established ADS-C contract then request similar information with a demand report.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u

SR-GD-17 ATSP

The ATSU shall correlate each ADS-C report with the contract that prescribed the report.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05
OH_ED228_ADSC_07

SR-GD-18 ATSP

The ATSU shall discard any corrupted message.

OH_ED228_ADSC_03d
OH_ED228_CPDLC_03d

SR-GD-19 ATSP

The ATSU shall display the indication provided by the aircraft system when an ADS-C contract request initiated by the ground system or the controller is
rejected.

OH_ED228 ADSC_01d
OH_ED228_ADSC_02d
OH_ED228 ADSC_07

SR-GD-20 ATSP

The ATSU shall indicate in each response to which messages it refers.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-21 ATSP

The ATSU shall indicate to the controller a detected loss of any service.

OH_ED228 ADSC_01d
OH_ED228_ADSC_02d
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228 _CPDLC _02d
OH_ED228_CPDLC_07

SR-GD-22 ATSP

The ATSU shall indicate to the controller the absence of a periodic report per the established ADS-C contract.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u

SR-GD-23 ATSP

The ATSU shall indicate to the controller when a message cannot be successfully transmitted.

OH_ED228_ADSC_01d
OH_ED228_ADSC_02d
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_07
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Selected SR

Reference Part

Title

Source

Severity

SR-GD-24 ATSP

The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not received within the required time (ET+gw).

OH_ED228_ADSC_01d
OH_ED228_ADSC_01u
OH_ED228_ADSC_02d
OH_ED228_ADSC_02u
OH_ED228_ADSC_05
OH_ED228_ADSC_07
OH_ED228_CPDLC_01
OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

SR-GD-25 ATSP

The ATSU shall make the controller aware of any operational message being automatically or manually released.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-26 ATSP

The ATSU shall only establish and maintain ADS-C services when the aircraft identification (either the Registration Marking or the 24-bit Aircraft
Address) in data link initiation correlates with the ATSU's corresponding aircraft identifiers in the current flight plan.

OH_ED228 ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05

SR-GD-27 ATSP

The ATSU shall only send operational messages to an aircraft when provision of the service has been established with that aircraft.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d

SR-GD-28 ATSP

The ATSU shall perform the correlation function again with any change of the flight identification or aircraft identification (either the registration marking
or the 24-bit aircraft address)

OH_ED228 ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-29 ATSP

The ATSU shall prohibit operational processing by the controller of a corrupted report.

OH_ED228_CPDLC_03d

SR-GD-30 ATSP

The ATSU shall prohibit to the controller operational processing of messages not addressed to the ATSU.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d

SR-GD-31 ATSP

The ATSU shall provide an indication to the controller when a CPDLC connection for a given aircraft-ATSU pair is established.

OH_ED228_CPDLC_01
OH_ED228 _CPDLC_02d
OH_ED228_CPDLC_07

SR-GD-32 ATSP

The ATSU shall provide an indication to the controller when an ADS-C contract is established.

OH_ED228 ADSC_01d
OH_ED228_ADSC_02d
OH_ED228 ADSC_07
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Selected SR

Reference

Part

Title

Source

Severity

SR-GD-33

ATSP

The ATSU shall be capable of detecting errors in downlink messages that would result in mis-delivery introduced by the communication service.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-34

ATSP

The ATSU shall provide unambiguous and unique identification of the origin and destination of each message it transmits.

OH_ED228 ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05
OH_ED228_ADSC_07
OH_ED228 CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
OH_ED228_CPDLC_07

SR-GD-35

ATSP

The ATSU shall be capable to send an indication to the aircraft system whenever a message is rejected by the ATSU.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_05d

SR-GD-36

ATSP

The ATSU shall reject messages not addressed to itself.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d

SR-GD-37

ATSP

The ATSU shall replace any previously held application data relating to an aircraft after a successful DLIC initiation function.

OH_ ED228_ADSC_03d
OH_ED228_ADSC 03u

OH_ED228_CPDLC 01

OH_ED228_CPDLC_02d
OH_ED228_CPDLC_02u
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-GD-38

ATSP

The ATSU shall respond to messages in their entirety.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u

SR-GD-39

ATSP

The ATSU shall only send operational messages to an aircraft when provision of the service has been established with the aircraft.

OH_ED228_CPDLC_05d

SR-GD-40

ATSP

The ATSU shall send the route information with the route clearance uplink message.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-41

ATSP

The ATSU shall time stamp to within one second UTC each message when it is released for onward transmission.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-42

ATSP

The ATSU shall transmit messages to the designated aircraft system.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
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Reference

Part

Title

Source

Severity

SR-GD-43

ATSP

The ATSU shall use ADS-C reports to conform the route of flight to the ATSU current flight plan.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05

SR-GD-44

ATSP

The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with the aircraft.

OH_ED228 ADSC_01d
OH_ED228_ADSC_01u
OH_ED228_ADSC_02d
OH_ED228_ADSC_02u
OH_ED228_ADSC_05
OH_ED228_ADSC_07

SR-GD-45

ATSP

The controller shall check the correctness and the appropriateness of every ADS-C report received.

OH_ED228_ADSC_03d
OH_ED228_ADSC_03u
OH_ED228_ADSC_05

SR-GD-46

ATSP

The controller shall check the correctness and the appropriateness of every ATC message received and of every message before sending to the flight
crew.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-47

ATSP

The controller shall respond or act in timely manner to meet the RCP specification for the concerned ATS function.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-48

ATSP

The controller shall take appropriate action when indicated the aircraft system discarded a message whose time stamp exceeds the ETrrn.

OH_ED228_ADSC_05
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-49

ATSP

When the ATSU receives an emergency message whose time stamp is older than the current time minus E Tz, the ATSU shall display the emergency
message to the controller.

OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-50

ATSP

The ground system shall correlate the flight identification and aircraft identification (either the Registration Marking or the 24-bit Aircraft Address) with the
ground system’s corresponding identifiers in the current flight plan prior to establishing and maintaining data link services.

OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u

SR-GD-51

ATSP

The ground system shall provide an indication to the controller, when the ground system rejects a DLIC Logon or is notified of a DLIC contact failure.

OH_ED228_ADSC_03d

OH_ED228_ADSC_03u

OH_ED228_ADSC_05
OH_ED228_CPDLC_03d
OH_ED228_CPDLC_03u
OH_ED228_CPDLC_05d
OH_ED228_CPDLC_05u
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Selected SR

Reference Part Title Source Severity
SR-GD-52 ATSP The likelihood of a delayed message [single aircraft] due to ground systems shall be less than 1. 4E-04/H. (?HH_EEI§)222288_€F?DSL%_0077 3
S : - : OH_ED228 ADSC_03d 4
SR-GD-53 ATSP The likelihood of the detected commuption of a message [single aircraft] due to ground systems shall be less than 2 5E-04/H. OH_ED228 CPDLC_03d 4
- : : OH_ED228 ADSC_05 4
SR-GD-54 ATSP The likelihood of the detected delay of a message [single aircraft] due to ground systems shall be less than 1.4E-04/H. OH_ED228_CPDLC_05d 4
. : : : : OH_ED228 ADSC_05 4
SR-GD-55 ATSP The | kelihood of the detected generation of a spurious message [single aircraft] due to ground systems shall be less than 7.0E-05/H. OH_ED228_CPDLC_05d 4
SR-GD-56 ATSP The likelihood of the detected loss of ADS-C capability [single aircraft] due to ground systems shall be less than 5.0E-04/H. OH_ED228 ADSC _01d 4
SR-GD-57 ATSP The I kelihood of the detected loss of ADS-C capability [multiple aircraft] due to ground systems shall be less than 1.0E-03/H. OH_ED228 ADSC_02d 4
SR-GD-58 ATSP The I kelihood of the detected loss of CPDLC capability [multiple aircraft] due to ground systems shall be less than 1.0E-03/H. OH_ED228 CPDLC_02d 4
: o : . OH_ED228 ADSC_05 4
SR-GD-59 ATSP The I kelihood of the detected misdirection of a message [single aircraft] due to ground systems shall be less than 2 9E-04/H. OH_ED228_CPDLC_05d 4
SR-GD-60 ATSP The likelihood that all ground systems are unavailable (undetected) shall be less than 1.0E-05/H. OH_NEW_ALL_02u 3
SR-GD-61 ATSP The likelihood of the loss of CPDLC capability [single aircraft] due to ground systems shall be less than 5.0E-04/H. OH_ED228 CPDLC_01 4
= - - OH_ED228 ADSC_07 4
SR-GD-62 ATSP The likelihood of a lost message [single aircraft] due to ground systems shall be less than 7 .0E-05/H. OH_ED228 CPDLC_07 4
- - ; ; OH_ED228 ADSC_07 4
SR-GD-63 ATSP The likelihood of a misdirected message [single aircraft] due to ground systems shall be less than 2. 9E-04/H. OH_ED228 CPDLC_07 4
I ; ; ; ; ; OH_ED228 ADSC_03u 3
SR-GD-64 ATSP The likelihood of the undetected corruption due to incorrect data [single aircraft] provided by ATSP shall be less than 2 5E-06/H. OH_ED228 CPDLC._03u 3
- : : - OH_ED228_ADSC_03u 3
SR-GD-66 ATSP The I kelihood of the undetected corruption of a message [single aircraft] due to ground systems shall be less than 2 5E-06/H. OH_ED228 CPDLC_03u 3
SR-GD-67 ATSP The likelihood of the undetected delay of a message [single aircraft] due to ground systems shall be less than 1. 4E-06/H. OH_ED228 CPDLC_05u 3
SR-GD-68 ATSP The likelihood of the undetected generation of a spurious message [single aircraft] due to ground systems shall be less than 7.0E-07/H. OH_ED228 CPDLC_05u 3
SR-GD-69 ATSP The I kelihood of the undetected loss of ADS-C capability [single aircraft] due to ground systems shall be less than 5.0E-06/H. OH_ED228_ADSC_01u 3
SR-GD-70 ATSP The likelihood of the undetected loss of ADS-C capability [multiple aircraft] due to ground systems shall be less than 9. 99E-06/H. OH_ED228 ADSC_02u 3
SR-GD-71 ATSP The likelihood of the undetected loss of CPDLC capability [multiple aircraft] due to ground systems shall be less than 9.75E-06/H. OH_ED228 CPDLC_02u 3
SR-GD-72 ATSP The likelihood of the undetected misdirection of a message [single aircraft] due to ground systems shall be less than 2 9E-06/H. OH_ED228 CPDLC_05u 3

-
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Selected SR
Reference Part Title Source Severity
SR-GD-73 ATSP The | kelihood that all ground systems are unavailable (detected) shall be less than 1.0E-05/H. OH_NEW_ALL_02d
SR-GD-74 | ATSP The I kelihood that the ATSP provides incorrect data [single aircraft] shall be less than 2.5E-04/H. e .
When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C contract with the aircraft to ensure the aircraft does not execute OH_ED223 ADSC_03d 4
SR-GD-76 ATSP - ; . . o ; OH_ED228_ADSC_03u 3
the clearance too early or too late (i.e. ATSU be aware aircraft movement occurs without the associated condition being met). OH ED228 ADSC 05 4
When flight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C), the ATSU system shall only establish and maintain OH_ED228 ADSC_03d 4
SR-GD-77 ATSP data link services when as a minimum the flight identification and aircraft identification (either the Registration Marking or the 24-bit Aircraft Address) OH_ED228 ADSC_03u 3
correlates with the ground system's corresponding identifiers in the current flight plan. OH_ED228 ADSC_05 4
SR-GD-78 ATSP When the ATSU receives a message whose time stamp is older than the current time minus E T+ry, the ATSU shall reject the message. OH_ED228 ADSC_05 4
When the ATSU receives a periodic or event report whose time stamp is older than the current time minus ETrn, the ATSU shall request similar

SR-GD-19 ATSP information from the message rejected with a demand report. OH_ED228 ADSC_05 4
SR-GD-80 ATSP When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU shall notify the controller. 8:—Egggg—gggtg—ggg j
OH_ED228 CPDLC_03d 4
SR-GD-81 ATSP When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the SYSTEM shall prevent the automatic processing of all OH_ED228 CPDLC_03u 3
e subsequent departure clearances received after the first for a flight with the same aircraft ID and different unique flight plan identifier. OH_ED228 CPDLC_05d 4
OH_ED228 CPDLC_05u 3
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4.2 Definition of Aircraft, ACSP and ATSU Performance
Requirements

4.2.1 ldentification of relevant Performance Requirements in ED228
document

This task consists in identifying, in the ED228 Performance Analysis, the performances requirements,
that could be relevant for Iris Precursor (that means requirements allocated to Aircraft, ACSP or ATSU
and that concerns the exchange of message between ground and aircraft).

ED228 identify performances requirements in terms of:

o Integrity: ED228 Performance Analysis defines end-to-end integrity requirements, for each data
link application. These requirements are directly extracted from ED228 Safety Analysis. There
is no specific integrity requirement from a purely performance point of view.

Consequently, these integrity requirements have already been considered during the safety
analysis (cf. § 4.1) and it is not necessary to consider them again.

¢ Availability. ED228 Performance Analysis defines end-to-end availability requirements, for each
DATALINK application. These availability requirements are expressed in terms of “overall
availability” and “availability of provision”.
ED228 Performance Analysis then derives these end-to-end availability requirements on the
different CNS/ATM components (Aircraft, ACSP and ATSU) using the following formula:

N A
AACSP = AATSU = APROVISION And AAIRCRAFT = *
AACSP AATSU

Availability is defined for each ATM component as the following ratio
MTBF A=_29 .
= wrTso+nTiRE | expressed in percentage.
MTBF + > MTTR

e Transaction Time (TT). ED228 Performance Analysis defines end-to-end timing requirements,
for each data link application. These timing requirements are expressed in terms of:

o Nominal Transaction Time (TTgs): it defines the time at which 95 percent of all
transactions, that are initiated, are completed;

o0 Maximum Transaction Time (TTyax): it defines the maximum acceptable transaction
time after which the initiator is required to revert to an alternative procedure. This
duration is associated with the probability, corresponding to the continuity target (cf.
below). In the case, an expiration time is used; this time is referred to as expiration
time (TTgy).

Timing requirement are defined for each function of each application: a RxP specification
(Required Communication or Surveillance Performance) is defined for each function with a
specific end-to-end timing requirement, expressed in seconds.

ED228 Performance Analysis then derives these end-to-end timing requirements on the
different CNS/ATM components (Composition by the pilot, recognition by the controller,
Aircraft, ACSP and ATSU), using statistical allocation. This allocation methodology leads to
larger duration on the different components than the classical arithmetic allocation.

o Continuity: ED228 Performance Analysis defines end-to-end continuity requirements, for each
data link application. Continuity is associated with the required level of efficiency or usability
of the data communications system. It is defined as the probability that a transaction
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completes within the expiration time. Consequently, continuity is closely linked to transaction

time.

ED228 Performance Analysis then derives these end to end continuity requirements on the
different CNS/ATM components (Aircraft, ACSP and ATSU). In this allocation, continuity
remains fixed over all ATM components: the allocation is made purely by the transaction time,
allocated to each component.

The following table presents the availability, continuity and transaction time requirements allocated by
ED228, on AC, ACSP and ATSU, for each application kind of message:

List of Performance Requirements

RxP TT, 1T, Availabili
AT specification Functon pert (in sec:nds) (in sec::nds) Continulty (in perce:ty)
T e AT ATSU 14 6 0.999 99.95%
RCP 130 Comm; IM=5; 4bTBO ACSP 18 10 0.999 99.95%
AC 23 10 0.999 99.00%
ATSU 15 10 0.999 99.90%
RCP 240 SA2;ITP ACSP 120 100 0.999 99.90%
CPDLC AC 15 10 0.999 99.00%
ATSU 15 10 0.999 99.90%
RCP 400/A1 ATC Comm; SA1 ACSP 280 240 0.999 99.90%
AC 15 10 0.999 99.00%
ATSU 14 6 0.999 99.95%
RCP-400/A2 Departure Clearance ACSP 18 10 0.999 99.95%
AC 23 10 0.999 99.00%
ATSU 7 3 0.999 99.95%
RSP160 4DTBO; ATC Comm ACSP 12 5 0.999 99.95%
AC 159 86 0.999 99.00%
ATSU 5 3 0.999 99.90%
ADS-C RSP 180 SA2 ACSP 170 84 0.999 99.90%
AC 5 3 0.999 99.00%
ATSU 30 15 0.999 99.90%
RSP 400 ATC Comm; SA1 ACSP 340 270 0.999 99.90%
AC 30 15 0.999 99.00%

Table 45: Relevant AC, ACSP and ATSU performance requirements (Availability, Continuity,
and Transaction times)

4.2.2 Selection of applicable AC, ACSP and ATSU performance

requirements

Several relevant Performance Requirements have been identified in the previous chapters on ACSP
and AC systems. This task now consists in identifying, for each parameter (availability, continuity and
transaction time), the most stringent requirement (that is the applicable requirement):

 Availability: selection of the highest percentage among all values of Table 45.
* Nominal Transaction Time (TTgs): selection of the lowest TTgs value in Table 45.

In facts this selection might be not totally exact if we considered different categories of
messages, with different priority classes that could affect the transaction time. However, this
is the requirement for transactions with the highest level of priority.
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¢ Continuity / Maximum Transaction Time (TTgr): The same continuity requirement is defined on
all ATM components for all applications (cf. Table 45). This requirement defines the
probability that the transaction completes within the expiration time. Consequently a common
continuity / TTer requirement is defined specifying the delay that all transactions shall respect.
This requirement is the lowest TTgr value in Table 45.

The selected Performance Requirements are referenced as follow: “PR_XX_YY: xxxx”

* XX: identify the part on which the performance requirement is allocated: “SP” for ACSP, “AC” for
Aircraft System and “SU” for ATSU;

* YY: is a reference number of the selected performance requirement;

o xxxx: value of the performance requirement (expressed in percent for availability, and in
seconds for transaction times).

The following table presents the selected AC, ACSP and ATSU performance requirements (in red:
quantitative requirement, in green: qualitative requirements):

Selected Performance Requirement

Ref Part Parameter Value Title Source
Maximum 2 S i
4 : The maximum transaction time in ACSP system shall be less than Performance analysis
PR_SP_01 | ACSP [ Transaction (g“e nf 12 12 seconds for any messages in APT, TMA and ENR-1 domains ADS-C — RSP 160
Maximum - - -
4 : The maximum transaction time in ACSP system shall be less than Performance analysis
St | SCEE (Tissacien aE;ne L) 120 seconds for any messages in ENR-2 domain CPDLC — RCP 240
PR SP 03 | Acsp Nominal Transaction 5 The nominal transaction time in ACSP system shall be less than Performance analysis
— — Time (in seconds) 5 seconds for any messages in APT, TMA and ENR-1 domains ADS-C — RSP 120
PR SP 04 | ACSP Nominal Transaction 100 The nominal transaction time in ACSP system shall be less than Performance analysis
— — Time (in seconds) 100 seconds for any messages in ENR-2 domain CPDLC — RCP 240
Performance analysis
Availability ™ R, o CPDLC — RCP 130
PR_SP 05 | ACSP (in percent) 99 .95% The availability of the ACSP system shall be more than 99.95% CPDLC — RCP 400/A2
ADS-C — RSP 160
The ACSP system shall be capable of detecting ACSP failures and
PR_SP_06 | ACSP Avalilability - configuration changes that would cause the communication service to no | Performance analysis
longer meet the requirements for the intended function.
When the ACSP communication capability no longer meets the
PR_SP_07 | ACSP Availability - requirements for the intended function, the ACSP system shall provide Performance analysis
indication to the ground system.
Performance analysis
CPDLC — RCP 130
CPDLC — RCP 240
PR_SP_08 | ACSP Continuity 0.999 The continuity of the ACSP system shall be more than 0.999 gg[o)tg : Egg iggﬁﬁ;
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400
Maximum - - Performance analysis
PR AC 01| AC |TransactionTime(n| 23 | ™ max";;‘:';‘;’ﬁ::gg”;‘?}ifg?‘ﬁ: Z:g"E?fR'efzg'na:if: seconds | ~onj c— RCP 130
seconds) y 9 ' i CPDLC — RCP 400/A2
Maximum - e .
. - The maximum transaction time in Aircraft shall be less than 5 seconds Performance analysis
PR R T’ansgggg:“dg“e N - for any messages in ENR-2 domain ADS-C — RSP 180
. . . Sh S Performance analysis
PR AC 03 | AC N?_mlna! Transaction 10 The nominal transaction time in Aircraft shall be less than 10 seconds for CPDLC — RCP 130
ime (in seconds) any messages in APT, TMA and ENR-1 domains CPDLC — RCP 400/A2
PR AC 04 | AC Nominal Transaction 3 The nominal transaction time in Aircraft shall be less than 3 seconds for | Performance analysis
Sl Time (in seconds) any messages in ENR-2 domain ADS-C — RSP 180
Performance analysis
Availability CPDLC —RCP 130
PR_AC 05| AC (in percent) 99.00% The availability of the aircraft system shall be more than 99.00% CPDLC — RCP 240
p CPDLC — RCP 400/A1
CPDLC — RCP 400/A2
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Selected Performance Requirement

Ref Part Parameter Value Title Source
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400
The aircraft system shall be capable of detecting aircraft system failures
I or loss of air/ground communication that would cause the aircraft -
PRAC06 | AC Availability B communication capability to no longer meet the requirements for the Performance analysis
intended function.
When the aircraft communication capability no longer meets the
PR_AC 07 | AC Avalilability - requirements for the intended function, the aircraft system shall provide Performance analysis
indication to the flight crew.
Performance analysis
CPDLC — RCP 130
CPDLC — RCP 240
S S CPDLC — RCP 400/A1
PR_AC 08 | AC Continuity 0.999 The continuity of the AC system shall be more than 0.999 CPDLC — RCP 400/A2
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400
PR SU 01 | ATsu | Tran sr(?t)l(gr':l#m e (in 7 The maximum transaction time in ATSU system shall be less than Performance analysis
- - seconds) 7 seconds for any messages in APT, TMA and ENR-1 domains ADS-C — RSP 160
Maximum - o ;
: . The maximum transaction time in ATSU system shall be less than Performance analysis
PR_SU_02 | ATSU Trans:gggg (;I;;ne (in o 5 seconds for any messages in ENR-2 domain ADS-C — RSP 180
PR SU 03 | ATsU Nominal Transaction 3 The nominal transaction time in ATSU system shall be less than Performance analysis
S Time (in seconds) 3 seconds for_any messages in APT, TMA and ENR-1 domains ADS-C — RSP 160
PR SU 04 | ATSU Nominal Transaction 3 The nominal transaction time in ATSU system shall be less than Performance analysis
i Time (in seconds) 3 seconds for any messages in ENR-2 domain ADS-C — RSP 180
Performance analysis
PR_SU_05 | ATSU @:’3‘(‘:222}’) 99.95% The availability of the ATSU system shall be more than 99.95% A,
ADS-C — RSP 160
The ATSU system shall be capable of detecting ATSU failures and
PR_SU_06 | ATSU Avalilability - configuration changes that would cause the communication service to no | Performance analysis
longer meet the requirements for the intended function.
When the ATSU communication service no longer meets the
PR_SU_07 | ATSU Avalilability - requirements for the intended function, the ATSU system shall provide Performance analysis
indication to the controller.
Performance analysis
CPDLC — RCP 130
CPDLC — RCP 240
- = CPDLC — RCP 400/A1
PR_SU 08 | ATSU Continuity 0.999 The continuity of the ATSU system shall be more than 0.999 CPDLG — RCP 400/A2
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400
When the controller receives an indication that the communication
PR_CT_01 CT Avalilability - service no longer meets the requirements for the intended function, the Performance analysis
controller shall take action to resolve the situation
When the communication service can no longer meet the RCP/RSP
PR_CT_02 CT Availability - specification for the intended function, the controller shall take Performance analysis
appropriate action
When the flight crew determines that the aircraft communication
PR_FC_01 FC Avalilability - capability no longer meets the requirements for the intended function, the | Performance analysis
flight crew shall advise the ATC unit concemed
When the communication service can no longer meet the RCP
PR_FC 02 | FC Avalilability - specification for the intended function, the flight crew shall take Performance analysis
appropriate action

lounding
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4.3 Summary of Safety and Performance requirements applicable to Aircraft, ATSP, ACSP and

ATSU
The following table is the detailed AC, ATSP, ACSP and ATSU requirement list:

Requirement List

Réf

Part

Value

Title

Source

PR_AC_01

AC

23

The maximum transaction time in Aircraft shall be less than 23 seconds for any messages in APT, TMA and ENR-1 domains

Performance analysis
CPDLC — RCP 130
CPDLC — RCP 400/A2

PR_AC_02

AC

The maximum transaction time in Aircraft shall be less than 5 seconds for any messages in ENR-2 domain

Performance analysis
ADS-C — RSP 180

PR_AC_03

AC

10

The nominal transaction time in Aircraft shall be less than 10 seconds for any messages in APT, TMA and ENR-1 domains

Performance analysis
CPDLC — RCP 130
CPDLC — RCP 400/A2

PR_AC_04

AC

The nominal transaction time in Aircraft shall be less than 3 seconds for any messages in ENR-2 domain

Performance analysis
ADS-C — RSP 180

PR_AC_05

AC

99.00%

The availability of the aircraft system shall be more than 99.00%

Performance analysis
CPDLC — RCP 130
CPDLC — RCP 240

CPDLC — RCP 400/A1

CPDLC — RCP 400/A2
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400

PR_AC_06

AC

The aircraft system shall be capable of detecting aircraft system failures or loss of air/ground communication that would cause the aircraft
communication capability to no longer meet the requirements for the intended function.

Performance analysis

PR_AC_07

AC

When the aircraft communication capability no longer meets the requirements for the intended function, the aircraft system shall provide
indication to the flight crew.

Performance analysis

PR_AC_08

AC

0.999

The continuity of the AC system shall be more than 0.999

Performance analysis
CPDLC - RCP 130
CPDLC — RCP 240

CPDLC — RCP 400/A1

CPDLC — RCP 400/A2
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400

SR-AC-01

AC

After the end of a flight or after a power cycle resulting in a cold start or when CPDLC is turned off by aircraft systems, the aircraft system shall
prohibit use of any CPDLC service prior to initiation of a new logon.

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_07 (SC4)
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Requirement List

Réf

Part

Value

Title

Source

SR-AC-02

AC

The aircraft system shall process the message without affecting the intent of the message.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-AC-03

AC

Each downlink message shall be uniquely identified for a given aircraft-ATSU pair.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_01u (SC3)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_02u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)
OH_ED228_CPDLC_01 (SC4)

OH_ED228_CPDLC_02d (SC4)

OH_ED228_CPDLC_02u (SC3)

OH_ED228_CPDLC_05d (SC4)

OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-AC-04

AC

The aircraft identifiers sent by the aircraft system and used for data link initiation correlation shall be unique and unambiguous (e.g. the Aircraft
Identification and either the Registration Marking or the 24-bit Aircraft Address).

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u(SC3)

SR-AC-05

AC

The aircraft system shall display the indication provided by the ATSU when a data link initiation request (logon) initiated by the flight crew is
rejected.

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_07 (SC4)

SR-AC-06

AC

The aircraft system shall be able to determine the message initiator.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-AC-07

AC

The aircraft system shall be capable of detecting errors in uplink messages that would result in corruption introduced by the communication
service.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-AC-08

AC

The aircraft system shall be capable to ensure the correct transfer into or out of the aircraft's FMS of route data received and sent via data link
that is used to define the aircraft's active flight plan.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-AC-09

AC

The aircraft system shall be capable to send an indication to the ground system whenever a message is discarded by the aircraft system.

OH_ED228_ADSC_03d (SC4)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_5d (SC4)
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Requirement List
Reéf Part Value Title Source
SR-AC-10 AC - The aircraft system shall discard any corrupted message. gHH{I%ZZ%Sé\gS&OO% ((88%44))
The aircraft system shall include in each ADS report the time at position to within + one second of the UTC time the aircraft was actually at the

SR-AC-11 AC - position provided in the report. OH_ED228_ADSC_05 (SC4)
OH_ED228 CPDLC_03d (SC4)
SR-AC-12 AC - The aircraft system shall indicate in each response to which messages it refers. %ﬁ—%%%%—%i%‘i%—%%‘é ((Ss((:;i)
OH_ED228_CPDLC_05u (SC3)

OH_ED228_ADSC_01d (SC4)

OH_ED228_ADSC_02d (SC4)

SR-AC-13 AC - The aircraft system shall indicate to the flight crew a detected loss of any service. C())HH{[?ZZZ%S_(?F?DSI%O& ((SS%L))
OH_ED228 CPDLC_02d (SC4)

OH_ED228 CPDLC_07 (SC4)

OH_ED228 CPDLC_01 (SC4)
SR-AC-14 AC - The aircraft system shall indicate to the flight crew when a message cannot be successfully transmitted. OH_ED228 CPDLC_02d (SC4)
OH_ED228 CPDLC_07 (SC4)
OH_ED228 CPDLC_03d (SC4)
SR-AC-15 AC - The aircraft system shall prevent the release of responses to clearances without flight crew action. 8:—58%3—828'[3—8% ggﬁ;
OH_ED228_CPDLC_05u (SC3)
OH_ED228 CPDLC_03d (SC4)
] ] ] . ] . ] OH_ED228 CPDLC_03u (SC3)
SR-AC-16 AC - The aircraft system shall process the route information contained with the route clearance uplink message received from the ATSU. OH_ED228_CPDLC_05d (SC4)
OH_ED228 CPDLC_05u (SC3)
SR-AC-17 AC - The aircraft system shall prohibit operational processing by flight crew of corrupted messages. OH_ED228 CPDLC_03d (SC4)
SR-AC-18 AC - The aircraft system shall prohibit to the flight crew operational processing of messages not addressed to the aircraft. OH_ED228 CPDLC_05d (SC4)
OH_ED228 CPDLC_01 (SC4)
SR-AC-19 AC - The aircraft system shall provide an indication to the flight crew when a CPDLC connection for a given aircraft-ATSU pair is established. OH_ED228_CPDLC_02d (SC4)
OH_ED228 CPDLC_07 (SC4)

SR-AC-20 AC - The aircraft system shall be capable to ensure the correct transfer out the aircraft avionics route data sent via data link. gn—ggggg—ﬁggg—ggg ggg;
SRAC-21 AC ) The aircraft system shall provide to the ATSU an indication when At\,;% ezjircraft system rejects a CPDLC connection request initiated by the g:_—g&%_—gggﬂgﬁd((ss%ﬁ)
: OH_ED228 CPDLC_07(SC4)
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Requirement List

Réf

Part

Value

Title

Source

SR-AC-22

AC

The aircraft system shall provide to the flight crew an indication of the ATSU that has established CPDLC service.

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-AC-23

AC

The aircraft system shall provide unambiguous and unique identification of the origin and destination of each message it transmits.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-AC-24

AC

The aircraft system shall reject messages not addressed to itself.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)

SR-AC-25

AC

The aircraft system shall reject operational CPDLC messages from an ATSU that is not the current ATC Data Authority (CDA).

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-AC-26

AC

The aircraft system shall respond to messages in their entirety or allow the flight crew to do it.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-AC-27

AC

The aircraft system shall time stamp to within one second UTC each message when it is released for onward transmission.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-AC-28

AC

The aircraft system shall transmit messages to the designated ATSU.

OH_ED228_CPDLC_05d (SC4)

SR-AC-29

AC

The aircraft system shall transmit reports to the end system designated in the ADS-C contract.

OH_ED228_ADSC_05 (SC4)

SR-AC-30

AC

The aircraft system shall use the actual route of flight computed by the aircraft system for ADS-C reports sent to the ATSU.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)
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Requirement List
Reéf Part Value Title Source
OH_ED228 CPDLC_03d (SC4)
SR.AC-31 AC ) The aircraft system shall provide a means of enhancing flight crew awareness for when to execute a clearance containing a deferred action OH_ED228 CPDLC_03u (SC3)
when the associated condition is met (i.e. based on a level, time or position). OH_ED228 CPDLC_05d (SC4)
OH_ED228 CPDLC_05u (SC3)
OH_ED228_ADSC_03d (SC4)
SR.AC-32 AC The aircraft system shall indicate in each ADS-C report the unique reference identifier provided by the ATSU when the contract was OH_ED228_ADSC_03u (SC3)
S B established. OH_ED228 ADSC_05 (SC4)
OH_ED228 ADSC_07 (SC4)
SRAC33 | AC | 140E-04 The I kelihood of a delayed message [single aircraft] due to aircraft systems shall be less than 1.4E-04/FH. SHH_EE[?222238‘(':?DSLC(:‘0077((SSC(£44))
SR-AC-34 AC 1.00 E-05 The likelihood of the detected corruption of a message [single aircraft] due to aircraft systems shall be less than 2 5E-04/FH. (())HH_EEEI))222288_CA!PDSL%_003:§1((SSC(;1))
SR-AC-35 AC 140 E-04 The I kelihood of the detected delay of a message [single aircraft] due to aircraft systems shall be less than 1.4E-04/FH. O%Hﬁggggaaﬁ%fg"ggﬁg&
SR-AC-36 AC 710 E-05 The likelihood of the detected generation of a spurious message [single aircraft] due to aircraft systems shall be less than 7.0E-05/FH. O%Hﬁggggsaﬁ%ig—g%?gg)
SR-AC-37 AC 290 E-04 The likelihood of the detected misdirection of a message [single aircraft] due to aircraft systems shall be less than 2.9E-04/FH. O%Hﬁggggséﬁ%ig—ggd(?g&)
SR-AC-38 AC 5.00 E-04 The I kelihood of the loss of CPDLC capability [single aircraft] due to aircraft systems shall be less than 5.0E-04/FH. OH_ED228 CPDLC_01 (SC4)
SR-AC-39 AC 7.00 E-05 The likelihood of a lost message [single aircraft] due to aircraft systems shall be less than 7.0E-05/FH. (?HH—EE[[))222288—(?FE)[)S|_CC_0077((SS(2§4))
SRAC40 | AC | 290E-04 The likelihood of a misdirected message [single aircraft] due to aircraft systems shall be less than 2.9E-04/FH. (g)HH_EElg)zzz%S_cAF?DSLC(:_Oo77((SsC(S44))
SR-AC41 AC 1.00 E-07 The likelihood of the undetected corruption due to incorrect data [single aircraft] provided by the aircraft systems shall be less than 2.5E-06/FH. (())HH_EED[)222288_(’;\FE)[)SLCC_0033uu((SS(?3))
S ; ; : - OH_ED228_ADSC_03u (SC3)
SR-AC-42 AC 1.00 E-07 The likelihood of the undetected corruption of a message [single aircraft] due to aircraft systems shall be less than 2 5E-06/FH. OH_ED228_CPDLC_03u (SC3)
SR-AC43 AC 1.40 E-06 The likelihood of the undetected delay of a message [single aircraft] due to aircraft systems shall be less than 1.4E-06/FH. OH_ED228 CPDLC_05u (SC3)
SR-AC-44 AC 7.00 E-07 The I kelihood of the undetected generation of a spurious message [single aircraft] due to aircraft systems shall be less than 7.0E-07/FH. OH_ED228 CPDLC_05u (SC3)
SR-AC45 AC 5.00 E-06 The likelihood of the undetected loss of ADS-C capability [single aircraft] due to aircraft systems shall be less than 5.0E-06/FH. OH_ED228 ADSC_01u (SC3)
SR-AC-46 AC 2.90 E-06 The likelihood of the undetected misdirection of a message [single aircraft] due to aircraft systems shall be less than 2. 9E-06/FH. OH_ED228_CPDLC_05u (SC3)
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Requirement List
Reéf Part Value Title Source
SR-ACA47 AC 1.00 E-05 The likelihood that all aircraft systems are unavailable shall be less than 1.0E-05/FH. OH_NEW_ALL_01 (SC3)
- - ; ; OH_ED228_ADSC_03d (SC4)
SR-AC-48 AC 1.00 E-05 The likelihood that the AC systems provide incorrect data [single aircraft] shall be less than 2 5E-04/FH. OH_ED228_CPDLC_03d (SC4)
SR.ACA49 AC When the aircraft system receives a message whose time stamp is older than the current time minus ET+gy, the aircraft system shall discard OH_ED228_CPDLC_05d (SC4)
B B the message and send an indication to the ATSU. OH_ED228 CPDLC_05u (SC3)
SR.AC-50 AC When the aircraft system receives an indication from the ATSU indicating a message has been rejected, the aircraft system shall notify the OH_ED228 CPDLC_03d (SC4)
M B flight crew. OH_ED228 CPDLC_05d (SC4)
SR-AC-51 AC 5.00 E-04 The likelihood of the detected loss of ADS-C capability [single aircraft] due to aircraft systems shall be less than 5.0E-04/FH. OH_ED228 ADSC_01d (SC4)
. . . ) o . . L OH_ED228 ADSC_05 (SC4)
SR.AC-52 AC ) The aircraft system shall be capable of detecting errors in uplink mtzz\;;‘a/aiggs that would result in mis-delivery introduced by the communication OH_ED228 CPDLC_05d(SC4)
: OH_ED228 CPDLC_05u (SC3)
When the controller receives an indication that the communication service no longer meets the requirements for the intended function, the .
PR-CT-01 cT B controller shall take action to resolve the situation Performance analysis
PR.CT-02 CT ) When the communication service can no longer meet the RCP/RSP :Et?;lrlcation for the intended function, the controller shall take appropriate Performance analysis
When the flight crew determines that the aircraft communication capability no longer meets the requirements for the intended function, the flight :
e FE B crew shall advise the ATC unit concemed R
PR.EC-02 EC _ When the communication service can no longer meet the RCP snggztion for the intended function, the flight crew shall take appropriate Performance analysis
OH ED228 CPDLC 03d (SC4)
SR.FC-01 EC The flight crew shall check the correctness and the appropriateness of every ATC message received and of every message before sending to OH ED228 CPDLC 03u (SC3)
i B the controller. OH ED228 CPDLC 05d (SC4)
OH_ED228 CPDLC_05u (SC3)
OH ED228 CPDLC 03d (SC4)
; . . . . . OH_ED228 CPDLC_03u (SC3)
SR-FC-02 Fo - The flight crew shall execute clearances, received in a concatenated message, in the same order as displayed to the flight crew. OH_ED228_CPDLC_05d (SC4)
OH_ED228 CPDLC_05u (SC3)
OH_ED228 ADSC_05 (SC4)
The flight crew shall perform the initiation data link procedure again with any change of the Flight Identification or Aircraft Identification (either OH_ED228 ADSC_07 (SC4)
Al AL ; the Registration Marking or the 24-bit Aircraft Address) 25 BLLAE ALl LD
g 9 - : OH ED228 CPDLC 05u (SC3)
OH_ED228 CPDLC_07 (SC4)
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SR-FC-04

FC

The flight crew shall recognize the conditional nature of the clearance and execute the clearance only when the associated condition is met.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH ED228 CPDLC 05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-FC-05

FC

The flight crew shall respond or act in timely manner without unnecessary delay.

OH ED228 CPDLC 03d (SC4)
OH ED228 CPDLC 03u (SC3)
OH ED228 CPDLC 05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-FC-06

FC

The flight crew shall respond to a message in its entirety when not responded by the aircraft system.

OH ED228 CPDLC 03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-GD-01

ATSP

A service shall be established in sufficient time to be available for operational use.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_02d (SC4)
OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)

SR-GD-02

ATSP

An ATSU shall permit CPDLC services only when there are compatible version numbers.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-GD-03

ATSP

An indication shall be provided to the controller when a downlink message, requiring a response, is rejected because no response is sent by
the controller within the required time (ETgresponper)-

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-04

ATSP

The ATSU system shall process the message without affecting the intent of the message.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
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SR-GD-05

ATSP

ATSU shall be notified of planned outage of a service sufficiently ahead of time.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_ADSC_07 (SC4)
OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-GD-06

ATSP

ATSU shall only establish and maintain CPDLC services when the aircraft identification (either the Registration Marking or the 24-bit Aircraft
Address) in data link initiation correlates with the ATSU's corresponding aircraft identification in the current flight plan.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-07

ATSP

Each uplink message shall be uniquely identified for a given aircraft-ATSU pair.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_01u (SC3)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_02u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)
OH_ED228 _CPDLC_01 (SC4)

OH_ED228_CPDLC_02d (SC4)

OH_ED228_CPDLC_02u (SC3)

OH_ED228_CPDLC_05d (SC4)

OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-GD-08

ATSP

Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be permitted to send a Next Data Authority (NDA)
message to the aircraft.

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-GD-09

ATSP

The aircraft identifiers used for data link initiation correlation by the ATSU shall be unique and unambiguous (e.g. the Aircraft Identification and
either the Registration Marking or the Aircraft Address).

OH_ED228_ADSC_05 (SC4)
OH_ED228 _CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-10

ATSP

The ATSU shall display the indication provided by the aircraft system when a CPDLC connection request initiated by the ground system or the
controller is rejected.

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_07 (SC4)

SR-GD-11

ATSP

The ATSU shall provide to the aircraft system an indication when the ATSU rejects a data link initiation request (logon) initiated by the flight
crew.

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_07 (SC4)
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SR-GD-12

ATSP

The ATSU shall be able to determine the message initiator.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-13

ATSP

When the ATSU receives a report that has been corrupted, the ATSU shall request similar information with a demand report.

OH_ED228_ADSC_03d (SC4)

SR-GD-14

ATSP

The ATSU shall be capable of detecting errors in downlink messages that would result in corruption introduced by the communication service.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-GD-15

ATSP

The ATSU shall provide unambiguous and unique reference identifier in each ADS contract it sends to the aircraft.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)

SR-GD-16

ATSP

The ATSU shall detect the absence of a periodic report per the established ADS-C contract then request similar information with a demand
report.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)

SR-GD-17

ATSP

The ATSU shall correlate each ADS-C report with the contract that prescribed the report.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)

SR-GD-18

ATSP

The ATSU shall discard any corrupted message.

OH_ED228_ADSC_03d (SC4)
OH_ED228_CPDLC_03d (SC4)

SR-GD-19

ATSP

The ATSU shall display the indication provided by the aircraft system when an ADS-C contract request initiated by the ground system or the
controller is rejected.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_07 (SC4)

SR-GD-20

ATSP

The ATSU shall indicate in each response to which messages it refers.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-21

ATSP

The ATSU shall indicate to the controller a detected loss of any service.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_07 (SC4)
OH_ED228 _CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_07 (SC4)

SR-GD-22

ATSP

The ATSU shall indicate to the controller the absence of a periodic report per the established ADS-C contract.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
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SR-GD-23

ATSP

The ATSU shall indicate to the controller when a message cannot be successfully transmitted.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_07 (SC4)
OH_ED228 CPDLC_01 (SC4)
OH_ED228_CPDLC _02d (SC4)
OH_ED228_CPDLC_07 (SC4)

SR-GD-24

ATSP

The ATSU shall indicate to the controller when a required response for a message sent by the ATSU is not received within the required time
(ETrrn).

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_01u (SC3)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_02u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)
OH_ED228 CPDLC_01 (SC4)
OH_ED228_CPDLC _02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-GD-25

ATSP

The ATSU shall make the controller aware of any operational message being automatically or manually released.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-26

ATSP

The ATSU shall only establish and maintain ADS-C services when the aircraft identification (either the Registration Marking or the 24-bit
Aircraft Address) in data link initiation correlates with the ATSU's corresponding aircraft identifiers in the current flight plan.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)

SR-GD-27

ATSP

The ATSU shall only send operational messages to an aircraft when provision of the service has been established with that aircraft.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)

SR-GD-28

ATSP

The ATSU shall perform the correlation function again with any change of the flight identification or aircraft identification (either the registration
marking or the 24-bit aircraft address)

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)

OH_ED228_CPDLC_03d (SC4)

OH_ED228_CPDLC_03u (SC3)

OH_ED228_CPDLC_05d (SC4)

OH_ED228_CPDLC_05u (SC3)

SR-GD-29

ATSP

The ATSU shall prohibit operational processing by the controller of a corrupted report.

OH_ED228_CPDLC_03d (SC4)

SR-GD-30

ATSP

The ATSU shall prohibit to the controller operational processing of messages not addressed to the ATSU.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
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SR-GD-31

ATSP

The ATSU shall provide an indication to the controller when a CPDLC connection for a given aircraft-ATSU pair is established.

OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_07 (SC4)

SR-GD-32

ATSP

The ATSU shall provide an indication to the controller when an ADS-C contract is established.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_07 (SC4)

SR-GD-33

ATSP

The ATSU shall be capable of detecting errors in downlink messages that would result in mis-delivery introduced by the communication
service.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-34

ATSP

The ATSU shall provide unambiguous and unique identification of the origin and destination of each message it transmits.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
OH_ED228_CPDLC_07 (SC4)

SR-GD-35

ATSP

The ATSU shall be capable to send an indication to the aircraft system whenever a message is rejected by the ATSU.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_05d (SC4)

SR-GD-36

ATSP

The ATSU shall reject messages not addressed to itself.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)

SR-GD-37

ATSP

The ATSU shall replace any previously held application data relating to an aircraft after a successful DLIC initiation function.

OH_ ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_CPDLC_01 (SC4)
OH_ED228_CPDLC_02d (SC4)
OH_ED228_CPDLC_02u (SC3)
OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-GD-38

ATSP

The ATSU shall respond to messages in their entirety.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)

SR-GD-39

ATSP

The ATSU shall only send operational messages to an aircraft when provision of the service has been established with the aircraft.

OH_ED228_CPDLC_05d (SC4)

SR-GD-40

ATSP

The ATSU shall send the route information with the route clearance uplink message.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
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SR-GD-41

ATSP

The ATSU shall time stamp to within one second UTC each message when it is released for onward transmission.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-42

ATSP

The ATSU shall transmit messages to the designated aircraft system.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)

SR-GD-43

ATSP

The ATSU shall use ADS-C reports to conform the route of flight to the ATSU current flight plan.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)

SR-GD-44

ATSP

The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall establish an ADS-C contract with the aircraft.

OH_ED228_ADSC_01d (SC4)
OH_ED228_ADSC_01u (SC3)
OH_ED228_ADSC_02d (SC4)
OH_ED228_ADSC_02u (SC3)
OH_ED228_ADSC_05 (SC4)
OH_ED228_ADSC_07 (SC4)

SR-GD-45

ATSP

The controller shall check the correctness and the appropriateness of every ADS-C report received.

OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
OH_ED228_ADSC_05 (SC4)

SR-GD-46

ATSP

The controller shall check the correctness and the appropriateness of every ATC message received and of every message before sending to

the flight crew.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC _05u (SC3)a

SR-GD-47

ATSP

The controller shall respond or act in timely manner to meet the RCP specification for the concerned ATS function.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-48

ATSP

The controller shall take appropriate action when indicated the aircraft system discarded a message whose time stamp exceeds the E Trry.

OH_ED228_ADSC_05 (SC4)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-49

ATSP

When the ATSU receives an emergency message whose time stamp is older than the current time minus E Trry, the ATSU shall display the
emergency message to the controller.

OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)

SR-GD-50

ATSP

The ground system shall correlate the flight identification and aircraft identification (either the Registration Marking or the 24-bit Aircraft
Address) with the ground system’s corresponding identifiers in the current flight plan prior to establishing and maintaining data link services.

OH_ED228_CPDLC_03d (SC4)
OH_ED228_CPDLC_03u (SC3)
OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
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OH_ED228_ADSC_03d (SC4)
OH_ED228_ADSC_03u (SC3)
SR.GD-51 ATSP ) The ground system shall provide an indication to the controller, whefgl_;gfe ground system rejects a DLIC Logon or is notified of a DLIC contact Oﬂﬁﬁggggﬁéggig:gg d(?gézl)
: OH_ED228 CPDLC_03u (SC3)
OH_ED228 CPDLC_05d (SC4)
OH_ED228 CPDLC_05u (SC3)
SRGD52 | ATSP | 140E-04 The likelihood of a delayed message [single aircraft] due to ground systems shall be less than 1 4E-04/H. SHH-IEES%S-C'“F?S&%((SS@)
SRGD-53 | ATSP | 1.00E-05 The I kelihood of the detected corruption of a message [single aircraft] due to ground systems shall be less than 2. 5E-04/H. SHH—'EED[;_ZZ%S—(?F?[)SL%—OO%%@)
SR-GD-54 ATSP 1.40 E-04 The I kelihood of the detected delay of a message [single aircraft] due to ground systems shall be less than 1.4E-04/H. O?'Hﬁggggg(—:g%ig—ggd(?g éz)
SR-GD-55 ATSP 7.00 E-05 The likelihood of the detected generation of a spurious message [single aircraft] due to ground systems shall be less than 7.0E-05/H. O%Hﬁggggz}éé%ig_ggés(ga)
SR-GD-56 ATSP 5.00 E-04 The I kelihood of the detected loss of ADS-C capability [single aircraft] due to ground systems shall be less than 5.0E-04/H. OH_ED228 ADSC_01d (SC4)
SR-GD-57 ATSP 1.00 E-03 The likelihood of the detected loss of ADS-C capability [multiple aircraft] due to ground systems shall be less than 1.0E-03/H. OH_ED228 ADSC_02d (SC4)
SR-GD-58 ATSP 1.00 E-03 The likelihood of the detected loss of CPDLC capability [multiple aircraft] due to ground systems shall be less than 1.0E-03/H. OH_ED228_CPDLC_02d (SC4)
SR-GD-59 | ATSP | 2.90 E-04 The likelihood of the detected misdirection of a message [single aircraft] due to ground systems shall be less than 2.9E-04/H. O%HEE%?E?’%E%%%S(S&)

SR-GD-60 ATSP 1.00 E-05 The likelihood that all ground systems are unavailable (undetected) shall be less than 1.0E-05/H. OH_NEW_ALL_02u (SC3)
SR-GD-61 ATSP 5.00 E-04 The likelihood of the loss of CPDLC capability [single aircraft] due to ground systems shall be less than 5.0E-04/H. OH_ED228 CPDLC_01 (SC4)
SRGD-62 | ATSP | 7.00E-05 The I kelihood of a lost message [single aircraft] due to ground systems shall be less than 7.0E-05/H. gﬁ—ggé?—égg&%‘fsc&))
SR-GD-63 ATSP 290 E-04 The likelihood of a misdirected message [single aircraft] due to ground systems shall be less than 2 9E-04/H. (()):{5)222288_(/;\;)[)8&0077((35(?2)
SRGD-64 | ATSP | 1.00E-07 The likelihood of the undetected corruption due to incorrect data [single aircraft] provided by ATSP shall be less than 2 5E-06/H. C())HH—EE[%%S—(':‘\F?SLCC—OO%’U((SS%%
- ] - . OH_ED228 ADSC_03u (SC3)
SR-GD-66 ATSP 1.00 E-07 The likelihood of the undetected corruption of a message [single aircraft] due to ground systems shall be less than 2.5E-06/H. OH ED228 CPDLC_03u (SC3)
SR-GD-67 ATSP 1.40 E-06 The likelihood of the undetected delay of a message [single aircraft] due to ground systems shall be less than 1.4E-06/H. OH_ED228 CPDLC_05u (SC3)
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SR-GD-68 ATSP 7.00 E-07 The I kelihood of the undetected generation of a spurious message [single aircraft] due to ground systems shall be less than 7.0E-07/H. OH_ED228 CPDLC_05u (SC3)
SR-GD-69 ATSP 5.00 E-06 The likelihood of the undetected loss of ADS-C capability [single aircraft] due to ground systems shall be less than 5.0E-06/H. OH_ED228_ADSC_01u (SC3)
SR-GD-70 ATSP 1.00 E-05 The I kelihood of the undetected loss of ADS-C capability [multiple aircraft] due to ground systems shall be less than 9.99E-06/H. OH_ED228 ADSC_02u (SC3)
SR-GD-71 ATSP 1.00 E-05 The likelihood of the undetected loss of CPDLC capability [multiple aircraft] due to ground systems shall be less than 9.75E-06/H. OH_ED228 CPDLC_02u (SC3)
SR-GD-72 ATSP 290 EO6 The I kelihood of the undetected misdirection of a message [single aircraft] due to ground systems shall be less than 2. 9E-06/H. OH_ED228_CPDLC_05u (SC3)
SR-GD-73 ATSP 1.00 E-05 The likelihood that all ground systems are unavailable (detected) shall be less than 1.0E-05/H. OH_NEW_ALL_02d (SC4)
- h ] ; - OH_ED228_ADSC_03d (SC4)
SR-GD-74 ATSP 1.00 E-05 The likelihood that the ATSP provides incorrect data [single aircraft] shall be less than 2.5E-04/H. OH_ED228_CPDLC_03d (SC4)
When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C contract with the aircraft to ensure the aircraft does not OH_ED228_ADSC_03d (SC4)
. AISE B execute the clearance too early or too late (i.e. ATSU be aware aircraft movement occurs without the associated condition being met) OH_ED228_ADSC_03u (SC3)
y € g mev). OH_ED228_ADSC_05 (SC4)
When flight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C), the ATSU system shall only establish and OH_ED228 ADSC_03d (SC4)
SR-GD-77 ATSP - maintain data link services when as a minimum the flight identification and aircraft identification (either the Registration Marking or the 24-bit OH_ED228 ADSC_03u (SC3)
Aircraft Address) correlates with the ground system's corresponding identifiers in the current flight plan. OH_ED228 ADSC_05 (SC4)
SR-GD-78 ATSP - When the ATSU receives a message whose time stamp is older than the current time minus E Ttrn, the ATSU shall reject the message. OH_ED228_ADSC_05 (SC4)
When the ATSU receives a periodic or event report whose time stamp is older than the current time minus ET+gry, the ATSU shall request
SR-GD-79 ATSP B similar information from the message rejected with a demand report. OH_ED228_ADSC_05 (SC4)
) o ] Lo ) . OH_ED228 CPDLC_03d (SC4)
SR-GD-80 ATSP - When the ATSU receives an indication from the aircraft system indicating a message has been rejected, the ATSU shall notify the controller. OH_ED228 CPDLC_05d (SC4)
OH_ED228 CPDLC_03d (SC4)
SR-GD-81 ATSP When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the SYSTEM shall prevent the automatic processing of all OH_ED228 CPDLC_03u (SC3)
i B subsequent departure clearances received after the first for a flight with the same aircraft ID and different unique flight plan identifier. OH_ED228_CPDLC_05d (SC4)
OH_ED228_CPDLC_05u (SC3)
PR_SP_01 ACSP 12 The maximum transaction time in ACSP system shall be less than 12 seconds for any messages in APT, TMA and ENR-1 domains Pir[f)%n_r(l:afcssagilés)is
PR_SP_02 ACSP 120 The maximum transaction time in ACSP system shall be less than 120 seconds for any messages in ENR-2 domain ng%nl_ngrlcsggazlﬁ)is
PR_SP_03 ACSP H The nominal transaction time in ACSP system shall be less than 5 seconds for any messages in APT, TMA and ENR-1 domains PeAr[f)oSn_r(l:aEcsSaFr;e:Iz(s)ls
PR_SP_04 ACSP 100 The nominal transaction time in ACSP system shall be less than 100 seconds for any messages in ENR-2 domain ng%nl_ngrlcsggazlﬁ)is
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Requirement List

Reéf Part Value Title Source
Performance analysis
o I o CPDLC — RCP 130
PR_SP_05 ACSP 99.95% The availability of the ACSP system shall be more than 99.95% CPDLC — RCP 400/A2
ADS-C — RSP 160
PR_SP_06 ACSP ) The ACSP system shall be capable of detecting ACSP failures z_and conﬁgura’ﬂor? changes that_would cause the communication service to no Performance analysis
longer meet the requirements for the intended function.
When the ACSP communication capability no longer meets the requirements for the intended function, the ACSP system shall provide ;
PR_SP_07 ACSP - indication to the ATSU system. Performance analysis
Performance analysis
CPDLC — RCP 130
CPDLC — RCP 240
o CPDLC — RCP 400/A1
PR_SP_08 ACSP 0.999 The continuity of the ACSP system shall be more than 0.999 CPDLC — RCP 400/A2
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400
PR_SU_01 ATSU 7 The maximum transaction time in ATSU system shall be less than 7 seconds for any messages in APT, TMA and ENR-1 domains PeA'E)OS"_'(':aEcs;g a:lg(s)ls
PR_SU 02 ATSU 5 The maximum transaction time in ATSU system shall be less than 5 seconds for any messages in ENR-2 domain Pir[f)osn-léafcssagilg(s)is
PR_SU 03 ATSU 3 The nominal transaction time in ATSU system shall be less than 3 seconds for any messages in APT, TMA and ENR-1 domains Pi%%%afcssge:'gg's
PR_SU 04 ATSU 3 The nominal transaction time in ATSU system shall be less than 3 seconds for any messages in ENR-2 domain Pi’gg_'(':afcssagﬁ%'s
Performance analysis
o S o CPDLC — RCP 130
PR_SU 05 ATSU 99.95% The availability of the ATSU system shall be more than 99.95% CPDLC — RCP 400/A2
ADS-C — RSP 160
The ATSU system shall be capable of detecting ATSU failures and configuration changes that would cause the communication service to no .
PR_SU_06 ATSU - longer meet the requirements for the intended function. Performance analysis
When the ATSU communication capability no longer meets the requirements for the intended function, the ATSU system shall provide .
PR_SU 07 ATSU - T Performance analysis
Performance analysis
CPDLC — RCP 130
CPDLC — RCP 240
S CPDLC — RCP 400/A1
PR_SU 08 ATSU 0.999 The continuity of the ATSU system shall be more than 0.999 CPDLG — ROP 400/A2
ADS-C — RSP 160
ADS-C — RSP 180
ADS-C — RSP 400
founding m ber
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Table 47: Selected AC, ATSP, ACSP and ATSU Requirements
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5 Definition of safety and performance requirements
applicable to the communication airborne system

5.1 Functional description of the aircraft system

The aircraft system as referred to in this document includes all sub-systems associated data
communications on an aircraft.

For the purpose of this analysis. it will be considered that the aircraft is made up of:
¢ End System, including HMI;
¢ Avionics Communication Routing System;

e Communication System (data).

The End System part of the aircraft system considered for the purpose of this section includes:

* ATS applications (e.g. CPDLC) that support ATS functions (e.g. Departure Clearance) using
DATALINK services;

This set of components is called “End System” thereafter.

The Avionics Communication Routing System part of the aircraft system considered for the purpose
of this section includes:

*ATN/OSI bidirectional communication services (implemented in ACR);

The Communication System part of the aircraft system considered for the purpose of this section
includes:

e Data Communication Systems (SATCOM).
* Antennas associated to the Communication Systems.

This set of components is called “Communication Means” hereafter.

End Systems

|
!
Flight Crew !
|

ATS Applications !

|
!
! HMI
|
|
|

Figure 28 : Aircraft System Components.
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5.2 Allocation of Safety and Performance Requirements to the
aircraft system components

5.2.1 Introduction and assumptions

This section identifies the components which could be involved in the degradation of the performance
and safety level with regards to the requirements identified previously.

Then, the safety and performance requirements are apportioned to the different parts of the aircraft
system, including Communication Means. Furthermore, recommendations are derived on the

Communication Means components in order to reach these requirements.

For the purpose of the analysis the following assumption related to aircraft system architecture is

defined:

- ASSUMP_AC_01: The end-to-end integrity checks are performed by the ATS application within
the End System.

Note: the term “integrity” deals with the hazards assessed in the OSA (Operational Safety Analysis),
leading to amongst other things:

» Undetected corruption;

¢ Undetected misdirection;

* Undetected spurious;

» Undetected delivery of a delayed message after expiration time;

* Undetected loss of communication and user attempts to initiate a transaction.

This analysis will also make use of the following assumption, defined in the ED228 document [3]:

-ASSUMP_IPr_02: Future Datalink implementation within aircraft systems are expected to be
developed at least ED12C/DO178C [7] based Development Assurance Level consistent with
its failure condition categorization.

5.2.2 Quantitative safety requirements

5.2.2.1 Introduction

The quantitative safety requirements applicable to the aircraft system are reminded hereafter.

Note: the following table provides also cross-reference with European Aviation Safety Agency (EASA)
Acceptable Means of Compliance (AMC) 25.1309, System Design and Analysis (of airplane systems
and associated components). This AMC is available on the internet at http://easa.europa.eu/agency-
measures/certification-specifications.php.

The likelihood of a delayed message [single aircraft] due to aircraft systems .
SR-AC-33 | Delay of message | 1.40 E-04 shall be less than 1 4F-04/FH. Minor (MIN)
Detection of - . . R
SRAC-34 corrupted 250 E-04 The likelihood of_ the detected corruption of a message [single aircraft] due to Minor (MIN)
aircraft systems shall be less than 2. 5E-04/FH.
message
Detection of The likelihood of the detected delay of a message [single aircraft] due to .
SHEAC delayed message 120 E-04 aircraft systems shall be less than 1.4E-04/FH. Minor (MIN)
Detection of The I kelihood of the detected generation of a spurious message [single .
SR-AC-36 spurious message LA aircraft] due to aircraft systems shall be less than 7.0E-05/FH. Minor (MIN)
lounding members
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t Value Titl Classification (as
e + (per FH) per AMC 25.1309)
e The I kelihood of the detected misdirection of a message [single aircraft] due to
SRACS7 misdwectod 280 E04 aircraft systems shall be less than 2 9E-04/FH. Minor (MIN)
message
o The likelihood of the loss of CPDLC capability [single aircraft] due to aircraft .
SR-AC-38 Availability 5.00 E-04 systems shall be less than 5.0E-04/FH. Minor (MIN)
The likelihood of a lost message [single aircraft] due to aircraft systems shall .
SR-AC-39 Loss of message 7.00 E-05 be less than 7 0F-05/EH. Minor (MIN)
Misdirection of The I kelihood of a misdirected message [single aircraft] due to aircraft .
SR-AC-40 message 290 E04 systems shall be less than 2. 9E-04/FH. Minor (MIN)
Detection of - ! ] _
The likelihood of the undetected corruption due to incorrect data [single -
SRAC41 fnogg:;g 2.50 £-06 aircraft] provided by the aircraft systems shall be less than 2 5E-06/FH. Major (MAJ)
Detection of - . . ]
The likelihood of the undetected corruption of a message [single aircraft] due ]
SR-AC-42 comupted 2.50 £-06 to aircraft systems shall be less than 2. 5E-06/FH. Major (MAJ)
message
Detection of The likelihood of the undetected delay of a message [single aircraft] due to ]
SR-AC43 delayed message 140 E-06 aircraft systems shall be less than 1.4E-06/FH. Major (MAJ)
Detection of The likelihood of the undetected generation of a spurious message [single -
SR-AC-44 spurious message 700 E-07 aircraft] due to aircraft systems shall be less than 7.0E-07/FH. Major (MAJ)
o The likelihood of the undetected loss of ADS-C capability [single aircraft] due -
SR-AC45 Availability 5.00 E-06 to aircraft systems shall be less than 5.0E-06/FH. Major (MAJ)
Detection of - L R R
s The I kelihood of the undetected misdirection of a message [single aircraft] due -
SR-AC40 esceBciad I to aircraft systems shall be less than 2. 9E-06/FH. Major (MAJ)
message
SR.ACAT Availability 1.00 E05 The likelihood that all aircraft systems are unavailable shall be less than Major (MAJ)
1.0E-05/FH.
Corruption of The likelihood that the AC systems provide incorrect data [single aircraft] shall .
SR-AC48 message 2.50 E-04 be less than 2.5E-04/FH. Minor (MIN)
- The likelihood of the detected loss of ADS-C capability [single aircraft] due to "
SR-AC-51 Availability 5.00 E-04 aircraft systems shall be less than 5.0E-04/FH. Minor (MIN)

Table 48: AC Quantitative safety requirements

5.2.2.2 Loss of DATALINK capability
The safety requirements regarding availability of DATALINK aircraft system are:

* SR-AC-51: the likelihood that the detected loss of ADS-C capability [single aircraft] due to aircraft systems
shall be less than 5.00 E-04/FH,

* SR-AC-38: the likelihood that the loss of CPDLC capability [single aircraft] due to aircraft system shall be
less than 5.00 E-04/FH,

* SR-AC-45: the likelihood that the undetected loss of ADS-C capability [single aircraft] due to aircraft
systems shall be less than 5.00 E-06/FH,

 SR-AC-47: the likelihood that all aircraft systems are unavailable shall be less than 1.00 E-05/FH.

The potential causes for this failure condition to occur are:
« The End System is unable to provide ATS functions,

» The Routing System is inoperative,

« The Communication System is itself is unable to provide datalink services,

The fiqure below provides the fault tree for this failure condition and allocation to the system
components (equipartition):
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Figure 29 : Loss of AC datalink capability fault tree.

The following Safety Requirements have been identified to be applicable to the End System:

e SR-ES-01: the likelihood that the datalink End System is unavailable shall be less than 3.33 E-06/FH,

e SR-ES-02: the likelihood that the loss of ADS-C aircraft systems is detected shall be less than
5.00 E-04/FH,

e SR-ES-03: the likelihood that the loss of ADS-C aircraft systems is undetected shall be less than
5.00 E-06/FH,

e SR-ES-04: the likelihood that the CPDLC aircraft system is unavailable shall be less than 5.00 E-04/FH.

The following Safety Requirement has been identified to be applicable to the Routing System:

e SR-RS-01: the likelihood that the Datalink Routing System is unavailable shall be less than
3.33 E-06/FH,

The following Safety Requirements have been identified to be applicable to the Communication
System:

e SR-CS-01: the likelihood that the Datalink Communication System is unavailable shall be less than
3.33 E-06/FH,

5.2.2.3 Erroneous datalink message

The safety requirements regarding availability of aircraft communication systems are:

e SR-AC-34: the likelihood of the detected corruption of a message [single aircraft] due to aircraft systems
shall be less than 2.50E-04/FH.

e SR-AC-41: the likelihood of the undetected corruption due to incorrect data [single aircraft] provided by the
aircraft systems shall be less than 2.50E-06/FH.

e SR-AC-42: the likelihood of the undetected corruption of a message [single aircraft] due to aircraft
systems shall be less than 2.50E-06/FH.

e SR-AC-48: the likelihood that the AC systems provide incorrect data [single aircraft] shall be less than
2.50E-04/FH.

The potential causes for this failure condition to occur are:
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e The End System is unable to detect a corrupted message.

e The End System corrupts the message, after having checked the end to end integrity, when
processing it.

e The Routing System corrupts a message.

e The Communication System corrupts a message.

The figure below provides the fault tree for this failure condition and allocation to the system

components (the chosen repartition is 1% undetected and 99% detected, equipartition between

Aircraft System and incorrect data provided by aircraft system and 59.6% for end system, 20.2%for

routing system and 20.2% for communication system):
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Figure 30 : AC Erroneous DATALINK message fault tree (1/2).
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Figure 31 : AC Erroneous DATALINK message fault tree (2/2).

The following Safety Requirements have been identified to be applicable to the End System:
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e SR-ES-05: the likelihood that the DATALINK End System corrupts DATALINK message (downlink or
uplink) shall be less than 2.95 E-04/FH,

e SR-ES-06: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect
data provided by the End System shall be less than 2.95 E-04/FH,

e SR-ES-07: the likelihood that the DATALINK End System fails to detect a corrupted message (downlink or
uplink) shall be less than 2.00 E-04/FH,

#SR-ES-08: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to the End
System shall be less than 4.90 E-06/FH.

e SR-ES-09: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to
incorrect data provided by the End System shall be less than 4.90 E-06/FH,

The following Safety Requirements have been identified to be applicable to the Routing System:

e SR-RS-02: the likelihood that the Routing System corrupts datalink message (downlink or uplink) shall be
less than 1.00 E-04/FH.

#SR-RS-03: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect
data provided by the Routing System shall be less than 1.00 E-04/FH,

The following Safety Requirements have been identified to be applicable to the Communication
System:

e SR-CS-02: the likelihood that the Communication System corrupts datalink message (downlink or uplink)
shall be less than 1.00 E-04/FH,

e SR-CS-03: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect
data provided by the Communication System shall be less than 1.00 E-04/FH.

5.2.2.4 Unexpected datalink message

The safety requirements regarding availability of aircraft communication systems are:

e SR-AC-33: the likelihood of a delayed message [single aircraft] due to aircraft systems shall be less than
1.40 E-04/FH,

e SR-AC-35: the likelihood of the detected delay of a message [single aircraft] due to aircraft systems shall be
less than 1.40 E-04/FH,

e SR-AC-36: the likelihood of the detected generation of a spurious message [single aircraft] due to aircraft
systems shall be less than 7.00 E-05/FH,

e SR-AC-37: the likelihood of the detected misdirection of a message [single aircraft] due to aircraft systems
shall be less than 2.90 E-04/FH,

e SR-AC-39: the likelihood of a lost message [single aircraft] due to aircraft systems shall be less than
7.00 E-O5/FH,

e SR-AC-40: the likelihood of a misdirected message [single aircraft] due to aircraft systems shall be less than
2.90 E-04/FH,

¢ SR-AC-43: the likelihood of the undetected delay of a message [single aircraft] due to aircraft systems shall
be less than 1.40 E-06/FH,

e SR-AC-44: the likelihood of the undetected generation of a spurious message [single aircraft] due to aircraft
systems shall be less than 7.00 E-07/FH,

e SR-AC-46: the likelihood of the detected misdirection of a message [single aircraft] due to aircraft systems
shall be less than 2.90 E-06/FH.

The potential causes for this failure condition to occur are:

e The End System misbehaves, after having checked the end to end integrity, when processing it,
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e The End System is unable to detect an unexpected message,
¢ The Routing System misbehaves,

e The Communication System misbehaves.

The figure below provides the fault tree for this failure condition and allocation to the system
components (the chosen repartition is 1% undetected and 99% detected and 59.6% for end system,

20.2%for routing system and 20.2% for communication system):

Unexpected
datalink message
100E03FH

Detected unexpected dataink Undetected unexpected datalink
message message
990 E04FH LO0E0SFH
Det_Unexpected DL Message Undet_Unexpected DL, Message
Vefiurction of e Erd — — Nefiurction ofthe Deta Rouing umdgjmmdﬂ‘e Nl rciono e Dea o
590 BOAFH 200B04FH 980 E0GFH Systemor Deta Commuricalion System

Meifuncion End System

200 E04FH

200E07/FH

Meffuncion Routing System

Undet Melfunct End System

Malfunction Conmrication System Undet_Malfunct Dea Rou Sys ConBys

Loss of Bnd Systemnalfuncttion Melfunction of the AC
Detection Mean Systens
200E04FH 990 E0VFH
Melfuncion Det Mean Failre Melfuct AC System

Malfunction of the Data Conmurication Melfurcionof the End
IVelfunction of the Deta Routing
200E04FH System 590E04FH
- — 200E04FH
Malfunction Communication System Melfucion End System

Melfurcion Routing System

Figure 32 : AC Unexpected datalink message fault tree.

The following Safety Requirements have been identified to be applicable to the End System:

e SR-ES-10: the likelihood that the datalink End System spontaneously generates, delays, losses or
misdirects a message (downlink or uplink) shall be less than 5.90 E-04/FH,

e SR-ES-11: the likelihood that the datalink End System fails to detect an unexpected message (downlink or
uplink) shall be less than 2.00 E-04/FH,

e SR-ES-12: the likelihood of an undetected unexpected datalink message (downlink or uplink) due to the End
System shall be less than 9.80 E-06/FH.

The following Safety Requirements have been identified to be applicable to the Routing System:

e SR-RS-04: the likelihood that the Routing System spontaneously generates, delays, losses or misdirects a
message (downlink or uplink) shall be less than 2.00 E-04/FH.

The following Safety Requirements have been identified to be applicable to the Communication
System:

e SR-CS-04: the likelihood that the Communication System spontaneously generates, delays, losses or
misdirects a message (downlink or uplink) shall be less than 2.00 E-04/FH.
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5.2.2.5 Development Assurance Level (DAL)

In the fault tree related to “Loss of datalink capability”. taking into account:
» The failure condition is classified MINOR, as per AMC 25.1309,
» A single failure of any component can lead to the abnormal event,

the Development Assurance Levels of Data End System and of Data Routing and Communication
Systems shall be at least “D” as per ED12C/DO178C [7].

In the fault trees related to “Erroneous datalink message” and “Unexpected datalink message”. taking
into account:

» The erroneous, spurious, delay, loss or misdirection of datalink message is classified MAJOR,
as per AMC 25.13009,

e The assumption ASSUMP_AC_01,

the Development Assurance Level of Data End System should be “C” and DAL of Data Routing and
Communication Systems should be at least “D”, as per ED12C/DO178C [7].

The following Safety Requirements have been identified to be applicable to the End System:

* SR-ES-13: the Development Assurance Level of the DATALINK End System shall be at least “C”, as per
ED12C/DO178C,

The following Safety Requirements have been identified to be applicable to the Routing System:

* SR-RS-05: the Development Assurance Level of the DATALINK Routing System shall be at least “D”, as
per ED12C/DO178C.

The following Safety Requirements have been identified to be applicable to the Communication
System:

* SR-CS-05: the Development Assurance Level of the DATALINK Communication System shall be at least
“D”, as per ED12C/DO178C,

5.2.3 Qualitative safety requirements
The qualitative safety requirements applicable to the aircraft system are reminded hereafter.

The lines in bold indicate the requirements allocated to the Communication System, provided that all
requirements are applicable to the End System and Routing System part of the aircraft system.

The lines in underlined indicate the requirements allocated to the Routing System, provided that all
requirements are applicable to the End System part of the aircraft system.

Classification (as
Ref. Parameter _ Title AMC 25.1309)
Atfter the end of a flight or after a power cycle resulting in a cold start or when
SR-AC-01 Spurious message CPDLC is tumed off by aircraft systems, the aircraft system shall prohibit use Minor (MIN)
of any CPDLC service prior to initiation of a new logon.
et The aircraft system shall process the message without affecting the
SR-AC-02 inappropriate N Major (MAJ)
message intent of the message.
Detection of Each downlink message shall be uniquely identified for a given aircraft-ATSU .
SRAC03 spurious message pair. Major (MAJ)
SR-AC-04 Corruption of The aircraft identifiers sent by the aircraft system and used for data link Major (MAJ)
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Classification (as
Ref. Parameter Title per AMC 25.1309)
message initiation correlation shall be unique and unambiguous (e.g. the Aircraft
Identification and either the Registration Marking or the 24-bit Aircraft
Address).
— The aircraft system shall display the indication provided by the ATSU when a .
SRAC-05 Availability data link initiation request (logon) initiated by the flight crew is rejected. Minor (MIN)
Detection of
SR-AC-06 misdirected The aircraft system shall be able to determine the message initiator. Major (MAJ)
message
Corruption of The aircraft system shall be capable of detecting errors in uplink
SR-AC-07 it .fs age messages that would result in corruption introduced by the Major (MAJ)
9 communication service.
. The aircraft system shall be capable to ensure the correct transfer into or out of
SR-AC 08 Q’T":;Sf:;’%‘” the aircraft's FMS of route data received and sent via data link. that is used to Maijor (MAJ
message define the aircraft’s active flight plan.
Detection of The aircraft system shall be capable to send an indication to the ground .
SR-AC09 corrupted message system whenever a message is discarded by the aircraft system. Minor (MIN)
SR-AC-10 co{:::st':glm The aircraft system shall discard any corrupted message. Minor (MIN)
Misdirection of The aircraft system shall include in each ADS report the time at position within
SR-AC-11 + one second of the UTC time the aircraft was actually at the position provided Minor (MIN)
message -
in the report.
SR-AC-12 Detection of The aircraft system shall indicate in each response to which message it refers Major (MAJ)
spurious message
SR-AC-13 Availability The aircraft system shall mdmate;;:\;c;:; flight crew a detected loss of any Minor (MIN)
The aircraft system shall indicate to the flight crew when a message .
SR-AC-14 | Loss of message cannot be successfully transmitted. Minor (MIN)
. The aircraft system shall prevent the release of responses to clearances .
SR-AC-15 | Spurious message without flight crew action. Major (MAJ)
Corruption of The aircraft system shall process the route information contained with the route .
SR-AC-16 message clearance uplink message received from the ATSU. Major (MAJ)
Corruption of The aircraft system shall prohibit operational processing by flight crew of .
SRAGTE message corrupted messages. Minor ()
SR-AC-18 | Spurious message The aircraft §ystem shall prohibit to the flight crew qperatlonal Minor (MIN)
processing of messages not addressed to the aircraft.
Detection of - - Lo I
. . The aircraft system shall provide an indication to the flight crew when a .
SR-AC-19 |n:raT;])§Srggggte CPDLC connection for a given aircraft-ATSU pair is established. Minor (MIN)
Corruption of The aircraft system shall be capable to ensure the correct transfer out the i
SRAC20 message aircraft avionics route data sent via data link. Maior (MAJ
— The aircraft system shall provide to the ATSU an indication when the aircraft -
SRAC-21 Availability system rejects a CPDLC connection request initiated by the ATSU. Minor (MAJ)
Detection of - . . L
SRAC.22 inappropriate The aircraft system shall provide tq the flight crew an_lndlcatlon of the ATSU Major (MAJ)
message that has established CPDLC service.
SR.AC.23 Misdirection of The aircraft sysﬁem shall prqwdg unambiguous and unique |dgnt1ﬁmt10n of the Major (MAJ)
message origin and destination of each message it transmits.
SR-AC-24 M'slgg::;':: of The aircraft system shall reject messages not addressed for itself. Minor (MIN)
Detection of - . -
. . The aircraft system shall reject operational CPDLC messages from an ATSU .
SRAC2S '"?T‘]’g;ggggte that is not the current ATC Data Authority (CDA). Major (MAJ)
Corruption of The aircraft system shall respond to messages in their entirety or allow .
SR-AC-26 message the flight crew to do it. Major (MAJ)
Detection of delayed | The aircraft system shall time stamp to within one second UTC each message .
SRAC-27 message when it is released for onward transmission. Major (MAJ)
Misdirection of - - - .
SR-AC-20 —g J1he aircrait system shall ransmit messages 10 the designated A 15U,
SR-AC-28 message The aircraft system shall transmit messages to the designated ATSU Minor (MIN)
Misdirection of The aircraft system shall transmit reports to the end system designated in the ]
SRAC20 message ADS-C contract. Minor (MIN
Corruption of The aircraft system shall use the actual route of flight computed by the aircraft -
SEACS message system for ADS-C reports sent to the ATSU. Major (MAJ)
The aircraft system shall provide a means of enhancing flight crew
Corruption of awareness for when to execute a clearance containing a deferred action .
SR-AC-31 message when the associated condition is met (i.e. based on a level, time or Major (MAJ)
position).
Detection of The aircraft system shall indicate in each ADS-C report the unique reference .
SRAC32 sSpurious message identifier provided by the ATSU when the contract was established. Major (MAJ)
SR-AC-49 | Detection of delayed | When the aircraft system receives a message whose time stamp in order than Major (MAJ)
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Classification (as
Ref. Parameter Title per AMC 25.1309)
message the current time minus ET+ry, the aircraft system shall discard the message
and send an indication to the ATSU.
SR.AC.50 Detection of When the aircraft sys_tem receives an indication from the ATSU in(_jicating a Minor (MIN)
corrupted message message has been discarded, the aircraft system shall notify the flight crew.
Detection of - - - -
. The aircraft system shall be capable of detecting errors in uplink messages -
SRAC52 mr:]sgslzzcsgd that would result in mis-delivery introduced by the communication service. Major (MAJ)

Table 49: AC Qualitative safety requirements

The following Safety Requirements have been identified to be applicable to the End System:

« SR-ES-14: the DATALINK End System shall be capable of detecting errors in uplink messages that would
result in corruption introduced by the communication service,

* SR-ES-15: the DATALINK End System shall discard any corrupted message,
« SR-ES-16: the DATALINK End System shall indicate to the flight crew a detected loss of any service,

« SR-ES-17: the DATALINK End System shall indicate to the flight crew when a message cannot be
successfully transmitted,

« SR-ES-18: the DATALINK End System shall prevent the release of responses to clearances without flight
crew action,

* SR-ES-19: the DATALINK End System shall prohibit operational processing by flight crew of corrupted
messages,

* SR-ES-20: the DATALINK End System shall prohibit to the flight crew operational processing of messages
not addressed to the aircraft,

* SR-ES-21: the DATALINK End System shall reject messages not intended for itself,

« SR-ES-22: the DATALINK End System shall respond to messages in their entirety or allow the flight crew to
do it,

* SR-ES-23: the DATALINK End System shall provide a means of enhancing flight crew awareness for when
to execute a clearance containing a deferred action when the associated condition is met (i.e. based on a
level, time or position),

* SR-ES-24: the DATALINK End System shall process the message without affecting the intent of the
message,

* SR-ES-25: the DATALINK End System shall be capable to ensure the correct transfer out the aircraft
avionics route data sent via data link,

« SR-ES-26: the DATALINK End System shall be capable to ensure the correct transfer into or out of the
aircraft's FMS of route data received and sent via data link, that is used to define the aircraft's active
flight plan,

* SR-ES-27: the DATALINK End System shall transmit messages to the designated ATSU,

* SR-ES-28: the DATALINK End System shall transmit reports to the end system designated in the ADS-C
contract,

« SR-ES-29: the DATALINK End System shall prohibit after the end of a flight or after a power cycle resulting
in a cold start or when CPDLC is turned off by aircraft systems, the use of any CPDLC service prior to
initiation of a new logon,

« SR-ES-30: the DATALINK End System shall identify each downlink message uniquely for a given aircraft-
ATSU pair,

* SR-ES-31: the DATALINK End System shall send for the data link initiation correlation unique and
unambiguous aircraft identifiers (e.g. the Aircraft Identification and either the Registration Marking or the 24-bit
Aircraft Address),

* SR-ES-32: the DATALINK End System shall display the indication provided by the ATSU when a data link
initiation request (logon) by the flight crew is rejected,

* SR-ES-33: the DATALINK End System shall be able to determine the message initiator,
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e SR-ES-34: the DATALINK End System shall be capable to send an indication to ground system whenever a
message is discarded,

e SR-ES-35: the DATALINK End System shall include in each ADS report the time at position within one +
second of the UTC time the aircraft was actually at the position provided in the report,

e SR-ES-36: the DATALINK End System shall indicate in each response to which message it refers,

e SR-ES-37: the DATALINK End System shall process the route information contained with the route
clearance uplink message received from the ATSU,

e SR-ES-38: the DATALINK End System shall provide an indication to the flight crew when a CPDLC
connection for a given aircraft-ATSU pair is established,

e SR-ES-39: the DATALINK End System shall provide to the ATSU an indication when the aircraft system
rejects a CPDLC connection request initiated by the ATSU,

e SR-ES-40: the DATALINK End System shall provide to the flight crew an indication of the ATSU that has
established CPDLC service,

e SR-ES-41: the DATALINK End System shall provide unambiguous and unique identification of the origin
and destination of each message it transmits,

o SR-ES-42: the DATALINK End System shall reject operational CPDLC messages from an ATSU that is not
the current ATC Data Authority (CDA),

e SR-ES-43: the DATALINK End System shall time stamp to within one second UTC each message when it is
released for onward transmission,

e SR-ES-44: the DATALINK End System shall use the actual route of flight computed by the aircraft system
for ADS-C reports sent to the ATSU,

e SR-ES-45: the DATALINK End System shall discard the message and send an indication to the ATSU when
a received message contains a time stamp in order than the current time minus ETrgrn,

e SR-ES-46: the DATALINK End System shall notify the flight crew when an indication from the ATSU
indicating that a message has been discarded, has been received,

e SR-ES-47: the DATALINK End System shall indicate in each ADS-C report the unique reference identifier
provided by the ATSU when the contract was established,

e SR-ES-48: the DATALINK End System shall be capable of detecting errors in uplink messages that would
result in mis-delivery introduced by the communication service.

The following Safety Requirements have been identified to be applicable to the Routing System:

¢ SR-RS-06: the DATALINK Routing System shall be capable of detecting errors in uplink messages that
would result in corruption introduced by the communication service,

¢ SR-RS-07: the DATALINK Routing System shall discard any corrupted message,
¢ SR-RS-08: the DATALINK Routing System shall indicate to the flight crew a detected loss of any service,

¢ SR-RS-09: the DATALINK Routing System shall indicate to the flight crew when a message cannot be
successfully transmitted,

e SR-RS-10: the DATALINK Routing System shall prevent the release of responses to clearances without
flight crew action,

e SR-RS-11: the DATALINK Routing System shall prohibit operational processing by flight crew of corrupted
messages,

e SR-RS-12: the DATALINK Routing System shall prohibit to the flight crew operational processing of
messages not addressed to the aircraft,

e SR-RS-13: the DATALINK Routing System shall reject messages not intended for itself,

e SR-RS-14: the DATALINK Routing System shall respond to messages in their entirety or allow the flight
crew to do it,

e SR-RS-15: the DATALINK Routing System shall provide a means of enhancing flight crew awareness for
when to execute a clearance containing a deferred action when the associated condition is met (i.e.
based on a level, time or position),
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» SR-RS-16: the DATALINK Routing System shall process the message without affecting the intent of the
message,

* SR-RS-17: the DATALINK Routing System shall be capable to ensure the correct transfer out the aircraft
avionics route data sent via data link,

« SR-RS-18: the DATALINK Routing System shall be capable to ensure the correct transfer into or out of the
aircraft's FMS of route data received and sent via data link, that is used to define the aircraft's active
flight plan,

* SR-RS-19: the DATALINK Routing System shall transmit messages to the designated ATSU,

* SR-RS-20: the DATALINK Routing System shall transmit reports to the end system designated in the ADS-
C contract.

The following Safety Requirements have been identified to be applicable to the Communication
System:

* SR-CS-06: the DATALINK Communication System shall be capable of detecting errors in uplink messages
that would result in corruption introduced by the communication service,

* SR-CS-07: the DATALINK Communication System shall discard any corrupted message,

* SR-CS-08: the DATALINK Communication System shall indicate to the flight crew a detected loss of any
service,

* SR-CS-09: the DATALINK Communication System shall indicate to the flight crew when a message cannot
be successfully transmitted,

* SR-CS-10: the DATALINK Communication System shall prevent the release of responses to clearances
without flight crew action,

* SR-CS-11: the DATALINK Communication System shall prohibit operational processing by flight crew of
corrupted messages,

* SR-CS-12: the DATALINK Communication System shall prohibit to the flight crew operational processing of
messages not addressed to the aircraft,

* SR-CS-13: the DATALINK Communication System shall reject messages not intended for itself,

* SR-CS-14: the DATALINK Communication System shall respond to messages in their entirety or allow the
flight crew to do it,

* SR-CS-15: the DATALINK Communication System shall provide a means of enhancing flight crew
awareness for when to execute a clearance containing a deferred action when the associated condition
is met (i.e. based on a level, time or position),

* SR-CS-16: the DATALINK Communication System shall process the message without affecting the intent of
the message.

5.2.4 Quantitative performance requirements

The quantitative performance requirements applicable to the aircraft system are reminded hereafter.

Ref. Parameter Value Title
. 23 The maximum transaction time in Aircraft shall be less than 23 seconds
PR_AC_01 Transaction Time seconds for any messages in APT, TMA and ENR-1 domains

The maximum transaction time in Aircraft shall be less than 5 seconds

PR_AC_02 Transaction Time 5 seconds for any messages in ENR-2 domain

- 10 The nominal transaction time in Aircraft shall be less than 10 seconds for
PR_AC_03 Transaction Time seconds any messages in APT, TMA and ENR-1 domains

. The nominal transaction time in Aircraft shall be less than 3 seconds for
PR_AC_04 Transaction Time 3 seconds any messages in ENR-2 domain
PR_AC_05 Availability 99.00% The availability of the aircraft system shall be more than 99.00%
PR_AC_08 Continuity 0.999 The continuity of the AC system shall be more than 0.999

Table 50: AC Quantitative performance requirements
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5.2.4.1 Transaction Time (Continuity)

The performance requirements regarding transaction time of message by aircraft system are:

e The maximum transaction time (one way) in aircraft shall be less than 5 seconds for any
messages (PR_AC_02);

e The nominal transaction time (one way) in aircraft shall be less than 3 seconds for any
messages (PR_AC_04);

¢ The continuity of the AC system shall be more than 0.999.

Transaction time is allocated on the different components using arithmetic distribution. The following
table presents the result of this allocation.

Objective (one way | End Interface between | Routing Interface between Communication
transmission) System End and Routing System Routing and System
(downlink or uplink) Systems Communication Systems

Nominal: 3 sec 1.5 sec 0.25 sec 0.5 sec 0.25 sec 0.5 sec
Maximum: 5 sec 2.25sec | 0.5sec 0.75sec | 0.5sec 1 sec

The following Performance Requirements have been identified to be applicable to the End System:

¢ PR-ES-01: The nominal delay introduced by the End System for a one way transmission (downlink or
uplink) shall be less than 1.5 second,

¢ PR-ES-02: The maximum delay introduced by the End System for a one way transmission (downlink or
uplink) shall be less than 2.25 seconds,

¢ PR-ES-05: the continuity of the End System shall be more than 0.999

The following Performance Requirements have been identified to be applicable to the Routing
System:

¢ PR-RS-01: The nominal delay introduced by the Routing System including interface delays for a one way
transmission (downlink or uplink) shall be less than 1 second,

¢ PR-RS-02: The maximum delay introduced by the Routing System including interface delay for a one way
transmission (downlink or uplink) shall be less than 1.75 seconds,

e PR-RS-05: the continuity of the Routing System shall be more than 0.999

The following Performance Requirements have been identified to be applicable to the Communication
System:

e PR-CS-01: The nominal delay introduced by the Communication System for a one way transmission
(downlink or uplink) shall be less than 0.5 second,

¢ PR-CS-02: The maximum delay introduced by the Communication System for a one way transmission
(downlink or uplink) shall be less than 1 seconds,

e PR-CS-05: the continuity of the Communication System shall be more than 0.999

5.2.4.2 Availability

The performance reqguirements regarding availability of aircraft system is:
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e PR_AC_05: The availability of the aircraft system shall be more than 99.00%

In order to fulfill this availability requirement, the likelihood that the aircraft system is unavailable has
to be less than 1.0 E-02/FH.

The requirements SR-ES-01, SR-RS-01 and SR-CS-01 lead to a probability of loss less that
1.0 E-03/FH which is deemed acceptable.

Thus there is no need to define a more stringent quantitative availability requirement, and Safety
requirements SR-ES-01, SR-RS-01 and SR-CS-01 still applicable for Performance.

5.2.5 Qualitative performance requirements

The qualitative performance requirements applicable to the aircraft system are reminded hereafter:

The aircraft system shall be capable of detecting aircraft system failures or loss of
PR_AC_06 Availability air/ground communication that would cause the aircraft communication capability
to no longer meet the requirements for the intended function.

When the aircraft communication capability no longer meets the requirements for
the intended function, the aircraft system shall provide indication to the flight crew.

PR_AC_07 Availability

Table 51: AC Qualitative performance requirements

The following Performance Requirements have been identified to be applicable to the End System:
* PR-ES-03: The End System shall indicate a detected loss of DATALINK services,

* PR-ES-04: The End System shall indicate when a message cannot be successfully transmitted

The following Performance Requirements have been identified to be applicable to the Routing
System:

* PR-RS-03: The Routing System shall indicate a detected loss of DATALINK services,

* PR-RS-04: The Routing System shall indicate when a message cannot be successfully transmitted

The following Performance Requirements have been identified to be applicable to the Communication
System:

* PR-CS-03: The Communication System shall indicate a detected loss of DATALINK services,

* PR-CS-04: The Communication System shall indicate when a message cannot be successfully transmitted

5.3 Summary of Safety and Performance requirements
applicable to airborne End System, Routing System and
Communication System

5.3.1 Summary of Safety and Performance requirements applicable
to airborne End System

the likelihood that the datalink End System is unavailable shall be less

SR-ES-01 than 3.33 E-06/FH

SR-AC-47
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Ref. Title Source
the likelihood that the loss of ADS-C aircraft systems is detected shall be
SR-ES-02 less than 5.00 E-04/FH SR-AC-51
Fa. the likelihood that the loss of ADS-C aircraft systems is undetected shall g
SR-ES3 be less than 5.00 E-06/FH SRACHD
the likelihood that the CPDLC aircraft system is unavailable shall be less
SR-ES-04 than 5.00 E-04/FH SR-AC-38
SR-ES-05 the likelihood that the DATALINK End System corrupts DATALINK SR-AC-34, SR-AC-41
message (downlink or uplink) shall be less than 2.95 E-04/FH SR-AC-42, SR-AC-48
the likelihood that the corruption of a datalink message (downlink or A .
SR-ES-06 uplink) due to incorrect data provided by the End System shall be less gg_ﬁg_ﬁ gs_zgj;
than 2.95 E-04/FH ’
sr-Es-g7 | the likelihood that the DATALINK End System fails to detect a corrupted SR-AC-34, SR-AC-41
message (downlink or uplink) shall be less than 2.00 E-04/FH SR-AC-42, SR-AC-48
SR-ES-08 the likelihood of an undetected corrupted datalink message (downlink or SR-AC-34, SR-AC-41
uplink) due to the End System shall be less than 4.90 E-06/FH SR-AC-42, SR-AC-48
the likelihood of an undetected corrupted datalink message (downlink or
SR-ES-09 uplink) due to incorrect data provided by the End System shall be less SR-AC-41, SR-AC-42
than 4.90 E-06/FH
the likelihood that the datalink End System spontaneously generates, gg:ﬁg:gg gg:ﬁg:gg
SR-ES-10 | delays, losses or misdirects a message (downlink or uplink) shall be less ’
than 5.90 E-04/FH SR-AC-39, SR-AC-40
) SR-AC-46
SR-AC-33, SR-AC-35
SR-ES-11 the likelihood that the datalink End System fails to detect an unexpected SR-AC-36, SR-AC-37
message (downlink or uplink) shall be less than 2.00 E-04/FH SR-AC-39, SR-AC-40
SR-AC-46
o the likelihood of an undetected unexpected datalink message (downlink _ .
SRESH2 or uplink) due to the End System shall be less than 9.80 E-06/FH SR-AC-43, SR-AC-44
SR-ES-13 the Development Assurance Level of the DATALINK End System shall
be at least “C”, as per ED12C/D0O178C
the DATALINK End System shall be capable of detecting errors in uplink
SR-ES-14 messages that would result in corruption introduced by the SR-AC-07
communication service
SR-ES-15 the DATALINK End System shall discard any corrupted message SR-AC-10
the DATALINK End System shall indicate to the flight crew a detected
it loss of any service SRACHS
o the DATALINK End System shall indicate to the flight crew when a A
SR-ES-17 message cannot be successfully transmitted SR-AC-14
the DATALINK End System shall prevent the release of responses to
SR-ES-18 clearances without flight crew action SR-AC-15
Ea. the DATALINK End System shall prohibit operational processing by flight A
SRES9 crew of corrupted messages SRACTF
SR-ES-20 the DATALINK End System shall prohibit to the flight crew operational SR-AC-18
processing of messages not addressed to the aircraft
SR-ES-21 the DATALINK End System shall reject messages not intended for itself SR-AC-24
SR-ES-22 the DATALINK End System shall respond to messages in their entirety SR-AC-26
or allow the flight crew to do it
the DATALINK End System shall provide a means of enhancing flight
SR-ES-23 crew awareness for when to exeggte a cleara.nce containing a defel_'red SR-AC-31
action when the associated condition is met (i.e. based on a level, time
or position)
the DATALINK End System shall process the message without affecting
SR-ES-24 the intent of the message SR-AC-02
o the DATALINK End System shall be capable to ensure the correct A
SR-ES-25 transfer out the aircraft avionics route data sent via data link SR-AC-20
the DATALINK End System shall be capable to ensure the correct
SR-ES-26 transfer into or out of the aircraft's FMS of route data received and sent SR-AC-08
via data link, that is used to define the aircraft's active flight plan
SR-ES-27 the DATALINK End System Shal/IAEIEaSTJsmIt messages to the designated SR-AC-28
e the DATALINK End System shall transmit reports to the end system A
SR-ES-28 designated in the ADS-C contract SEAC2S
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Ref. Title Source
the DATALINK End System shall prohibit after the end of a flight or after
Ea. a power cycle resulting in a cold start or when CPDLC is turned off by AC
SR-ES-29 aircraft systems, the use of any CPDLC service prior to initiation of a SR-AC-01
new logon
the DATALINK End System shall identify each downlink message
SR-ES-30 uniquely for a given aircraft-ATSU pair SR-AC-03
the DATALINK End System shall send for the data link initiation
SR-ES-31 correlation unique and unambiguous aircraft identifiers (e.g. the Aircraft SR-AC-04
Identification and either the Registration Marking or the 24-bit Aircraft Address)
the DATALINK End System shall display the indication provided by the
SR-ES-32 ATSU when a data link initiation request (logon) by the flight crew is SR-AC-05
rejected
SR-ES-33 the DATALINK End System sr}?‘liltigfozr-.\ble to determine the message SR-AC-06
SR-ES-34 the DATALINK End System shall be capable to send an indication to SR-AC-09
ground system whenever a message is discarded
the DATALINK End System shall include in each ADS report the time at
SR-ES-35 position within one + second of the UTC time the aircraft was actually at SR-AC-11
the position provided in the report
the DATALINK End System shall indicate in each response to which
SR-ES-36 message it refers SR-AC-12
the DATALINK End System shall process the route information
SR-ES-37 contained with the route clearance uplink message received from the SR-AC-16
ATSU
Q. the DATALINK End System shall provide an indication to the flight crew A
SR-ES-38 when a CPDLC connection for a given aircraft-ATSU pair is established SRAC-19
the DATALINK End System shall provide to the ATSU an indication
SR-ES-39 when the aircraft system rejects a CPDLC connection request initiated SR-AC-21
by the ATSU
the DATALINK End System shall provide to the flight crew an indication
SR-ES-40 of the ATSU that has established CPDLC service SR-AC-22
g the DATALINK End System shall provide unambiguous and unique A
it identification of the origin and destination of each message it transmits .
g the DATALINK End System shall reject operational CPDLC messages A
SR-ES42 from an ATSU that is not the current ATC Data Authority (CDA) SRAC-2S
the DATALINK End System shall time stamp to within one second UTC
SR-ES-43 each message when it is released for onward transmission SR-AC-27
g the DATALINK End System shall use the actual route of flight computed A
SIREES -S4 by the aircraft system for ADS-C reports sent to the ATSU SRACI0
the DATALINK End System shall discard the message and send an
SR-ES-45 indication to the ATSU when a received message contains a time stamp SR-AC-49
in order than the current time minus ETtrn
the DATALINK End System shall notify the flight crew when an indication
SR-ES-46 | from the ATSU indicating that a message has been discarded, has been SR-AC-50
received
the DATALINK End System shall indicate in each ADS-C report the
SR-ES-47 unique reference identifier provided by the ATSU when the contract was SR-AC-32
established
the DATALINK End System shall be capable of detecting errors in uplink
SR-ES-48 messages that would result in mis-delivery introduced by the SR-AC-42
communication service
Fa. The nominal delay introduced by the End System for a one way A
ik transmission (downlink or uplink) shall be less than 1.5 second ikt
Ea The maximum delay introduced by the End System for a one way A
PR-ES-02 transmission (downlink or uplink) shall be less than 2.25 seconds PR-AC04
PR-ES-03 The End System shall indicate a detected loss of DATALINK services PR-AC-06
The End System shall indicate when a message cannot be successfully
PR-ES-04 transmitted PR-AC-07
PR-ES-05 the continuity of the End System shall be more than 0.999 PR-AC-08
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5.3.2 Summary of Safety and Performance requirements applicable
to airborne Routing System

Ref. Title Source
the likelihood that the Datalink Routing System is unavailable shall be
SR-RS-01 less than 3.33 E-06/FH SR-AC4T
SR-RS-02 the likelihood that the Routing System corrupts datalink message SR-AC-34, SR-AC-41
(downlink or uplink) shall be less than 1.00 E-04/FH SR-AC-42, SR-AC-48
the likelihood that the corruption of a datalink message (downlink or
SR-RS-03 uplink) due to incorrect data provided by the Routing System shall be gg:ﬁgjg gg:ﬁgj;
less than 1.00 E-04/FH ’
the likelihood that the Routing System spontaneously generates, delays, g;:ﬁg:gg 22:2%:3-5/
SR-RS-04 losses or misdirects a message (downlink or uplink) shall be less than SR- AC-39’ SR-AC-40
2.00 E-04/FH .
SR-AC-46
SR-RS-05 the Development Assurance Level of the DATALINK Routing System
shall be at least “D”, as per ED12C/DO178C
the DATALINK Routing System shall be capable of detecting errors in
SR-RS-06 uplink messages that would result in corruption introduced by the SR-AC-07
communication service
SR-RS-07 the DATALINK Routing System shall discard any corrupted message SR-AC-10
SR-RS-08 the DATALINK Routing System shall |nd|ca.te to the flight crew a SR-AC-13
detected loss of any service
: the DATALINK Routing System shall indicate to the flight crew when a
SR-RS-09 message cannot be successfully transmitted SR-AC-14

_pa. the DATALINK Routing System shall prevent the release of responses to AC
SR-RS-10 clearances without flight crew action .
SR-RS-11 the DATALINK Rout'lng System shall prohibit operational processing by SR-AC-17

flight crew of corrupted messages

_Ra. the DATALINK Routing System shall prohibit to the flight crew A
SR-RS-12 operational processing of messages not addressed to the aircraft SR-AC-18
SR-RS-13 the DATALINK Routing System si:\sa(-:l‘llfreject messages not intended for SR-AC-24

the DATALINK Routing System shall respond to messages in their
SR-RS-14 entirety or allow the flight crew to do it SR-AC-26
the DATALINK Routing System shall provide a means of enhancing flight
crew awareness for when to execute a clearance containing a deferred
SR-RS-15 | Jction when the associated condition is met (i.e. based on a level, time SRACS1
or position)

_Ra. the DATALINK Routing System shall process the message without A
SR-RS-16 affecting the intent of the message SR-AC-02
SR-RS-17 the DATALINK Routing System shall be capable to ensure the correct SR-AC-20

transfer out the aircraft avionics route data sent via data link
the DATALINK Routing System shall be capable to ensure the correct
SR-RS-18 transfer into or out of the aircraft's FMS of route data received and sent SR-AC-08
via data link, that is used to define the aircraft’s active flight plan
the DATALINK Routing System shall transmit messages to the
SR-RS-19 designated ATSU SEAC2E
_Ra. the DATALINK Routing System shall transmit reports to the end system A
SR-RS-20 designated in the ADS-C contract SR-AC-29
The nominal delay introduced by the Routing System including interface
PR-RS-01 delays for a one way transmission (downlink or uplink) shall be less than PR-AC-02
1 second
The maximum delay introduced by the Routing System including
PR-RS-02 interface delay for a one way transmission (downlink or uplink) shall be PR-AC-04
less than 1.75 seconds
PR-RS-03 The Routing System shall |n:g;3it§eas detected loss of DATALINK PR-AC-06

R The Routing System shall indicate when a message cannot be A
PR-RS-04 successfully transmitted it
PR-RS-05 the continuity of the Routing System shall be more than 0.999 PR-AC-08
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5.3.3 Summary of Safety and Performance requirements applicable
to airborne Communication System

Ref. Title Source
the likelihood that the Datalink Communication System is unavailable
SR-CS-01 shall be less than 3.33 E-06/FH SR-AC-47
SR-CS-02 the likelihood that the Communication System corrupts datalink message SR-AC-34, SR-AC-41
(downlink or uplink) shall be less than 1.00 E-04/FH SR-AC-42, SR-AC-48
the likelihood that the corruption of a datalink message (downlink or A .
SR-CS-03 uplink) due to incorrect data provided by the Communication System gg_ﬁg_ﬁg gg_ﬁgj;
shall be less than 1.00 E-04/FH ’
the likelihood that the Communication System spontaneously generates, gg:ﬁg:gg g::ﬁg:gg
SR-CS-04 | delays, losses or misdirects a message (downlink or uplink) shall be less SR- AC-39’ SR-AC-40
than 2.00 E-04/FH .
SR-AC-46
SR-CS-05 the Development Assurance Level of the DATALINK Communication
System shall be at least “D”, as per ED12C/D0O178C
the DATALINK Communication System shall be capable of detecting
SR-CS-06 errors in uplink messages that would result in corruption introduced by SR-AC-07
the communication service
SR-CS-07 the DATALINK Communlcatlcra:eizzgeem shall discard any corrupted SR-AC-10
e the DATALINK Communication System shall indicate to the flight crew a A
et detected loss of any service SREACS
SR-CS-09 the DATALINK Communication System shall indicate to the flight crew SR-AC-14
when a message cannot be successfully transmitted
the DATALINK Communication System shall prevent the release of
SR-CS-10 responses to clearances without flight crew action .
e the DATALINK Communication System shall prohibit operational AC
et processing by flight crew of corrupted messages SRACT
the DATALINK Communication System shall prohibit to the flight crew
SR-CS-12 operational processing of messages not addressed to the aircraft SR-AC-18
e the DATALINK Communication System shall reject messages not A
SR-CS-13 intended for itself SR-AC-24
SR-CS-14 the DATALINK C;omn_mnlcatlon System .shall respond tg messages in SR-AC-26
their entirety or allow the flight crew to do it
the DATALINK Communication System shall provide a means of
o enhancing flight crew awareness for when to execute a clearance A
SR-CS-15 containing a deferred action when the associated condition is met (i.e. SR-AC-31
based on a level, time or position)
the DATALINK Communication System shall process the message
SR-CS-16 without affecting the intent of the message SR-AC-02
e The nominal delay introduced by the Communication System for a one A
ek way transmission (downlink or uplink) shall be less than 0.5 second .
PR-CS-02 | The maximum delay introduced by the Communication System for a one PR-AC-04
way transmission (downlink or uplink) shall be less than 1 second
PR-CS-03 The Communication System shaSIL::?é::te a detected loss of DATALINK PR-AC-06
The Communication System shall indicate when a message cannot be
PR-CS-04 successfully transmitted it
PR-CS-05 the continuity of the Communication System shall be more than 0.999 PR-AC-08
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6 Definition of safety and performance requirements
applicable to the communication ground system

This chapter is based on the document [4].

Note, however, that despite acknowledging the applicability of (EC) No 482/2008, document [4] does
not take it into account when assigning Assurance Levels. Where AL5 was allocated, AL4 should be
used. Assurance Level AL4 provides more evidence than Software Level D in the airborne
environment, but less that Software Level C, which is equivalent to Assurance Level AL3.

AL5 does not require requirements to be verifiable; neither does it require checks that algorithms are
accurate, nor test procedures are correct. It does not require test results to be checked, nor
discrepancies in them to be explained. So, given that, it is not feasible to provide an assurance
argument, to the satisfaction of a National Supervisory Authority, that, for example, 'safety
requirements are adequately satisfied and they are traceable to the level at which satisfaction is
demonstrated'. The evidence set of AL4 does allow this argument to be made.

6.1 Functional description of the ground system

The ATSP system as referred to in this document includes all sub-systems associated data
communications on ground.

For the purpose of this analysis, it will be considered that the ATSP is made up of:

e Air Ground Communications System Provision (ACSP);
o Air Traffic Service Unit (ATSU).

The Air Ground Communications System Provision part of the ATSP system considered for the
purpose of this section includes:

e SBB Space Segment;
e SBB Ground Segment;
o ATN Gateway;

This set of components is called “ACSP” thereafter.

The Air Traffic Service Unit part of the ATSP system considered for the purpose of this section
includes:

e Multiple ATSU systems.

faunding mambers

#£> Avenue de Cortenbergh 100 | B -1000 Bruxelles
—

WL SESANU. e 165 of 195



Project ID 15.02.404.
D03 - IRIS Precursor Security, Safety and Performance Analysis Edition: 01.00.00

ATSP System

8-

Controller#1 : :

ACSP System
HMI #1

&—-Q-§ -

Controller #i

ATN
Gateway

ATSU

i
i
i
i
i
i
i
i
i

Figure 33 : ATSP System Components.

6.2 Allocation of Safety and Performance Requirements to the
ATSP system components

6.2.1 Introduction and assumptions

This section identifies the components which could be involved in the degradation of the performance
and safety level with regards to the requirements identified previously.

Then, the safety and performance requirements are apportioned to the different parts of the ATSP
system. Furthermore, recommendations are derived on the ACSP and ATSU components in order to
reach these requirements.

For the purpose of the analysis the following assumption related to ATSP system architecture is
defined:

- ASSUMP_GD_01: The end-to-end integrity checks are performed by the ATSU.

Note: the term “integrity” deals with the hazards assessed in the OSA (Operational Safety Analysis),
leading to amongst other things:

* Undetected corruption;

* Undetected misdirection;

* Undetected spurious;

» Undetected delivery of a delayed message after expiration time;

* Undetected loss of communication and user attempts to initiate a transaction.

This analysis will also make use of the following assumption, defined in the ED228 document [3]:
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-ASSUMP_IPr_13: Future Datalink implementation within aircraft systems are expected to be
developed at least ED109A/DO278A [6] based Assurance Level consistent with its failure
condition categorization.

6.2.2 Quantitative safety requirements

6.2.2.1 Introduction

The quantitative safety requirements applicable to the ground system are reminded hereafter.

Value - .
Ref. Parameter (per H) Title Classification
The likelihood of a delayed message [single aircraft] due to ground systems -
SR-GD-52 | Delay of message 1.40 E-04 shall be less than 1 4E-04/H. SC4 (Minor (MIN))
Detection of S~ . . ]
The likelihood of the detected corruption of a message [single aircraft] due to "
SR-GD-53 comupted 1.00 E-05 ground systems shall be less than 2. 5E-04/H. SC4 (Minor (MIN))
message
Detection of The likelihood of the detected delay of a message [single aircraft] due to "
SR-GD-4 delayed message 140 E04 ground systems shall be less than 1.4E-04/H. SC4 (Minor (MIN))
Detection of The I kelihood of the detected generation of a spurious message [single -
BRG0S0 spurious message Lo aircraft] due to ground systems shall be less than 7.0E-05/H. SC4 (Minor (MIN))
o The likelihood of the detected loss of ADS-C capability [single aircraft] due to -
SR-GD-56 Availability 5.00 E-04 ground systems shall be less than 5.0E-04/H. SC4 (Minor (MIN))
o The I kelihood of the detected loss of ADS-C capability [multiple aircraft] due to -
SR-GD-57 Availability 1.00 E-03 ground systems shall be less than 1.0E-03/H. SC4 (Minor (MIN))
o The likelihood of the detected loss of CPDLC capability [multiple aircraft] due -
SR-GD-58 Availability 1.00E-03 to ground systems shall be less than 1.0E-03/H. SC4 (Minor (MIN))
Detection of - e ; ]
o The I kelihood of the detected misdirection of a message [single aircraft] due to "
SR-GD-59 misdirected 2.90 E-04 ground systems shall be less than 2. 9E-04/H. SC4 (Minor (MIN))
message
- The likelihood that all ground systems are unavailable (undetected) shall be .
SR-GD-60 Avalilability 1.00 E-05 less than 1 OE-05/H. SC3 (Major (MAJ))
- The likelihood of the loss of CPDLC capability [single aircraft] due to ground "
SR-GD-61 Avalilability 5.00 E-04 systems shall be less than 5 0E-04/H. SC4 (Minor (MIN))
The I kelihood of a lost message [single aircraft] due to ground systems shall -
SR-GD-62 Loss of message 7.00 E-05 be less than 7 OF-05/H. SC4 (Minor (MIN))
Misdirection of The I kelihood of a misdirected message [single aircraft] due to ground -
SR-GD-63 message 2.90 E04 systems shall be less than 2. 9E-04/H. SC4 (Minor (MIN))
Detection of - . ] .
The likelihood of the undetected corruption due to incorrect data [single -
SR-GD-64 fng‘;‘gg 1.00 E-07 aircraft] provided by ATSP shall be less than 2 5E-06/H. SC3 (Major (MAJ))
Detection of _ - - -
The likelihood of the undetected corruption of a message [single aircraft] due .
SR-GD-66 comupied 1.00 E07 to ground systems shall be less than 2.5E-06/H. SC3 (Major (MAJ))
message
Detection of The likelihood of the undetected delay of a message [single aircraft] due to .
SR-GD-67 delayed message 1.40 E-06 ground systems shall be less than 1.4E-06/H. SC3 (Major (MAJ))
Detection of The likelihood of the undetected generation of a spurious message [single .
SR-GD-68 spurious message 7.00 E07 aircraft] due to ground systems shall be less than 7.0E-07/H. SC3 (Major (MAJ))
—— The likelihood of the undetected loss of ADS-C capability [single aircraft] due i
. Availability S =05 to ground systems shall be less than 5.0E-06/H. SC3 (Major (MAJ))
S The I kelihood of the undetected loss of ADS-C capability [multiple aircraft] due .
SR-GD-70 Avaliabiity 9.90 £-06 to ground systems shall be less than 9.99E-06/H. SC3 (Major (MAJ))
I The I kelihood of the undetected loss of CPDLC capability [multiple aircraft] :
SR-GD-11 Availability 9.75 E-06 due to ground systems shall be less than 9.75E-06/H. SC3 (Major (MAJ))
Detecti f -
SR-GD-72 m?s?j(i:rtla?e(()j 290 E-06 | The Ikelihood of the undetected misdirection of a message [single aircraft] due | SC3 (Major (MAJ))
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message o to ground systems shall be less than 2 9E-06/H.

SR.GD-73 Availability 1.00 E-05 The likelihood that all ground s;tﬁta?]rr;sanr?o lgr/lsvailable (detected) shall be less SC3 (Major (MAJ))
Detection of I~ ) . . .
SR.GD-74 corrupted 1.00 E05 The likelihood that the ATSF"eprot\;l‘ges 2";%)52;:': data [single aircraft] shall be SC4 (Minor (MIN))
message Ss than 2. )

Table 52: ATSP Quantitative safety requirements

6.2.2.2 Loss of DATALINK capability
The safety requirements regarding availability of DATALINK ground system are:

* SR-GD-56: the likelihood of the detected loss of ADS-C capability [single aircraft] due to ground systems
shall be less than 5.0E-04/H,

* SR-GD-57: the likelihood of the detected loss of ADS-C capability [multiple aircraft] due to ground systems
shall be less than 1.0E-03/H,

* SR-GD-58: the likelihood of the detected loss of CPDLC capability [multiple aircraft] due to ground systems
shall be less than 1.0E-03/H,

« SR-GD-60: the likelihood that all ground systems are unavailable (undetected) shall be less than 1.0E-05/H,

* SR-GD-61: the likelihood of the loss of CPDLC capability [single aircraft] due to ground systems shall be
less than 5.0E-04/H,

* SR-GD-69: the likelihood of the undetected loss of ADS-C capability [single aircraft] due to ground systems
shall be less than 5.0E-06/H,

* SR-GD-70: the likelihood of the undetected loss of ADS-C capability [multiple aircraft] due to ground
systems shall be less than 9.99E-06/H,

* SR-GD-71: the likelihood of the undetected loss of CPDLC capability [multiple aircraft] due to ground
systems shall be less than 9.75E-06/H,

* SR-GD-73: likelihood that all ground systems are unavailable (detected) shall be less than 1.0E-05/H.

The potential causes for this failure condition to occur are:
» The ATSU is unable to provide ATS functions,

« The ACSP System is inoperative,

The figure below provides the fault tree for this failure condition and allocation to the system
components (equipartition):
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Loss of datalink
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A

Detected loss of Undetected loss of
datalink capability datalink capabil ty
1.00 E-05/H
Det_Loss_DL_Capa Undet_Loss_DL_Capa
‘ Undetected loss of the datalink
Detected loss of Datalink Detected loss of Datalink Undetected loss of Datalink Undetected loss of Datalink capability due to Ground
capability due to ATSU capability due to ACSP System capability due to ATSU capability due to ACSP system Syst
5,00 E-06H 5,00 E-06/H ¥ pabilly ¥ yStems
00 E-06/H 1.00 E-07/H
Det_Loss_Data ATSU Det_Loss_Data ACSP_System Undet_Loss_Data_ATSU Undet_Loss_Data_ACSP_System Undet_Loss_DL_GD_System
Unavailab lity of ATSU Detected loss of datalink
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1.00 E-03/H 1.00 E-05/H
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Detected loss of Datalink Detected loss of Dataink
capab lity due to ATSU capability due to ACSP System
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Det_Loss_Data_ATSU Det_Loss_Data_ACSP_System

Figure 34 : Loss of ATSP datalink capability fault tree.

The following Safety Requirements have been identified to be applicable to the ACSP System:

e SR-SP-01: the likelihood that the datalink ACSP System is unavailable (detected) shall be less than
5.00 E-06/H,

e SR-SP-02: the likelihood that the datalink ACSP System is unavailable (undetected) shall be less than
5.00 E-06/H,

The following Safety Requirements have been identified to be applicable to the ATSU:

e SR-SU-01: the likelihood that the Datalink ATSU is unavailable (detected) shall be less than 5.00 E-06/H,

¢ SR-SU-02: the likelihood that the Datalink ATSU is unavailable (undetected) shall be less than
5.00 E-06/H,

e SR-SU-03: the likelihood that the loss of ADS-C ground systems is detected shall be less than
5.00 E-04/H,

e SR-SU-04: the likelihood that the loss of ADS-C ground systems is undetected shall be less than
5.00 E-06/H,

e SR-SU-05: the likelihood that the CPDLC ground system is unavailable shall be less than 5.00 E-04/H.

6.2.2.3 Erroneous datalink message

The safety requirements regarding corruption of datalink ground system are:

e SR-GD-53: the likelihood of the detected corruption of a message [single aircraft] due to ground systems
shall be less than 1.0E-05/H.

o SR-GD-64: the likelihood of the undetected corruption due to incorrect data [single aircraft] provided by
ATSP shall be less than 1.0E-07/H.

#SR-GD-66: the likelihood of the undetected corruption of a message [single aircraft] due to ground systems
shall be less than 1.0E-07/H.

o SR-GD-74: the likelihood that the ATSP provides incorrect data [single aircraft] shall be less than
1.0E-05/H.
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The potential causes for this failure condition to occur are:

e The ATSU is unable to detect a corrupted message.

e The ATSU corrupts the message, after having checked the end to end integrity, when
processing it.

components (the chosen repartition is 1% undetected and 99% detected, equipartition between ATSU
and incorrect data provided by ATSU):

The figure below provides the fault tree for this failure condition and allocation to the system
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Figure 35 : ATSP Erroneous DATALINK message fault tree.

The following Safety Requirements have been identified to be applicable to the ATSU:
shall be less than 4.95 E-04/H,

e SR-SU-06: the likelihood that the DATALINK ATSU corrupts DATALINK message (downlink or uplink)
e SR-SU-07: the likelihood that the corruption of a datalink message (downlink or uplink) due to incorrect
data provided by the ATSU shall be less than 4.95 E-04/H,

e SR-SU-08: the likelihood that the DATALINK ATSU fails to detect a corrupted message (downlink or
uplink) shall be less than 2.00 E-04/H,

eSR-SU-09: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to the
ATSU shall be less than 4.90 E-06/H.
e SR-SU-10: the likelihood of an undetected corrupted datalink message (downlink or uplink) due to
incorrect data provided by the ATSU shall be less than 4.90 E-06/H,
6.2.2.4 Unexpected datalink message

The safety requirements regarding availability of aircraft communication systems are:
1.4E-04/H,

e SR-GD-52: the likelihood of a delayed message [single aircraft] due to ground systems shall be less than
less than 1.4E-04/H,

e SR-GD-54: the likelihood of the detected delay of a message [single aircraft] due to ground systems shall be
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e SR-GD-55: the likelihood of the detected generation of a spurious message [single aircraft] due to ground
systems shall be less than 7.0E-05/H,

e SR-GD-59: the likelihood of the detected misdirection of a message [single aircraft] due to ground systems
shall be less than 2.9E-04/H,

¢ SR-GD-62: the likelihood of a lost message [single aircraft] due to ground systems shall be less than
7.0E-05/H,

¢ SR-GD-63: the likelihood of a misdirected message [single aircraft] due to ground systems shall be less
than 2.9E-04/H,

¢ SR-GD-67: the likelihood of the undetected delay of a message [single aircraft] due to ground systems shall
be less than 1.4E-06/H,

¢ SR-GD-68: the likelihood of the undetected generation of a spurious message [single aircraft] due to ground
systems shall be less than 7.0E-07/H,

e SR-GD-72: the likelihood of the undetected misdirection of a message [single aircraft] due to ground
systems shall be less than 2.9E-06/H.

The potential causes for this failure condition to occur are:

e The ATSU misbehaves, after having checked the end to end integrity, when processing it,

e The ATSU is unable to detect an unexpected message,

The figure below provides the fault tree for this failure condition and allocation to the system
components (the chosen repartition is 1% undetected and 99% detected):
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Figure 36 : ATSP Unexpected datalink message fault tree.

The following Safety Requirements have been identified to be applicable to the ATSU:

e SR-SU-11: the likelihood that the datalink ATSU spontaneously generates, delays, losses or misdirects a
message (downlink or uplink) shall be less than 9.90 E-04/H,

e SR-SU-12: the likelihood that the datalink ATSU fails to detect an unexpected message (downlink or uplink)
shall be less than 2.00 E-04/H,
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* SR-SU-13: the likelihood of an undetected unexpected datalink message (downlink or uplink) due to the
ATSU shall be less than 9.80 E-06/H.

6.2.2.5 Assurance Level (AL)

In the fault tree related to “Loss of datalink capability”, taking into account:

* The failure condition is classified MAJOR,

» A single failure of any component can lead to the abnormal event,

the Assurance Levels of Data ATSU and of Data ACSP System shall be at least “AL3” as per
ED109A/DO278A [6].

In the fault trees related to “Erroneous datalink message” and “Unexpected datalink message”. taking
into account:

» The erroneous, spurious, delay, loss or misdirection of datalink message is classified MAJOR,
¢ The assumption ASSUMP_GD_01,

the Assurance Level of Data ATSU should be “AL3” and Assurance Level of ACSP Systems should
be at least “AL4”, as per ED109A/D0O278A [6].

The following Safety Requirements have been identified to be applicable to the ATSU:

* SR-SU-14: the Assurance Level of the DATALINK ATSU System shall be at least “AL3", as per
ED109A/DO278A,

The following Safety Requirements have been identified to be applicable to the ACSP System:

* SR-SP-03: the Assurance Level of the DATALINK ACSP System shall be at least “AL3", as per
ED109A/DO278A.

6.2.3 Qualitative safety requirements
The qualitative safety requirements applicable to the ground system are reminded hereafter.

The lines in bold indicate the requirements allocated to the ACSP System, provided that all
requirements are applicable to the ATSU part of the ground system.

Ref. Parameter Title Classification
SR-GD-01 Availability A service shall be established in sufficient time to be available for operational use. | SC3 (Major (MAJ))
SR-GD-02 Availability An ATSU shall permit services only when there are compatible version numbers. SC3 (Major (MAJ))

An indication shall be provided to the controller when a downlink message, requiring a
SR-GD-03 Availability response, is rejected because no response is sent by the controller within the required SC3 (Major (MAJ))
time (ETresponper)-

Detection of ] . ]
SR.GD-04 inappropriate The ATSU system shall process th'e:] ;nsizszge without affecting the intent of the SC3 (Major (MAJ))
message ge.
SR-GD-05 Availability ATSU shall be notified of planned outage of a service sufficiently ahead of time. SC3 (Major (MAJ))

ATSU shall only establish and maintain CPDLC services when the aircraft identification
SR-GD-06 | Corruption of message (either the Registration Marking or the 24-bit Aircraft Address) in data link initiation SC3 (Major (MAJ))
correlates with the ATSU’s corresponding aircraft identification in the current flight plan.

SR-GD-07 | Detection of spurious Each uplink message shall be uniquely identified for a given aircraft-ATSU pair. SC3 (Major (MAJ))
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Ref. Parameter Title Classification
message
Detection of Only the ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall be .
SR-GD-08 misdirected message permitted to send a Next Data Authonity (NDA) message to the aircraft. SC3 (Major (MAJ))
The aircraft identifiers used for data link initiation correlation by the ATSU shall be unique
SR-GD-09 | Corruption of message and unambiguous (e.g. the Aircraft Identification and either the Registration Marking or SC3 (Major (MAJ))
the Aircraft Address).
S The ATSU shall display the indication provided by the aircraft system when a CPDLC -
SR-GD-10 Avaiability connection request initiated by the ground system or the controller is rejected. SC4 (Minor (MIN))
- The ATSU shall provide to the aircraft system an indication when the ATSU rejects a -
SR-GD-11 Availability data link initiation request (logon) initiated by the flight crew. SC4 (Minor (MIN))
Detection of - . R
SR-GD-12 misdirected message The ATSU shall be able to determine the message initiator. SC3 (Major (MAJ))
Detection of corrupted When the ATSU receives a report that has been corrupted, the ATSU shall request .
SR-GD-13 message similar information with a demand report. SC4 (Minor (MIN))
SR-GD-14 Detection of corrupted | The ATSU shall be capab_le qf detecting errors in downli'nk messages that would result in SC3 (Major (MAJ))
message corruption introduced by the communication service.
Detection of spurious The ATSU shall provide unambiguous and unique reference identifier in each ADS .
SR-GD-15 message contract it sends to the aircraft. SC3 (Major (MAJ))
SR.GD-16 iE:tefgoga‘g The ATSU shall detect the absence of a periodic report per the established ADS-C SC3 (Major (MAJ)
i n? gssgg N contract then request similar information with a demand report. )
Detection of - - -
SR-GD-17 misdirected message The ATSU shall correlate each ADS-C report with the contract that prescribed the report. SC3 (Major (MAJ))
SR-GD-18 | Corruption of message The ATSU shall discard any corrupted message. SC4 (Minor (MIN))
- The ATSU shall display the indication provided by the aircraft system when an ADS-C -
SR-GD-19 Availability contract request initiated by the ground system or the controller is rejected. SC4 (Minor (MIN))
SR-GD-20 Detec‘xgsggzzu"ws The ATSU shall indicate in each response to which messages it refers. SC3 (Major (MAJ))
SR-GD-21 Availability The ATSU shall indicate to the controller a detected loss of any service. SC4 (Minor (MIN))
Detection of - .
SR-GD-22 inappropriate The ATSU shall indicate to the c_ontroller the absence of a periodic report per the SC3 (Major (MAJ))
established ADS-C contract.
message
SR.GD-23 Loss of message The ATSU shall indicate to the controller vyhen a message cannot be successfully SC4 (Minor (MIN))
transmitted.
Detection of delayed The ATSU shall indicate to the controller when a required response for a message sent .
e message by the ATSU is not received within the required time (ET+=n). SC3 (Major (MAJ))
Detection of The ATSU shall make the controller aware of any operational message being .
SR-GD-25 misdirected message automatically or manually released. SC3 (Major (MAJ))
The ATSU shall only establish and maintain ADS-C services when the aircraft
i identification (either the Registration Marking or the 24-bit Aircraft Address) in data link -
SR-GD-26 | Comuption of message initiation correlates with the ATSU’s comresponding aircraft identifiers in the current flight SC3 (Major (MAJ))
plan.
Detection of spurious The ATSU shall only send operational messages to an aircraft when provision of the -
Sl message service has been established with that aircraft. SC4 (Minor (MIN))
The ATSU shall perform the correlation function again with any change of the flight
SR-GD-28 | Corruption of message | identification or aircraft identification (either the registration marking or the 24-bit aircraft SC3 (Major (MAJ))
address)
SR-GD-29 | Corruption of message The ATSU shall prohibit operational processing by the controller of a corrupted report. SC4 (Minor (MIN))
Misdirection of The ATSU shall prohibit to the controller operational processing of messages not -
SR-GD-30 message addressed to the ATSU. SC4 (Minor (MIN))
- The ATSU shall provide an indication to the controller when a CPDLC connection for a "
SR-GD-31 Availability given aircraft-ATSU pair is established. SC4 (Minor (MIN))
SR.GD-32 Availability The ATSU shall provide an indication to the controller when an ADS-C contract is SC4 (Minor (MIN))
established.
Detection of The ATSU shall be capable of detecting errors in downlink messages that would result in .
SR-GD-33 misdirected message mis-delivery introduced by the communication service. SC3 (Major (MAJ))
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Ref. Parameter Title Classification
SR.GD-34 Misdirection of The ATSU shall provide_unz_ambiguous and uniquc_a identiﬁt;ation of the origin and SC3 (Major (MAJ)
message destination of each message it transmits.
Misdirection of The ATSU shall be capable to send an indication to the aircraft system whenever a -
SR-GD-35 message message is rejected by the ATSU. SC4 (Minor (MIN))
Detection of ] ] -
SR-GD-36 misdirected message The ATSU shall reject messages not addressed to itself. SC4 (Minor (MIN))
. The ATSU shall replace any previously held application data relating to an aircraft after a .
SR-GD-37 | Corruption of message successful DLIC initiation function. SC3 (Major (MAJ))
SR-GD-38 | Corruption of message The ATSU shall respond to messages in their entirety. SC3 (Major (MAJ))
Detection of spurious The ATSU shall only send operational messages to an aircraft when provision of the -
SR-GD-39 message service has been established with the aircraft. SC4 (Minor (MIN))
SR-GD-40 | Corruption of message The ATSU shall send the route information with the route clearance uplink message. SC3 (Major (MAJ))
Detection of delayed The ATSU shall time stamp to within one second UTC each message when it is released .
SR-GD-41 message for onward transmission. SC3 (Major (MAJ))
SR-GD-42 Mifr‘]’gggggg of The ATSU shall transmit messages to the designated aircraft system. SC4 (Minor (MIN))
SR-GD-43 | Corruption of message The ATSU shall use ADS-C reports ki)’l g:‘r;fggrrl] the route of flight to the ATSU current SC3 (Major (MAJ))
Misdirection of The ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall .
SR-GD-44 message establish an ADS-C contract with the aircraft. SC3 (Major (MAJ))
SR-GD-45 | Corruption of message The controller shall check the correctness an_d the appropriateness of every ADS-C SC3 (Major (MAJ))
report received.
. The controller shall check the correctness and the appropriateness of every ATC -
SR-GD-46 | Comuption of message message received and of every message before sending to the flight crew. SC3 (Major (MAJ))
The controller shall respond or act in timely manner to meet the RCP specification for the .
SR-GD-47 Delay of message concemed ATS function. SC3 (Major (MAJ))
Detection of delayed The controller shall take appropriate action when indicated the aircraft system discarded .
SR-GD-48 message a message whose time stamp exceeds the ET+gx. SC3 (Major (MAJ))
Detection of delaved When the ATSU receives an emergency message whose time stamp is older than the
SR-GD-49 message Y current time minus ET+ry, the ATSU shall display the emergency message to the SC3 (Major (MAJ))
g controller.
The ground system shall correlate the flight identification and aircraft identification (either
. the Registration Marking or the 24-bit Aircraft Address) with the ground system’s .
SR-GD-50 | Corruption of message corresponding identifiers in the current flight plan prior to establishing and maintaining SC3 (Major (MAJ))
data link services.
- The ground system shall provide an indication to the controller, when the ground system .
SR-GD-51 Availability rejects a DLIC Logon or is notified of a DLIC contact failure. SC3 (Major (MAJ))
When a conditional clearance is sent to an aircraft, the ATSU shall establish an ADS-C
contract with the aircraft to ensure the aircraft does not execute the clearance too early )
SR-GD-76 Delay of message or too late (i.e. ATSU be aware aircraft movement occurs without the associated SC3 (Major (MAJ))
condition being met).
When flight plan correlation is performed, either as part of CM or a given application (e.g.
ADS-C), the ATSU system shall only establish and maintain data link services when as a
SR-GD-77 | Corruption of message | minimum the flight identification and aircraft identification (either the Registration Marking SC3 (Major (MAJ))
or the 24-bit Aircraft Address) correlates with the ground system’s corresponding
identifiers in the current flight plan.
When the ATSU receives a message whose time stamp is older than the current time "
SR-GD-78 Delay of message minus ET+ry, the ATSU shall reject the message. SC4 (Minor (MIN))
Detection of delaved When the ATSU receives a periodic or event report whose time stamp is older than the
SR-GD-79 message Y current time minus ET+gx, the ATSU shall request similar information from the message SC4 (Minor (MIN))
9 rejected with a demand report.
SR-GD-80 iE:te(r:go:;a(z; When the ATSU receives an indication from the aircraft system indicating a message has SC4 (Minor (MIN))
B pprop been rejected, the ATSU shall notify the controller.
message
. When there are multiple non-active flight plans and the SYSTEM is in AUTOMODE, the .
SR-GD-81 | Corruption of message | SYSTEM shall prevent the automatic processing of all subsequent departure clearances | SC3 (Major (MAJ))
received after the first for a flight with the same aircraft ID and different unique flight plan
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Table 53: ATSP Qualitative safety requirements
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The following Safety Requirements have been identified to be applicable to the ACSP System:

e SR-SP-04: the DATALINK ACSP System contribution to the establishment of a service shall permit that this
service will be established in a sufficient time to be available for operational use,

e SR-SP-05: the DATALINK ACSP System shall be notified of planned outage of a service sufficiently ahead
of time.

The following Safety Requirements have been identified to be applicable to ATSU:

e SR-SU-15: the DATALINK ATSU contribution to the establishment of a service shall permit that this service
will be established in a sufficient time to be available for operational use,

e SR-SU-16: the DATALINK ATSU shall permit services only when there are compatible version numbers,

e SR-SU-17: the DATALINK ATSU shall provide an indication to the controller when a downlink message,
requiring a response, is rejected because no response is sent by the controller within the required time
(ETRrESPONDER),

e SR-SU-18: the DATALINK ATSU shall process the message without affecting the intent of the message,
e SR-SU-19: the DATALINK ATSU shall be notified of planned outage of a service sufficiently ahead of time,

e SR-SU-20: the DATALINK ATSU shall only establish and maintain CPDLC services when the aircraft
identification (either the Registration Marking or the 24-bit Aircraft Address) in data link initiation
correlates with the ATSU's corresponding aircraft identification in the current flight plan,

e SR-SU-21: the DATALINK ATSU shall uniquely identify each uplink message for a given aircraft-ATSU pair,

e SR-SU-22: only the DATALINK ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall
be permitted to send a Next Data Authority (NDA) message to the aircraft,

e SR-SU-23: the DATALINK ATSU shall use unique and unambiguous aircraft identifiers for data link initiation
correlation (e.g. the Aircraft Identification and either the Registration Marking or the Aircraft Address),

e SR-SU-24: the DATALINK ATSU shall display the indication provided by the aircraft system when a CPDLC
connection request initiated by the ground system or the controller is rejected,

e SR-SU-25: the DATALINK ATSU shall provide to the aircraft system an indication when the ATSU rejects a
data link initiation request (logon) initiated by the flight crew,

e SR-SU-26: the DATALINK ATSU shall be able to determine the message initiator,

e SR-SU-27: the DATALINK ATSU shall request similar information with a demand report, when the ATSU
receives a report that has been corrupted,

e SR-SU-28: the DATALINK ATSU shall be capable of detecting errors in downlink messages that would
result in corruption introduced by the communication service,

o SR-SU-29: the DATALINK ATSU shall provide unambiguous and unique reference identifier in each ADS
contract it sends to the aircraft,

o SR-SU-30: the DATALINK ATSU shall detect the absence of a periodic report per the established ADS-C
contract then request similar information with a demand report,

e SR-SU-31: the DATALINK ATSU shall correlate each ADS-C report with the contract that prescribed the
report,

e SR-SU-32: the DATALINK ATSU shall discard any corrupted message,

e SR-SU-33: the DATALINK ATSU shall display the indication provided by the aircraft system when an ADS-
C contract request initiated by the ground system or the controller is rejected,

o SR-SU-34: the DATALINK ATSU shall indicate in each response to which messages it refers,
e SR-SU-35: the DATALINK ATSU shall indicate to the controller a detected loss of any service,

e SR-SU-36: the DATALINK ATSU shall indicate to the controller the absence of a periodic report per the
established ADS-C contract,

e SR-SU-37: the DATALINK ATSU shall indicate to the controller when a message cannot be successfully
transmitted,
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e SR-SU-38: the DATALINK ATSU shall indicate to the controller when a required response for a message
sent by the ATSU is not received within the required time (ETrn),

e SR-SU-39: the DATALINK ATSU shall make the controller aware of any operational message being
automatically or manually released,

e SR-SU-40: the DATALINK ATSU shall only establish and maintain ADS-C services when the aircraft
identification (either the Registration Marking or the 24-bit Aircraft Address) in data link initiation
correlates with the ATSU's corresponding aircraft identifiers in the current flight plan,

e SR-SU-41: the DATALINK ATSU shall only send operational messages to an aircraft when provision of the
service has been established with that aircraft,

e SR-SU-42: the DATALINK ATSU shall perform the correlation function again with any change of the flight
identification or aircraft identification (either the registration marking or the 24-bit aircraft address),

e SR-SU-43: the DATALINK ATSU shall prohibit operational processing by the controller of a corrupted
report,

e SR-SU-44: the DATALINK ATSU shall prohibit to the controller operational processing of messages not
addressed to the ATSU,

e SR-SU-45: the DATALINK ATSU shall provide an indication to the controller when a CPDLC connection for
a given aircraft-ATSU pair is established,

e SR-SU-46: the DATALINK ATSU shall provide an indication to the controller when an ADS-C contract is
established,

e SR-SU-47: the DATALINK ATSU shall be capable of detecting errors in downlink messages that would
result in mis-delivery introduced by the communication service,

e SR-SU-48: the DATALINK ATSU shall provide unambiguous and unique identification of the origin and
destination of each message it transmits.

e SR-SU-49: the DATALINK ATSU shall be capable to send an indication to the aircraft system whenever a
message is rejected by the ATSU,

e SR-SU-50: the DATALINK ATSU shall reject messages not addressed to itself,

e SR-SU-51: the DATALINK ATSU shall replace any previously held application data relating to an aircraft
after a successful DLIC initiation function,

e SR-SU-52: the DATALINK ATSU shall respond to messages in their entirety,

e SR-SU-53: the DATALINK ATSU shall only send operational messages to an aircraft when provision of the
service has been established with the aircraft,

e SR-SU-54: the DATALINK ATSU shall send the route information with the route clearance uplink message,

e SR-SU-55: the DATALINK ATSU shall time stamp to within one second UTC each message when it is
released for onward transmission,

e SR-SU-56: the DATALINK ATSU shall transmit messages to the designated aircraft system,

e SR-SU-57: the DATALINK ATSU shall use ADS-C reports to conform the route of flight to the ATSU current
flight plan,

e SR-SU-58: the DATALINK ATSU that has control of the aircraft, i.e. Current Data Authority (CDA), shall
establish an ADS-C contract with the aircraft,

e SR-SU-59: the DATALINK ATSU shall check the correctness and the appropriateness of every ADS-C
report received,

e SR-SU-60: the DATALINK ATSU shall check the correctness and the appropriateness of every ATC
message received and of every message before sending to the flight crew,

e SR-SU-61: the DATALINK ATSU shall respond or act in timely manner to meet the RCP specification for the
concerned ATS function,

e SR-SU-62: the DATALINK ATSU shall take appropriate action when indicated the aircraft system discarded
a message whose time stamp exceeds the ETtgn,

e SR-SU-63: the DATALINK ATSU shall display the emergency message to the controller, when the ATSU
receives an emergency message whose time stamp is older than the current time minus ETtgn,
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* SR-SU-64: the DATALINK ATSU shall correlate the flight identification and aircraft identification (either the
Registration Marking or the 24-bit Aircraft Address) with the ground system’s corresponding identifiers in
the current flight plan prior to establishing and maintaining data link services,

* SR-SU-65: the DATALINK ATSU shall provide an indication to the controller, when the ground system
rejects a DLIC Logon or is notified of a DLIC contact failure,

* SR-SU-66: the DATALINK ATSU shall establish an ADS-C contract with the aircraft to ensure the aircraft
does not execute the clearance too early or too late (i.e. ATSU be aware aircraft movement occurs
without the associated condition being met), when a conditional clearance is sent to an aircraft,

* SR-SU-67: the DATALINK ATSU shall only establish and maintain data link services when as a minimum
the flight identification and aircraft identification (either the Registration Marking or the 24-bit Aircraft
Address) correlates with the ground system’s corresponding identifiers in the current flight plan, when
flight plan correlation is performed, either as part of CM or a given application (e.g. ADS-C),

* SR-SU-68: the DATALINK ATSU shall reject the message, when the ATSU receives a message whose time
stamp is older than the current time minus ETtrn,

* SR-SU-69: the DATALINK ATSU shall request similar information from the message rejected with a
demand report, when the ATSU receives a periodic or event report whose time stamp is older than the
current time minus ETrn,

* SR-SU-70: the DATALINK ATSU shall notify the controller, when the ATSU receives an indication from the
aircraft system indicating a message has been rejected,

* SR-SU-71: the DATALINK ATSU shall prevent the automatic processing of all subsequent departure
clearances received after the first for a flight with the same aircraft ID and different unique flight plan
identifier, when there are multiple non-active flight plans and the SYSTEM is in AUTOMODE.

6.2.4 Quantitative performance requirements

The quantitative performance requirements applicable to the ATSP system are reminded hereafter.

Ref. Parameter Value Title

PR SP 01 Transaction Time 12 The maximum transaction time in ACSP system shall be less than 12
— — seconds seconds for any messages in APT, TMA and ENR-1 domains

PR SP 02 Transaction Time 120 The maximum transaction time in ACSP_system shall be less than 120
- - seconds seconds for any messages in ENR-2 domain

The nominal transaction time in ACSP system shall be less than 5

PR_SP_03 Transaction Time 3 seconds seconds for any messages in APT, TMA and ENR-1 domains

. 100 The nominal transaction time in ACSP system shall be less than 100
PR_SP_04 Transaction Time seconds seconds for any messages in ENR-2 domain
PR_SP_05 Availability 99.00% The availability of the ACSP system shall be more than 99.00%
PR_SP_08 Continuity 0.999 the continuity of the ACSP system shall be more than 0.999

The maximum transaction time in ATSU system shall be less than 7

PR_SU_01 Transaction Time 7 seconds seconds for any messages in APT, TMA and ENR-1 domains

The maximum transaction time in ATSU system shall be less than 5

PR_SU_02 Transaction Time S seconds seconds for any messages in ENR-2 domain

The nominal transaction time in ATSU system shall be less than 3

PR_SU_03 Transaction Time 3 seconds seconds for any messages in APT, TMA and ENR-1 domains

] The nominal transaction time in ATSU system shall be less than 3
PR_SU_04 Transaction Time 3 seconds seconds for any messages in ENR-2 domain

PR_SU_05 Availability 99.95% The availability of the ATSU system shall be more than 99.95%

PR_SU_08 Continuity 0.999 the continuity of the ATSU system shall be more than 0.999

Table 54: ATSP Quantitative performance requirements

6.2.4.1 Transaction Time (Continuity)

The performance requirements regarding transaction time of message by ACSP system are:

» The maximum transaction time (one way) in ACSP system shall be less than 12 seconds for any
messages (PR_SP_01);
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« The nominal transaction time (one way) in ACSP system shall be less than 5 seconds for any messages
(PR_SP_03);

» The continuity of the ACSP system shall be more than 0.999 (PR_SP_08).

The performance requirements regarding transaction time of message by ATSU are:

» The maximum transaction time (one way) in ATSU shall be less than 5 seconds for any messages
(PR_SU_02);

« The nominal transaction time (one way) in ATSU shall be less than 3 seconds for any messages
(PR_SU_03 & PR_SU_04),

» The continuity of the ATSU shall be more than 0.999 (PR_SP_08).

There is no decomposition of the ACSP system and ATSU into sub-systems. As such:

The following Performance Requirements have been identified to be applicable to the ACSP System:

* PR-SP-01: The nominal delay introduced by the ACSP System for a one way transmission (downlink or
uplink) shall be less than 5 seconds,

« PR-SP-02: The maximum delay introduced by the ACSP System for a one way transmission (downlink or
uplink) shall be less than 12 seconds,

* PR-SP-05: The continuity of the ACSP system shall be more than 0.999.

The following Performance Requirements have been identified to be applicable to the ATSU:

e PR-SU-01: The nominal delay introduced by the ATSU including interface delays for a one way
transmission (downlink or uplink) shall be less than 3 seconds,

e PR-SU-02: The maximum delay introduced by the ATSU including interface delay for a one way
transmission (downlink or uplink) shall be less than 5 seconds,

* PR-SU-05: The continuity of the ATSU shall be more than 0.999.

6.2.4.2 Availability

The performance requirements regarding availability of ATSP system is:
* PR_SP_05: The availability of the ACSP system shall be more than 99.95%,

e PR_SU_05: The availability of the ATSU shall be more than 99.95%.

In order to fulfill this availability requirement, the likelihood that the aircraft system is unavailable has to be less
than 5.0 E-04/FH.

The requirements SR-SP-01 and SR-SU-01 lead to a probability of loss less that 1.0 E-05/H which is deemed
acceptable.

Thus there is no need to define a more stringent quantitative availability requirement, and Safety requirements
SR-SP-01 and SR-SU-01 still applicable for Performance.

6.2.5 Qualitative performance requirements

The qualitative performance requirements applicable to the ATSP system are reminded hereafter:

Ref. Parameter Title
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The ACSP system shall be capable of detecting ACSP failures and configuration

PR_SP_06 Availability changes that would cause the communication service to no longer meet the

requirements for the intended function.

When the ACSP communication capability no longer meets the requirements for the
intended function, the ACSP system shall provide indication to the ATSU system.
The ATSU system shall be capable of detecting ATSU failures and configuration

PR_SU_06 Availability changes that would cause the communication service to no longer meet the

requirements for the intended function.

When the ATSU communication capability no longer meets the requirements for the

intended function, the ATSU system shall provide indication to the controller.

Table 55: ATSP Qualitative performance requirements

PR_SP_07 Availability

PR_SU_07 Availability

The following Performance Requirements have been identified to be applicable to the ACSP System:
* PR-SP-03: The ACSP System shall indicate a detected loss of DATALINK services,

* PR-SP-04: The ACSP System shall indicate when a message cannot be successfully transmitted

The following Performance Requirements have been identified to be applicable to the ATSU System:
e PR-SU-03: The ATSU System shall indicate a detected loss of DATALINK services,

e PR-SU-04: The ATSU System shall indicate when a message cannot be successfully transmitted

6.3 Summary of Safety and Performance requirements
applicable to ACSP System and ATSU

6.3.1 Summary of Safety and Performance requirements applicable
to ACSP System

the likelihood that the datalink ACSP System is unavailable (detected)

SR-SP-01 shall be less than 5.00 E-06/H SR-GD-73
_ap. the likelihood that the datalink ACSP System is unavailable (undetected) ey
SR-SP-02 shall be less than 5.00 E-06/H SR-GD-60

SR-SP-03 the Assurance Level of the DATALINK ACSP System shall be at least

“AL3", as per ED109A/DO278A
the DATALINK ACSP System contribution to the establishment of a
SR-SP-04 service shall permit that this service will be established in a sufficient SR-GD-01
time to be available for operational use
the DATALINK ACSP System shall be notified of planned outage of a

SR-SP-05 - ) - SR-GD-05
service sufficiently ahead of time
ap. The nominal delay introduced by the ACSP System for a one way
FRESE transmission (downlink or uplink) shall be less than 5 seconds et
PR-SP-02 The maximum delay introduced by the ACSP System for a one way PR_SP_03

transmission (downlink or uplink) shall be less than 12 seconds
PR-SP-03 The ACSP System shall indicate a detected loss of DATALINK services PR SP 06
PR-SP-04 The ACSP System shall indicate when_ a message cannot be PR SP 07

successfully transmitted - =
PR-SP-05 The continuity of the ACSP system shall be more than 0.999 PR SP 08
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6.3.2 Summary of Safety and Performance requirements applicable

to ATSU
Ref. Title Source
a1 the likelihood that the Datalink ATSU is unavailable (detected) shall be 0.
SR-SU-01 less than 5.00 E-06/H SR-GD-73
the likelihood that the Datalink ATSU is unavailable (undetected) shall be
SR-SU-02 less than 5.00 E-06/H SR-GD-60
the likelihood that the loss of ADS-C ground systems is detected shall be
SR-SU-03 less than 5.00 E-04/H SR-GD-56
P the likelihood that the loss of ADS-C ground systems is undetected shall AR
SR-SU-04 be less than 5.00 E-06/H SR-GD-69
the likelihood that the CPDLC ground system is unavailable shall be less
SR-SU-05 than 5.00 E-04/H SR-GD-61
SR-SU-06 the likelihood that the DATALINK ATSU corrupts DATALINK message SR-GD-53, SR-GD-64,
(downlink or uplink) shall be less than 4.95 E-04/H SR-GD-66, SR-GD-74
the likelihood that the corruption of a datalink message (downlink or ey AN
SR-SU-07 uplink) due to incorrect data provided by the ATSU shall be less than z';_g%fé 2‘;_%%_671
4.95 E-04/H ’
the likelihood that the DATALINK ATSU fails to detect a corrupted
SR-SU-08 message (downlink or uplink) shall be less than 2.00 E-04/H SR-GD-53, SR-GD-74
a1 the likelihood of an undetected corrupted datalink message (downlink or ey N
SR-SU-09 uplink) due to the ATSU shall be less than 4.90 E-06/H SR-GD-66, SR-GD-74
the likelihood of an undetected corrupted datalink message (downlink or
SR-SU-10 uplink) due to incorrect data provided by the ATSU shall be less than SR-GD-64, SR-GD-74
4.90 E-06/H
the likelihood that the datalink ATSU spontaneously generates, delays, SR-GD-52, SR-GD-54,
SR-SU-11 losses or misdirects a message (downlink or uplink) shall be less than SR-GD-55, SR-GD-59,
9.90 E-04/H SR-GD-62, SR-GD-63
SR-SU-12 the likelihood that the datalink ATSU fails to detect an unexpected gg:gg:gg' gs:gg:gg'
message (downlink or uplink) shall be less than 2.00 E-04/H SR-GD-62' SR-GD-63,
SR-SU-13 | the likelihood of an undetected unexpected datalink message (downlink gz:gg:gg g::gg:g.z,
or uplink) due to the ATSU shall be less than 9.80 E-06/H SR-GD-68‘ SR-GD-72’
SR-SU-14 the Assurance Level of the DATALINK ATSU shall be at least “AL3”, as
per ED109A/DO278A
the DATALINK ATSU contribution to the establishment of a service shall
SR-SU-15 permit that this service will be established in a sufficient time to be SR-GD-01
available for operational use
_all the DATALINK ATSU shall permit services only when there are M
bty compatible version humbers SR-GD-02
the DATALINK ATSU shall provide an indication to the controller when a
SR-SU-17 downlink message, requiring a response, is rejected because no SR-GD-03
response is sent by the controller within the required time (ETresponDER)
the DATALINK ATSU shall process the message without affecting the
SR-SU-18 intent of the message SR-GD-04
SR-SU-19 the DATALINK ATSU shall be notified of planned outage of a service SR-GD-05
sufficiently ahead of time
the DATALINK ATSU shall only establish and maintain CPDLC services
_al ] when the aircraft identification (either the Registration Marking or the 24- e
SR-SU-20 bit Aircraft Address) in data link initiation correlates with the ATSU’s SR-GD-06
corresponding aircraft identification in the current flight plan
SR-SU-21 the DATALINK ATSU sh_all unlquely identify ea_ch uplink message for a SR-GD-07
given aircraft-ATSU pair
only the DATALINK ATSU that has control of the aircraft, i.e. Current
SR-SU-22 Data Authority (CDA), shall be permitted to send a Next Data Authority SR-GD-08
(NDA) message to the aircraft
the DATALINK ATSU shall use unique and unambiguous aircraft
SR-SU-23 | identifiers for data link initiation correlation (e.g. the Aircraft Identification SR-GD-09
and either the Registration Marking or the Aircraft Address)
a1 the DATALINK ATSU shall display the indication provided by the aircraft e
SR-SU-24 system when a CPDLC connection request initiated by the ground system SR-GD-10
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Ref. Title Source
or the controller is rejected
the DATALINK ATSU shall provide to the aircraft system an indication
SR-SU-25 when the ATSU rejects a data link initiation request (logon) initiated by SR-GD-11
the flight crew
SR-SU-26 the DATALINK ATSU shall be able to determine the message initiator SR-GD-12
the DATALINK ATSU shall request similar information with a demand
it report, when the ATSU receives a report that has been corrupted SR-GD-13
the DATALINK ATSU shall be capable of detecting errors in downlink
SR-SU-28 messages that would result in corruption introduced by the SR-GD-14
communication service
the DATALINK ATSU shall provide unambiguous and unique reference
SR-SU-29 identifier in each ADS contract it sends to the aircraft SR-GD-15
the DATALINK ATSU shall detect the absence of a periodic report per the
SR-SU-30 established ADS-C contract then request similar information with a SR-GD-16
demand report
the DATALINK ATSU shall correlate each ADS-C report with the contract
SRS that prescribed the report SR-GD-IY
SR-SU-32 the DATALINK ATSU shall discard any corrupted message SR-GD-18
the DATALINK ATSU shall display the indication provided by the aircraft
SR-SU-33 system when an ADS-C contract request initiated by the ground system SR-GD-19
or the controller is rejected
SR-SU-34 | the DATALINK ATSU shall |nd|ce::e; el?efsach response to which messages SR-GD-20
the DATALINK ATSU shall indicate to the controller a detected loss of
SR-SU-35 any service SR-GD-21
the DATALINK ATSU shall indicate to the controller the absence of a
SRESUSS periodic report per the established ADS-C contract i
the DATALINK ATSU shall indicate to the controller when a message
SR-SU-37 cannot be successfully transmitted SR-GD-23
the DATALINK ATSU shall indicate to the controller when a required
SR-SU-38 response for a message sent by the ATSU is not received within the SR-GD-24
required time (ETtrn)
a1 the DATALINK ATSU shall make the controller aware of any operational M.
SR-SU-39 message being automatically or manually released e
the DATALINK ATSU shall only establish and maintain ADS-C services
g when the aircraft identification (either the Registration Marking or the 24- ey
SR-SU-40 | "\it Aircraft Address) in data link initiation correlates with the ATSU’s SR-GD-26
corresponding aircraft identifiers in the current flight plan
g the DATALINK ATSU shall only send operational messages to an aircraft AR
SR-SU-41 when provision of the service has been established with that aircraft SR-GD-27
the DATALINK ATSU shall perform the correlation function again with any
SR-SU-42 change of the flight identification or aircraft identification (either the SR-GD-28
registration marking or the 24-bit aircraft address)
the DATALINK ATSU shall prohibit operational processing by the
bt controller of a corrupted report SR-GD-29
g the DATALINK ATSU shall prohibit to the controller operational 0.
SRSU44 processing of messages not addressed to the ATSU SREGD=50
the DATALINK ATSU shall provide an indication to the controller when a
SR-SU-45 CPDLC connection for a given aircraft-ATSU pair is established SR-GD-31
the DATALINK ATSU shall provide an indication to the controller when an
SR-SU-46 ADS-C contract is established SR-GD-32
the DATALINK ATSU shall be capable of detecting errors in downlink
SR-SU-47 messages that would result in mis-delivery introduced by the SR-GD-33
communication service
g the DATALINK ATSU shall provide unambiguous and unique AR
SR-SU-48 identification of the origin and destination of each message it transmits SR-GD-34
the DATALINK ATSU shall be capable to send an indication to the aircraft
el system whenever a message is rejected by the ATSU SR-GD-35
SR-SU-50 the DATALINK ATSU shall reject messages not addressed to itself SR-GD-36
a1 the DATALINK ATSU shall replace any previously held application data D).
e relating to an aircraft after a successful DLIC initiation function SREGDSE
SR-SU-52 the DATALINK ATSU shall respond to messages in their entirety SR-GD-38
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Ref. Title Source
the DATALINK ATSU shall only send operational messages to an aircraft
SR-SU-53 when provision of the service has been established with the aircraft SR-GD-39
SR-SU-54 the DATALINK ATSU shall send the route information with the route SR-GD-40
clearance uplink message
SR-SU-55 the DATALINK ATSU sh'al! time stamp to within one secpnq UTC each SR-GD-41
message when it is released for onward transmission
SR-SU-56 the DATALINK ATSU shall transrsnylgtr:;ssages to the designated aircraft SR-GD-42
the DATALINK ATSU shall use ADS-C reports to conform the route of
SR-SU-57 flight to the ATSU current flight plan SR-GD-43
the DATALINK ATSU that has control of the aircraft, i.e. Current Data
SR-SU-58 |~ authority (CDA), shall establish an ADS-C contract with the aircraft SR-GD-44
the DATALINK ATSU shall check the correctness and the
bt appropriateness of every ADS-C report received SR-GD-45
the DATALINK ATSU shall check the correctness and the
SR-SU-60 appropriateness of every ATC message received and of every message SR-GD-46
before sending to the flight crew
the DATALINK ATSU shall respond or act in timely manner to meet the
SR-SU-61 RCP specification for the concerned ATS function SR-GD-47
the DATALINK ATSU shall take appropriate action when indicated the
SR-SU-62 aircraft system discarded a message whose time stamp exceeds the SR-GD-48
ETtrn
the DATALINK ATSU shall display the emergency message to the
SR-SU-63 | controller, when the ATSU receives an emergency message whose time SR-GD-49
stamp is older than the current time minus ETirn
the DATALINK ATSU shall correlate the flight identification and aircraft
a1 identification (either the Registration Marking or the 24-bit Aircraft 0.
SRSUGS Address) with the ground system’s corresponding identifiers in the current SR-GD-50
flight plan prior to establishing and maintaining data link services
the DATALINK ATSU shall provide an indication to the controller, when
SR-SU-65 the ground system rejects a DLIC Logon or is notified of a DLIC contact SR-GD-51
failure
the DATALINK ATSU shall establish an ADS-C contract with the aircraft
to ensure the aircraft does not execute the clearance too early or too late
SR-SU-66 (i.e. ATSU be aware aircraft movement occurs without the associated I
condition being met), when a conditional clearance is sent to an aircraft
the DATALINK ATSU shall only establish and maintain data link services
when as a minimum the flight identification and aircraft identification
a1 (either the Registration Marking or the 24-bit Aircraft Address) correlates D).
SR-SU-67 with the ground system’s corresponding identifiers in the current flight SREGOSE
plan, when flight plan correlation is performed, either as part of CM or a
given application (e.g. ADS-C)
a1 the DATALINK ATSU shall reject the message, when the ATSU receives D).
SR-SU-68 | 5 message whose time stamp is older than the current time minus ETrrn SR-GD-78
the DATALINK ATSU shall request similar information from the message
SR-SU-69 rejected with a demand report, when the ATSU receives a periodic or SR-GD-79
event report whose time stamp is older than the current time minus ETrn
the DATALINK ATSU shall notify the controller, when the ATSU receives
SR-SU-70 an indication from the aircraft system indicating a message has been SR-GD-80
rejected
the DATALINK ATSU shall prevent the automatic processing of all
QL subsequent departure clearances received after the first for a flight with AR
SR-SU-T1 the same aircraft ID and different unique flight plan identifier, when there SR-GD-81
are multiple non-active flight plans and the SYSTEM is in AUTOMODE
PR-SU-01 The nominal delay |qtroduced py the AT§U including interface delays for PR SU 03, PR SU 04
a one way transmission (downlink or uplink) shall be less than 3 seconds - = - =
Py The maximum delay introduced by the ATSU including interface delay for
PRS0 a one way transmission (downlink or uplink) shall be less than 5 seconds FR_SHLG2
PR-SU-03 The ATSU shall indicate a detected loss of DATALINK services PR_SU 06
a1 The ATSU shall indicate when a message cannot be successfully
PR-SU-04 transmitted PR_SU_07
PR-SU-05 The continuity of the ATSU shall be more than 0.999 PR_SU 08
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List of Assumptions

Ref Phase Assumption Justification
P Consistent with Eurocae/RTCA approach: a failure during DATALINK initiation doesn’t have
ASSUMP IPr 01 Services / E::st:jxe:rz::ﬁ?iimter:‘et ggxigfgilgstgnés;gtﬁonal direct operational effects. However it can have effects during the use of the others
- - Application g P applications (CPDLC and ADS-C). So the safety requirements concerning CM messages are
Hazards. - . N
determined by studying all the others applications.
Software Future DATALINK implementation within aircraft
systems are expected to be developed at least Additional guidance on acceptable risk and software considerations defined in the ED228
ASSUMP_IPr_02 Assurance
Allocation ED12C/DO178C [7] based Development Assurance document.

Level consistent with its failure condition categorization.

ASSUMP_IPr_03

Definition of new
operational hazard

This event includes the combination between one
system detected loss of capability and the other system
undetected loss of capability.

The undetected loss of one system can occur after the detected loss of the other system and
leading to an undetected failure to exchange any message with more than one aircraft until
the more or less longer detection by the controller.

ASSUMP_IPr_04

Definition of AE

Abnormal Events concerning all the messages at
Means of Communication level associated to one
aircraft are grouped as single event: “permanent failure
to communicate with one aircraft” (Availability of
aircraft).

A failure on a message at Means of Communication level (corruption, loss...), is detected
thanks to the external mitigation means such as time stamps, checksum... at upper layers.
The detection of this failure induces a clarification between controllers and flight crew. Then,
following messages will be carefully watched; controllers will detect that there is a permanent
failure on DATALINK communication chain with the aircraft.

ASSUMP_IPr_05

Definition of AE

Abnormal Events concerning all messages at Iris
Precursor level associated to more than one aircraft are
grouped as single event: "permanent failure to
communicate with more than one aircraft” (Availability
of provision).

A failure on a Means of Communication message (corruption, loss...), is detected thanks to
the external mitigation means such as time stamps, checksum... at upper layers. The
detection of this failure induces a clarification between controllers and flight crew. Then,
following messages will be carefully watched; controllers will detect that there is a permanent
failure on DATALINK communication chain.

ASSUMP_IPr_06

Evaluation of
severity

Simultaneous loss of all applications (CPDLC and ADS-
C) for one aircraft is not more critical that independent
failure of each application for one aircraft.

This assumption seems coherent because DATALINK application has never been considered
as a reduction mean to mitigate the loss of another application. For example,
OH_ED228_CPDLC_01 (failure to exchange CPDLC messages with a single aircraft) is not
mitigated by the utilization of ADS-C.

ASSUMP_IPr_07

Evaluation of
severity

Simultaneous loss of all applications (CPDLC and ADS-
C) for one aircraft is not more critical than independent
failure of each application for one aircraft.

This assumption must be validated by working group 78. However, this assumption seems
coherent because DATALINK application has never been considered as a reduction mean to
mitigate the loss of another application.

ASSUMP_IPr_08

Allocation of SR

The probability that all the ground systems (except
common mode failures) are unavailable is assumed to
be less than 1.0 10° per flight hour

The probability that all the ground systems (except common mode failures) are unavailable is
less than the product between the probability of the loss of CPDLC capability [single aircraft]
and the probability of the loss of ADS-C capability [single aircraft]
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List of Assumptions

Ref

ASSUMP_IPr_09

Phase

Allocation of SR

Assumption

The probability that all the aircraft systems (except
common mode failures) are unavailable is assumed to
be less than 1.0 10° per flight hour

Justification

The probability that all the aircraft systems (except common mode failures) are unavailable is
less than the product between the probability of the loss of CPDLC capability [single aircraft]
and the probability of the loss of ADS-C capability [single aircraft]

ASSUMP_IPr_10

Definition of AE

Failure concerning the “messages associated to one
aircraft” can occur in case of failure in the airborne part
of the Means of Communication.

A failure of ground part of the Means of Communication cannot concern only one aircraft.

ASSUMP_IPr_11

Definition of AE

Failures affecting some messages are not considered.

These failures are considered as equivalent to a succession of failure concerning one
message.

Aeronautical Operational Control (AOC) services are

- AOC services are mainly used to exchange information between the aircraft and the airlines
(for example to prepare / optimize the maintenance of the aircraft). They are not considered in
Working Group 78 documents.

- From a safety point of view, AOC services are less critical than ATS services. So safety

Services / . . requirements defined by considering the ATS services should be more stringent than safety
ASSUME_IFr_12 Application ggta::c;r;ssldered in the present safety and performance requirements that could be defined by considering AOC services.
yses. - From a performance point of view, it is considered that performance requirements defined in
ED228 document (i.e. availability and transaction times) for ATS services are sufficient to use
AOC services efficiently. Note: other performance requirements such as volume requirement
(capacity) are considered to be out-of-scope of this safety analysis.
Software Future DATALINK implementation within aircraft B _ _ . _ _
ASSUMP IPr 13 Assurance systems are expected to be developed at least _ Additional guidance on acceptable risk and software considerations defined in the ED228
- - Allocation ED109A/DO278A [6] based Assurance Level consistent | document.

with its failure condition categorization.

ASSUMP_AC_01

Communication
System Allocation

The end-to-end integrity checks are performed by the
ATS application within the End System.

Consistent with the current architecture.

ASSUMP_GD_01

ATSP System

The end-to-end integrity checks are performed by the

Consistent with the current architecture.

Allocation ATSU System.
Table 56: List of Assumptions
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8 Security Analysis

The security analysis was performed and led by Inmarsat under ESA Iris Precursor project. SESAR
15.02.05 project was involved in the security activity as reviewer.

The security analysis and the conclusion are compiled in the referenced document below:

- [8] Iris Precursor — System Security Technical Note — IrisPre-C-GS-TN-0019-INM V1.1 July
23, 2015

This document will only be available upon request to SESAR JU directly and sharing is limited by
contractual agreement between ESA and SESAR.
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Appendix A : Hazard Classification Matrix (ED78A [5])

Hazard Class

1 (most severe)

2

3

4

5 (least severe)

Effect on Operations

Mormally with hull loss.
Total loss of flight
control, mid-air collision,
flight into terrain or high
speed surface
movement collision.

Large reduction in
safety margins ar
aircraft functional
capabilities.

Significant reduction in
safety margins or
aircraft functional
capabilities.

Slight reduction in
safety margins ar
aircraft functional
capabilities.

Mo effect on operational
capahilities or safety

Effect on Occupants

Multiple fatalities.

Serious or fatal injury to
a small number of

Physical distress,
possibly including

Physical discomfort.

Inconvenience.

incapacitation.

excessive workload
impairs ability to
perfarm tasks.

possibly including
injuries or significant
increase in workload.

workload.

passengers or cabin injuries.
Crew.
Effect on Air crew Fatalities or Physical distress or Physical discomfiort, Slight increase in Mo effect on flight crew.

Effect on Air Traffic
Service

Total loss of separation.

Large reduction in
separation or a total
loss of air traffic control
for a significant period
of time.

Significant reduction in
separation or significant
reduction in air traffic
control capahility .

Slight reduction in
separation or slight
reduction in air traffic
control capability.
Significant increase in
air traffic controller
workload.

Slight increase in air
traffic controller
waorkload.
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Abnormal Events Environmental Conditions External Mitigation Means Operational Hazards
AE Ref AE EC1Ref | EC1 EC2Ref | EC2 | EC3Ref | EC3 ! EMM 1 EMM 1 FIS | 2 EMM 2 | EN 2 | EMM 3 Ref | EMM 3 | EN 3 OH Ref OH
Ground system Unexpected interruption
mge detects ﬂh?t aot Failure OH_ED228_CPDLC_07 of a CPDLC transaction
isan message has n [single aircraft]
Cu_02 a uplink EMM_04 been r_esponded to L fCPDLC
is message within the Success OH_ED228_CPDLC_01 08S O & 01!
. related to expected time capability [single aircraft]
via CPDLC Ground system Unexpected interruption
application Message detects uh?t aot Failure OH_ED228_CPDLC_07 of a CPDLC transaction
isa message has n [single aircraft]
Cu_02 b downlink EMM_04 been responded to Loss of CPDLC
message within the
Undetected g itninthe Success OH_ED228 CPDLC_01 [ oo G inale aireraft
loss of one expected time
AE_01 | message at Iris Ground system _ Undetected loss of ADS-
Precursor level Message detects that a Failure OH_ED228_ADSC_01u C capa_btclll-tgﬂ[smgle
cu02a | san EMM_04 | Message has not aircraf)
uplink been responded to Detected loss of ADS-C
M;fége uis message . Wﬂhlgdﬂrm Success OH_ED228_ADSC_01d capability [single aircraft]
CU_01_b ADS-C Ground system Undetected loss of ADS-
application Message detects that a Failure OH_ED228_ADSC_01u C capability [single
isa message has not aircraft]
Cu_02.b downlink EMM_04 been responded to Detected loss of ADS-C
within the
message expectlgd tone Success OH_ED228_ADSC_01d capability [single aircrafi]
Undetected reception of
Uplink Flight Crew Failure OH_ED228_CPDLC_03u a cormmupted CPDLC
message is Aircraft system Failure EMM_01 detects uplli;\k messag [smgle-alru‘aﬂ]
CU 04 a | comupted | ye oo | detects and rejects inappropriate Detected reception of a
_U4_ into an L corrupted uplink Success OH_ED228_CPDLC_03d conupteq CPD_LC
Message existing g message [single aircraft] |
; Detected reception of a
isan other UM
CU_02_a uplink Success OH_ED228_CPDLC_03d corrupted CPDLC
ge message [single aircraft]
Uplink
message is
Undetected . corrupted Loss of CPDLC
corruption of ergsl;;zgeu;s Cu_04. b into an OH_ED228_CPDLC_01 capability [single aircraft]
AE_02 | onemessage | CU_01_a CPDLC unexisting
at Iris Precursor application UM
level Downlink Undetected reception of
message is Ground system Failure OH_ED228_CPDLC_03u a commupted CPDLC
corrupted detects and rejects message [single aircraft]
cu3 a into an EMM_03 | comupted downlink Detected reception of a
msage existing messages. Success OH_ED228_CPDLC_03d corrupted CPDLC
cu2b | =2 other DM message [single aircraft] |
- ini Downlink
essae messagtgdns Ls f CPDLC
corrupt 0ss Of
CU_03 b intq 1'" OH_ED228_CPDLC_01 capability [single aircraft]
unexisting
DM
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Abnormal Events Environmental Conditions External Mitigation Means Operational Hazards
AE Ref AE EC 1 Ref EC1 EC2Ref | EC2 | EC3Ref EC3 Enat EMM 1 EMM1F/s [ EMM2 EMM 2 EMM2 | Emm 3 Ref | Emm3 | EMM3 OH Ref OH
Undetected reception of
Uplink ng‘;;':’ Failure OH_ED228_ADSC_03u a corrupted ADS-C
sty Ground system Failure | EMM_09 | downlink message [single aircraft]
corrup detects and rejects message is Detected reception of a
CU_04_a into an EMM_03 - rrupted downlink inappropriate | Success OH_ED228_ADSC_03d corrupted ADS-C
existing ; o me: single aircraft
Mgssage other uplink = Detected reception of a
Cu_02_b isa message Success OH_ED228_ADSC_03d corrupted ADS-C
- downlink message [single aircraft]
message Uphink
message is
corrupted
4 Detected loss of ADS-C
Undetected . CU_04_b into an OH_ED228_ADSC_01d i .
corruption of Meslas;:ge to,s unexi_sting capability [single aircraft]
AE_02 | onemessage | cu_o1_b “i\Ds % uplink
at Iris Precursor licatio message
level application Uplink Undetected reception of
message is . Failure OH_ED228_ADSC_03u a corrupted ADS-C
Aircraft system — — — " N
cuoaa| oo | Emm op | detects and reiects message [single aireraf
- - existing - corrupted uplink Detected reception of a
Message other uplink messages Success OH_ED228_ADSC_03d corrupted ADS-C
cU 02 is an message message [single aircrafi]
U02a | ypiink Downiink
message is
corrupted
. Detected loss of ADS-C
CU_03_b . rl'r;tz ;'nng OH_ED228 ADSC_01d [ i o ol aircraft
downlink
message
Unexpected interruption
OH_ED228_CPDLC_07 | ofa CPDLC transaction
Flight Crew | Failure [single aircraft]
Message Aircraft system Falure [ Emm_o1 | detects upink Undetected reception of
cU 02 a is an EMM o7 | detects and rejects i:‘essag‘?ate OH_ED228_CPDLC_05u | an unintended CPDLC
e uplink -7 | misdirected uplink appropn message [single aircrafi]
message messages Detected reception of an
Success OH_ED228_CPDLC_05d unintended CPDLC
Undetected me: single aircrafi]
n B o
S Message is Detected reception of an
misdirection of related i Success OH_ED228_CPDLC_05d unintended CPDLC
AE03 | onemessage | CUOLa | cppic message [single aircraft]
a nslevzfursor application Unexpected interruption
OH_ED228_CPDLC_07 | ofa CPDLC transaction
Controller Failure [single aircraft]
Ground system detects Undetected reception of
Message Y Failure EMM_09 downlink OH_ED228_CPDLC_05u | an unintended CPDLC
P detects and rejects : L . a C -
isa g message is message [single aircraft]
CuU_02_b downlink EMM_08 misdirected . “at d
in downlink inappropnate Detected reception of an
message messages Success OH_ED228_CPDLC_05d unintended CPDLC
me: single aircrafi]
Detected reception of an
Success OH_ED228_CPDLC_05d unintended CPDLC
je [single aircraft]
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on
Abnormal Events Environmental Conditions External Mitigation Means Operational Hazards
AE Ref AE EC 1 Ref EC1 EC2Ref | EC2 | EC3Ref EC3 Enat EMM 1 EMM1F/s [ EMM2 EMM 2 EMM2 | Emm 3 Ref | Emm3 | EMM3 OH Ref OH
Unexpecteq interruption
Controller | £ajjyre OH_ED228_ADSC_07 e b
Ground system . detects repol [single
Message detects and reiects Failure EMM_09 downlink aircrafi]
CcU 02 b isa EMM 08 misdirect ecji message is Detected reception of
— = downlink — i link inappropriate | Success OH_ED228_ADSC_05 an unintended ADS-C
message me: single aircraft
= Detected reception of
e Message is Success OH_ED228_ADSC_05 | an unexpected ADS-C
AE_03 | one message CcU 01 b related to message [single aircraft]
= at Iris Precursor - = ADS-C Unexpected interruption
application ) " of the delivery of an
level Flight Crew Failure OH_ED228 ADSC_07 ADS-C Tt Isinal
) . detects uplink report [single
Message Aircraft system Failure EMM_01 % is aircraft]
isan detects and rejects ; : Detected reception of
Cu 02 a uplink EMM_07 misdirected uplink inappropriate Success OH_ED228_ADSC_05 an unexpected ADS-C
message message [single aircraft]
Detected reception of
Success OH_ED228 ADSC_05 an unexpected ADS-C
message [single aircraft]
Undetected reception of
ﬁnG‘:’s‘t‘;"‘:;m’:‘nk Flight Crew | Failure OH_ED228_CPDLC_05u | an unintended CPDLC
messages Failure EMM_01 detects uplli:k message [single aircraft]
EMM_ps | Arcraft system in iate Detected receplion of an
- checks the time appropn - recep
M stamp of a delayed Success OH_ED228_CPDLC_05d unintended CPDLC
is ange upli':u( message [single aircraft]
CU_02_a uplink and rejects it Detected reception of an
message Success OH_ED228_CPDLC_05d unintended CPDLC
g message [single aircraft]
Ground system Unexpected interruption
detects thata Failure OH_ED228_CPDLC_07 of a CPDLC transaction
EMM 04 message has not [single aircraft]
- been responded to
Undetected within the Success OH_ED228_CPDLC_01 Loss of CPDLC
delay of one Message is expected time - - - capability [single aircraft]
AE 04 message at cUO01a related to
— Means of = CPDLC
Communication application Aircraft system Controller Undetected reception of
level time stamps detects Failure OH_ED228_CPDLC_05u an unintenqed CF_’DLC
downlink Eailure EMM_09 link message [single aircrafi]
messages is
EMM_05 | Ground system _message i
checks the time inappropriate Detected reception of an
M%SSGQG stamp of a delayed Success OH_ED228_CPDLC_05d unintended CPDLC
Isa downlink e me single aircraft
CU_02 b own g
downlink and rejects it Detected reception of an
message Success OH_ED228_CPDLC_05d unintended CPDLC
message [single aircraft]
Ground system Unexpected interruption
detects that a Failure OH_ED228_CPDLC_07 of a CPDLC transaction
EMM 04 | message has not [single aircraft]
~ | beenrespondedto Loss of CPDLC
. wnm:d tlt\jt-!rne Success OH_ED228_CPDLC_01 capability [single aircraf]
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AE Ref AE EC 1 Ref EC1 EC2Ref | EC2 | EC3Ref EC3 Enat EMM 1 EMM1F/s [ EMM2 EMM 2 EMM2 | Emm 3 Ref | Emm3 | EMM3 OH Ref OH
. Unexpected interruption
Aircraft system Controller of the deliv
" " ery of an
nmgrs detects Failure OH_ED228_ADSC_07 ADS-C report [single
messages Failure EMM_09 downlink aircraft]
is
EMM_05 Ground system . A
checks the time inappropriate Detected reception of
Message stamp of a delayed Success OH_ED228_ADSC_05 an unintended ADS-C
cub | 1sa downlink me single aircraft]
fink and rejects it Detected reception of
message Success OH_ED228_ADSC_05 an unintended ADS-C
message [single aircraft]
Ground system Urgﬁec;;q intemfxpﬁon
detects that a . e delivery of an
T EnM o4 | message has not Failure OH_ED228_ADSC_07 ADS-C report single
defay of ane is B beenwithin trnged © Detecte: ILCIS:I:” ADS-C
message at related to
AE_04 Meang of CU_01_b ADS-C e ted time Success OH_ED228_ADSC_01d capability [single aircraft]
Comnlmneilcation application Unexpected interruption
evi i
Ground system " . of the delivery of an
time stamps uplink dgfcr;ts%mk Failure OH_ED228_ADSC_07 ADS-C report [single
messages Failure EMM_01 is aircraft]
Aircraft system _message -
EMM_06 | o ks the time inappropriate Detected reception of
Message Success OH_ED228_ADSC_05 an unintended ADS-C
9 stamp of a delayed
CcU 02 a isan uplirr)lk me: single aircraft
- uplink and rejects it Detected reception of
message Success OH_ED228_ADSC_05 an unintended ADS-C
message [single aircraft]
Ground system Unexpected interruption
detects that a . of the delivery of an
EMM 04 message has not Failure OH_ED228_ADSC_07 ADS-C report [single
- been responded to aircraft]
within the Detected loss of ADS-C
expected time Success OH_ED228_ADSC_01d capability [single aircraft]
R Aircraft system .
Message is Message Flight Crew .
related to is an checks UMDM ) detects uplink ) Undetected reception of
CU_01_a CPDLC CU_02_a uplink EMM_10 association and Failure EMM_01 message is Failure OH_ED228_CPDLC_05u an unintended CPDLC
A rejects spurious . - message [single aircraft]
application message uplink messages inappropriate
Flight Crew .
. . Detected reception of an
Message Aircraft system Faiure | EMM_01 dm;"‘ Success OH_ED228_CPDLC_05d | unintended CPDLC
Generation of cuoa | o EMM_10 | association and inappropriate message [single aircrafi]
one spurious megsa e rejects spurious Detected reception of an
AE_05 ﬁ?ng% ‘?‘ g uplink messages Success OH_ED228_CPDLC_05d unintended CPDLC
Communication Message is message [single aircraft]
level Cu_01_a | relatedlo Controler _ Undetected reception of
CRDLC Ground system detects Failure OH_ED228_CPDLC_05u an unlnten@ed CRDLC
application Message checks UM/DM Failure EMM_09 downlink [n)‘:tis;z: Bmgl:::g?:g
isa association and message is ecep
CU_02 b | mlink EMM_11 | @ iects spurious inappropriate | Success OH_ED228_CPDLC_05d unintended CPDLC
message downlink message [single aircrafi]
messages Detected reception of an
Success OH_ED228_CPDLC_05d unintended CPDLC
message [single aircraft]
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AE Ref AE EC 1 Ref EC1 EC2Ref | EC2 | EC3Ref EC3 Enat EMM 1 EMM1F/s [ EMM2 EMM 2 EMM2 | Emm 3 Ref | Emm3 | EMM3 OH Ref OH
Unexpecteq interruption
Flight Crew | Failure OH_ED228_ADSC_07 of the delivery of an
Aircraft syst detects uplink ADS-C report [single
Message Arcrafisysiem | Faiure | EMM_o1 [ detects upin aircraft]
isan . . . Detected reception of
Cu02a | pjin EMM_10 |  association and inappropriate | g,ccess OH_ED228_ADSC_05 | an unintended ADS-C
message L';e’f::s spunouess me: single aircraft
Generation of P 9 Detected reception of
one spurious Message is Success OH_ED228_ADSC_05 an unintended ADS-C
message at related to message [single aircraft]
AE_05 Means of Cu_01b ADS-C Unexpected interruption
Communication application Controller " of the delivery of an
level Ground system detects Failure OH_ED228_ADSC_07 ADS-C report [single
Message checks UM/DM Failure EMM_09 downlink aircraft]
cuU 02 b isa EMM 11 association and ~message is Detected reception of
- downlink - rejects spurious inappropriate | Success OH_ED228_ADSC_05 an unintended ADS-C
message downlink message [single aircraft]
messages Detected reception of
Success OH_ED228 ADSC_05 an unintended ADS-C
message [single aircraft]
FE:L‘?:E;“ Failure to exchange any
AE_06 . OH_NEW_ALL_01 message with a single
communicate aircraft
with one aircraft
Permanent
failure to Failure to exchange any
AE_07 | communicate O NEwAL02d | message with more than
with more than - - one aircraft
one aircraft
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