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Executive summary

The goal of project 15.2.7, in strong collaboration with Project 9.16, is to define, validate and demonstrate
the technical standard based upon existing IEEE 802.16e of the future airport surface data link as
foreseen by the aviation community and ICAO. Therefore, it includes the modification of the IEEE
802.16e standard and the developing of a new AeroMACS profile dedicated for airport surface datalink for
ATC / AOC services, in order to be compliant with SESAR / ICAO FCI recommendations.

The mentioned evaluation will assess the performance and capacity of the technology by means of
analytical work and simulations in order to develop design specifications. Moreover, prototypes were
defined and developed to demonstrate results through measurements and trials, in strong coordination
with the appropriate standardization bodies.

Therefore, 9.16 and 15.2.7 projects are contributing to the development of an aviation technical standard
to be recognized by ICAO in direct and strong cooperation with Eurocae WG82 and RTCA SC 223.

The purpose of the present document is to report tests results corresponding to the verifications
performed in project 15.2.7 phase 1 as described in the dedicated 15.2.7. Verification plan [3].
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1 Introduction

1.1 Purpose of the document

The overall 15.2.7 verification activity has been divided in two separate working activities phases as
described in the verification strategy (see D05.2 document [1]):
e Phase 1 is related to Laboratory Tests only. This Task verifies the main part of the MS/BS
Interoperability and RF performances objectives.
e Phase 2 is related both to additional Laboratory Tests and Toulouse Airport Tests (task T10).

Within the 15.2.7 project, verification tests consist in:
e Laboratory tests, held in SELEX and THALES premises, with both partners pieces of equipment,
e Field tests, held in Toulouse Airport, by THALES & DSNA, with THALES pieces of equipment.

The overall verification tests will cover the following aspects:
e MS/BS Interoperability, including AeroMACS Profile,

e RF specification and performances,
e RF performances in real environment (Airport).

This document provides the Verification report for the phase 1 testing activities of the AeroMACS Data
Link performed within the 15.2.7 project. It describes the results of the verification exercises defined in the
“AeroMACS - verification plan [3]” and how they have been conducted.

1.2 Intended readership

This document is a deliverable for the task “WA®6: Integration & testing“. It is intended to be used primarily
by the partners of the 15.2.7 Project. However, for coordination reasons, also Projects SESAR 9.16,
SANDRA SP6 and SANDRA SP7 should take this deliverable into account.

Other operational/system projects, like WP3, could make use of the deliverables of 15.2.7/9.16 projects.

1.3 Structure of the document

The structure of the document is based on 7 chapters:
- Chapter 1 is an introduction describing the purpose of the document and the intended readership.
- Chapter 2 describes the context of the Verification.
- Chapter 3 gives a brief description of the conduct of the verification exercises.
- Chapter 4 summarizes verification exercises results
- Chapter 5 gives conclusion and recommendations
- Chapter 6 reports in details the results for each test case

- Chapter 7 lists the reference documents
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1.4 Glossary of terms

For terminology clarification, the following terms are defined below:

- “Mock-up” : Part of MS test equipment

“Prototype” : Base/Mobile station prototype equipment

“System (test) platform”: Bring together several prototypes, mock-up and tools

1.5 Acronyms and Terminology

Term Definition
ADD Architecture Definition Document
ATM Air Traffic Management
CLI Command Line Interface
DOD Detailed Operational Description
E-ATMS European Air Traffic Management System
E-OCVM European Operational Concept Validation Methodology
GS Ground Station (Base Station in WiMAX terminology)
IRS Interface Requirements Specification
INTEROP Interoperability Requirements
MS Mobile Station (Subscriber Station or CPE in WiMAX terminology)
OFA Operational Focus Areas
OSED Operational Service and Environment Definition
SESAR Single European Sky ATM Research Programme
SESAR Programme The programme which defines the Research and Development activities and
Projects for the SJU.
SJuU SESAR Joint Undertaking (Agency of the European Commission)
SJU Work Programme | The programme which addresses all activities of the SESAR Joint

lounding members
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Undertaking Agency.

SPR Safety and Performance Requirements
SUT System Under Test
TAD Technical Architecture Description
TS Technical Specification
VALP Validation Plan
VALR Validation Report
VALS Validation Strategy
VP Verification Plan
VR Verification Report
Vs Verification Strategy

founding members
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2 Context of the Verification

Project 15.2.7 is a technological project dealing with the adaptation of the WiMAX 802.16-2009 standard
(in the aeronautical C band) and with the definition of a profile suited to airport surface communications
supporting both ATS and AOC data exchanges.

In this context, the verification approach consists in assessing and collecting evidences on the suitability
and performances of the proposed technology (AeroMACS) against the on-going standardization of the
new generation of airport data link system, performed in close conjunction with RTCA SC223 and
Eurocae WGB82.

The objective of the verification phase is thus to perform operational evaluation using lab testing and field
trials together with analysis and modeling to deliver the appropriate material for decision making and for
preparation of pre-operational and implementation decisions.

2.1 System Overview

As already stated, AeroMACS Data Link global overall verification is addressed by Project 15.2.7, but
also by Projects 9.16, SANDRA SP6 and SANDRA SP7.

This section provides the general verification background.

Identify the scope of the intended verification: It could be mainly IBP/V&V Platform Verification for WP03
or System / Sub-system / Function Verification for Sys L3 X.Y.Z.

Describe who the stakeholders are and how they are concerned by the scope of verification.

In any case, tell which systems will be verified. If relevant, tell which Operational Package/Sub-
Package/Operational Focus Areas are concerned by the verification scope.

Prerequisites to the scoped verification as integration activities or preliminary verification activities are
stated at §jError! No se encuentra el origen de la referencia..

This document focusses on the Verification test cases achieved within the 15.2.7 Project, namely:

- Lab tests: performances measurement related to the new AeroMACS profile and interoperability
between different vendors pieces of equipment,

- Field tests: tests in real airport environment focused on the ground segment datalink.

The table below gives an overview of main partners involved in lab and field tests within project 15.2.7
and close contributing project 9.16:

P 15.2.7 P 9.16
THALES, THALES Lab. SELEX ES Selex Lab.
Lab. test
SELEX ES, Selex Lab.
THALES + DSNA SELEX ES + Airbus
Field test Toulouse airport Toulouse airport
Focus on ground component of Focus on airborne component of
AeroMACS AeroMACS

Table 1: Testing organization
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2.2 Summary of Verification Exercise/s

2.2.1 Summary of Verification Objectives and Success Criteria

The verification objectives addressed by the phase 1 can be found in the D05.2 document [1]. They are

listed in table below.

General VO Id Title VO description
Verify that the AeroMACS profile parameters
Profile selected in the AeroMACS BS and MS are
AeroMACS_VO_interop_01 compliance interoperable, and that they are suited to the

SESAR usage.

AeroMACS_VO_Interop_02

Link adaptation

Assessment of the different modulation schemes
and the throughput hence supported. Verify proper
DCD reception and decoding.

AeroMACS_VO_Interop_03

Network Entry

Verify that AeroMACS MS and BS perform all
relevant actions at Network Entry that affects the
air interface.

AeroMACS_VO_Interop_04

Quality of
Service

Verify that the MS-BS interface supports nrtPS,
rtPS and BE QoS classes and the corresponding
fields: delay, jitter, packet loss, and throughput.

AeroMACS_VO_Interop_05

SF
establishment,
change and
deletion

Verify the completion of the control messages
transmission to successfully complete the creation,
change and deletion of a service flow to the MS.

AeroMACS_VO_Interop_07

Dynamic BW
allocation

Verification of correct allocation of MAC resources.

AeroMACS_VO_Interop_09

ARQ testing

Verify the correct frame retransmission after packet
losses.

AeroMACS_VO_Interop_10

Uplink Power
Control

Check that a data transfer continues properly when
there is a fading in the UL channel. Verify that MS-
BS interface supports the closed loop power
control.

AeroMACS_VO_Interop_11

Security
functions

Verify that the security functions on the air interface

are interoperable between AeroMACS MS and BS.

Verify the fragmentation and correct reassembling
of the packets and the data integrity (FCS).

AeroMACS_VO_RF_01

Cell Coverage

Verify the cell coverage.

AeroMACS_VO_RF_02 Interferences Verify the out of band interference level generated.
Spurious Verify the spurious emissions transmitted by
ASIOMACS _VORISGS emissions AeroMACS.

AeroMACS_VO_RF_06

Transmission
grid

Verify that AeroMACS MS transceiver can be tuned
by 250 kHz steps with respect to the 5145 MHz
reference frequency.

AeroMACS_VO_RF_07

Power classes

Verify the compliance of AeroMACS BS/MS to one
of the defined power classes

AeroMACS_VO_RF_08

Transmit power
requirements

Verify AeroMACS Transmit power requirements

lounding members
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Table 2: Covered verification Objectives in Phase 1

2.2.2 Verification Exercises List and Dependencies

In the first verification phase, SELEX and THALES performed the test cases reported in following tables.
The corresponding detailed tests cases as well as their success criteria are to be found in the verification

plan for phase 1 (see [3]).

Test Case | Test Case Lab. VO’s addressed
nr. Name Environment
TLAB_010 | Profile Lab_test bed 01 | AeroMACS_VO_ Interop_01_A/B/C/D/E
compliance
TLAB_020 | Quality of Lab_test bed 01 | AeroMACS VO _Interop_04 A/E
Service AeroMACS_VO_Interop_07_A
AeroMACS VO Interop 09 A/B/C
TLAB_ 030 | Security Lab test bed 01 | AeroMACS VO Interop 11 E
TLAB_040 | Power & Lab_test bed 01 | AeroMACS VO _RF 01 _B/C
sensitivity AeroMACS_VO_Interop_02_A/B
AeroMACS VO_RF_07_B/C/D/E
TLAB_050 | Radio Lab_test bed 01 | AeroMACS VO _RF 06 B/C
Performances AeroMACS VO _RF 02 _A
and AeroMACS _VO_RF_03 _A/B
interferences AeroMACS VO _RF 08 F
AeroMACS VO RF 08 G

Table 3: Phase 1 Thales lab. Tests

Test Test Case Name Lab. VO'’s addressed

Case nr. Environment

LAB1_1 Connection Establishment LAB1 Interop_01_A/B/C/D/E
Interop_03_A/C/D/E/F
RFReal 01 _A

LAB1 2 Power Control LAB1 Interop_10_A/B

LAB1_3 Quality of Service LAB1 Interop_04_B/C/D
Interop_05_A
Interop_07_A /D

LAB1 4 Security LAB1 Interop_11 A/B

LAB1 5 Radio Performance LAB1 RF_06_A/B

LAB1 6 Transmit Power LAB1 RF_07_A
RF_08_A/C/D

Table 4: Phase 1 Selex lab. tests
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3 Conduct of Verification Exercises

3.1 Verification Exercises Preparation

Prior to lab testing, the test beds described in the verification plan ([3]) identified Lab_test_bed_0x (x=1,2)
were configured in order to be able to perform the tests in THALES and SELEX labs.

In the verification plan, the Thales test bed was described as follows.

Signal Generator/ Analyser Signal Generator/ Analyser MS from vendor 2
o E¢ .
..!fa‘mJ ._m‘mJ MS

|

v
GS ]—‘—ru—‘:ﬁ—)%}—rn—:ﬂ&]i MS | —

A (dB) Coupler A (dB)

PC Mngt @

Delta A (dB) Coupler

oooo

Data traffic generator

Figure 1: Lab_test_bed_01 (Thales)

Same preparation was performed with Selex test bed as described below.
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ASN-GW
AAA Server

AeroMACS BS To: To AeroMACS MS
PC Mngt Signal Generator Signal Generator PC Mngt
. o » 4 = ¥ 1 2 oS

Fixed Attenuators

Couplers
Variable Attenuators

Figure 2: Lab_test_bed_02 (Selex)

3.2 Verification Exercises Execution

Verification Exercises execution took place in the planned time frame for phase 1.

3.3 Deviations from the Planned Activities

Most aspects related to the verification activities were described in the Verification Plan. However, even if
it was provided in the Verification Plan this may have changed from the planning to the conduction of the
verification exercise e.g. modification of a verification objective, requirements not addressed by
unexpected constraints during prototype development phase, etc... The purpose of this chapter is to
highlight the changes in respect to the content within the Verification Plan.

3.3.1 Deviations with Respect to the Verification Strategy

The verification strategy described in the verification plan is applied.

3.3.2 Deviations with Respect to the Verification Plan

If any, deviations with respect to the verification plan are highlighted in each verification exercise report in
§ Appendix A. Slights deviations were noted concerning TLAB_020, LAB1_1 and LAB1_5 Verification
Exercises without changing verification strategy (see § A.2.2.3, § A.6.2.3, § A.10.2.3 for detailed
description).
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4 Verification exercises Results

4.1 Summary of Verification Exercises Results

The results of the different Verification test cases are summarized in following tables:
e OK: Verification objective achieves the expectations
e NOK: Verification objective does not achieve the expectations

Test Case | Test Case Lab. Environment | VO’'s addressed Result
nr. Name
TLAB_010 | Profile Lab_test bed 01 AeroMACS_VO_Interop_01_A/B/C/D/E OK
compliance
TLAB_020 | Quality of Lab_test bed 01 AeroMACS_VO_Interop_04_A/E OK
Service AeroMACS_VO_Interop_07_A
AeroMACS VO Interop 09 A/B/C
TLAB_030 | Security Lab test bed 01 AeroMACS VO Interop 11 E OK
TLAB_040 | Power & Lab_test bed 01 AeroMACS VO_RF 01 B/C OK
sensitivity AeroMACS_VO_Interop_02_A/B
AeroMACS VO _RF 07 B/C/D/IE
TLAB_050 | Radio Lab_test_bed_01 AeroMACS_VO_RF _06_B/C OK
Performances AeroMACS VO _RF _02_A
and AeroMACS VO_RF 03 _A/B
interferences AeroMACS VO _RF 08 F
AeroMACS VO _RF 08 G

Table 5: Summary of Thales lab. tests results for phase 1

Lab Test Test Case Lab. Environment VO’s addressed Result
Case nr. Name
LAB1 1 Connection LAB1 Interop_01_A/B/C/D/E OK
Establishment Interop_03_A/C/D/E/F
RFReal 01 A
LAB1_2 Power Control | LAB1 Interop_10_A/B OK
LAB1_3 Quality of LAB1 Interop_04_ B/C/D OK
Service Interop_05_A
Interop 07 A/D
LAB1 4 Security LAB1 Interop 11 A/B OK
LAB1_5 Radio LAB1 RF_06_A/B OK
Performance
LAB1 6 Transmit LAB1 RF_07_A OK
Power RF 08 A/C/D

Table 6: Summary of Selex Lab. tests results for phase 1
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4.2 Analysis of Verification Exercises Results

The detailed analysis of the verification Exercises can be found in each verification exercise report in
§Appendix A.
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5 Conclusions and recommendations

The main objective of the verification phase is to assess the performances of AeroMACS prototypes.

By analyzing the phase 1 verification results reported in this report, the verification objectives were
successfully tested in labs: among others, profile compliance verification, quality of service assessment,
sensitivity and radio performances measurement allowed collecting positive evidences on the suitability of
the prototypes to assess the AeroMACS technology regarding the on-going standardization.

In conclusion, these phase 1 lab measurements gave a good characterization of the prototypes with
positive test results. This gives a good confidence before the field testing to be conducted in Toulouse
Airport (phase 2).

This phase 2 testing will gather additional measurements in real environment of Airport surface datalink
and thus complement significantly the assessment of the AeroMACS technology in ground segment
context with some important information as cell coverage, LOS / nLOS propagation behavior, mobility
effect...
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6 References

6.1 Reference Documents

The following documents were used to provide input:
[1] P 15.02.07 D05.2 - AeroMACS Verification Strategy
[2] P 15.02.07 D05.1 - AeroMACS Prototypes Description

[3] P 15.02.07 D06.1 - AeroMACS Verification Plan
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Appendix A Detailed Verification Exercises report

This appendix includes the detailed the verification exercise reports.

A.1 Verification Exercise # TLAB_010 Report

A.l1.1Verification Exercise Scope

Verify that the AeroMACS profile parameters (OFDMA, Channel bandwidth, frame length, TDD, channel
frequency) selected in the AeroMACS GS and MS are interoperable.

A.1.2 Conduct of Verification Exercise

A.1.2.1Verification Exercise Preparation
Lab_test bed 01

Spectrum Analyzer: Rohde & Schwarz FSV-7 with WiMAX option R&S FSV-K93

The configuration defined for Sesar is loaded before the measurement.

Drive:[<e# (C:)  z|Path:[ _juser (C:\R_S\Instriuser)
Files | Size
% save_0O0L.dil

4 SESAR.dfl

 SESAR_001L.dfl

& SESAR_002.dil

# SESAR_003.df

4 sesarspectre1.dil

S yurh_mean AL
File Name: SESAR.dil

Comment [
W Current Settings

[ Recall ] | Cancel J

Tt I T T

Data Traffic generator/analyzer: IXIA

IXIA is configured with prepared configuration file that generate one traffic stream in each direction (UL
and DL).

RO -@-%- v 1) gy | |7|m:| £31 Network [default TRCO00_214.ixncfa]
m Home Automation Results / Reports Views
& = Ri t Confi tion Fil
|.d Ve ecent Contiguration Files Test SESAR
iﬂ Save As...
; Test SESAR 2CPE sources 24/05/2013 17:00:39
(= open i Tig . . .
Test SESAR 19/04/2013 112724 |
= : . v Lot Cofton T e - e | Open configuration file
founding mambers
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Equipment:

MS/GS are configured according to AeroMACS profile. Namely, prepared configuration files are loaded in
the equipment:

RF Profile z
MCS Profile SESAR MCE
PHY Profile
MAC Profile

As an example, main selected physical parameters are: bandwidth 5 MHz, frame length 5 ms, TDD split
32:15, (UL 15 symbols : including 12 symbols for data -pink, 3 reserved for FFB -blue).

Frame Allocation Map

Concerning modulation and coding scheme, the whole set of possibilities for DL and for the UL the
optional 64 QAM is selected when needed for the test:

:m 1 QPSK (CTC) 1/2
1 QPSK (CTC) 34 2 \aPsK (CTC) 34
o 16-QAM (CTC) 172 3 16-QAM (CTC) 112
3 116-QAM (CTC) 04 A 16-QAM (CTC) 314
4 B4-QAM (CTC) 172 5 64-QAM (CTC) 172
5 B4-QAM (CTC) 203 6 64-0AM (CTC) 213
6 B4-QAM (CTC) 4 7 54-QAM (CTC) 34
7 B4-QAM (CTC) 5/6 8 64-QAM (CTC) 566

MS & GS are linked together according to test bed configuration with proper attenuation and switched on.
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Figure 3: Picture of test bed in Thales Lab
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A.1.2.2Verification Exercise execution

Edition 00.01.00

Step | action Action result PCO Result
1 Set frequency on the GS : New frequency provisioned | GS control MMI | OK
- 5120,5 MHz on GS Spectrum

Provision new RF parameter on the GS analyzer
2 Set frequency scan of MS : MS connects eventually to|GS control MMI | OK
. 50035-5147,5 MHz, step 250 | "€ CS
kHz (5002,5 + n*0.25 for n =
{364...580} in MHz.)
3 Initiate traffic in the UL or DL thanks to [ Communication established | Ixia OK
the traffic generator (either Ixia or Iperf) [in both directions (UL and .
DL) (Ixia)
4 Confirm the GS OFDMA mode GS Preamble demodulated | Spectrum OK
(Spectrum analyzer on GS side) Analyzer
5 Measure the GS bandwidth Most of Energy included in | Spectrum OK
(Spectrum analyzer on GS side) main central channel 5 MHz | Analyzer
Note: Focus on main channel + adjacent
+ alternate
6 Measure the GS Frame Length Frame of 5 ms Spectrum OK
. Analyzer
(Spectrum analyzer on GS side)
7 Check that MS and GS operate in TDD | MS et BS alternately emits | Spectrum OK
mode with ratio as defined on the | Analyzer
(Spectrum analyzer on GS side) GS
(Note: activity seen only on
DL as UL is attenuated by
directional coupler to
spectrum analyzer)
8 Set frequency on the GS : MS connect to new GS|GS control MMI | OK
. 5093,5 MHz frequency
9 Set frequency on the GS : MS connect to new GS|GS control MMI | OK
- 5147,5 MHz frequency
10 Set frequency on the GS : MS connect to new GS|GS control MMI | OK
. 50985 frequency
11 Set frequency on the GS : MS connect to new GS|GS control MMI | OK
. 51035 frequency
- 9 Avenue de Cortenbergh 100 | B <1000 Bruxelles
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Measure the MS bandwidth Bandwidth 5 MHz

(Spectrum analyzer on MS side)

Spectrum
Analyzer

OK

A.1.2.3Deviation from the planned activities

None.

A.1.3 Verification exercise Results

A.1.3.1Summary of Verification exercise Results

Step 4: OFDMA mode verified

Step 5/12: GS/MS 5MHz bandwidth confirmed
Step 6: Frame Length measured and OK
Step 7: TDD Mode verified

Step 8/9: Edge frequencies reached

Step 10/11: Complementary measurement at future airport frequencies OK.

A.1.3.2Analysis of Verification Exercise Results

The testing of these core AeroMACS functionalities (OFDMA, TDD, Frame length, frequency) are done
through a configured spectrum analyzer with WiMAX measurement functions.

DL synchronization and frame structure verification done at 5120,5 MHz and also at 5093,5 and 5098,5
MHz, 5147,5 MHz is shown below (Spectrum analyzer was wired on BS side so that UL bursts are
sufficiently attenuated to focus on DL activity). One can see that the DL OFDM burst is properly

synchronized and demodulated.
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WIiMAX #&) |‘_'f
Sig. Lvl Set -18.9 d5m Frequency 5.1205 GHz Standard IEEE 802.16e-2005 OFDMA
Ref Level -8.94 dBm Time 15 ms Burst Type

Att 5de Zone/Seg Seg=0, DL-PUSC, ID=A Modulation
Ext Att 0ds Offset/Len 1/ 4 Symbols

o 2.0829 ms

11 __

0.0000 ms 1.5000 ms/div 15.0000 ms

1.00 %
1.00 * ) i
-1.00 1.00
(o ) T m3
1 | Measurement Complete [T 17:00:05 7

Date: 29.MARY.Z2013 17:00:086

(E— o) &
Sig. Lvl Set  -11.2 dém Frequency 5.0935 GHz Standard IEEE 802.16e-2005 OFDMA

Ref Level -1.26 dBm Time 1S ms Burst Type

Att 10 dB Zone/Seg Seg=0, DL-PUSC, ID=A Modulation

Ext Att o de Offset/Len 1/ 4 Symbols

—-21

- -29——

— 37—

— -45— H T
| UL T

e Ll

e ' 1 4 _ S

0.0000 ms 1.5000 ms /div 15.0000 ms

1.00 ! +
-1.00 » -
100 1.00
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Date: 30.MAY.2013 18:21:44
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Sig. Lvl Set  -13.2 d&8m Frequency  5.0985 GHz Standard IEEE 802.16e-2005 OFDMA
Ref Level -8.34 dBm Time 15 ms Burst Type
Att t de Zone/Seg Seg=0, DL-PUSC, ID=A Modulation
Ext Att o de Offset/Len 1/ 4 Symbols
SGL
-12 —
20 YN
8
6
4
2 e 1l VAl TR
1 T
0.0000 ms 1.5000 ms /div 15.0000 ms

B Constellation vs Symbol

1.00 - : SRR
-1.00 * N
-1.00 1.00
T J Measurement Complete  [JNRNRRNED W6 !amasngs“:; y
Date: 29.MAY.2013 19:05:37
WiMAX #) [T]
Sig. Lvl Set  -18.4 dBm Frequency  5.1475 GHz Standard IEEE 802.16e-2005 OFDMA
Ref Level -8.43 dém Time 15 ms Burst Type
Att 5ds Zone/Seqg Seg=0, DL-PUSC, ID=A Modulation
Ext Att 0ds Offset/Len 1 /4 Symbaols
/\ p 0 e
-12 —
-20——| L oss
28—
_36—
-44 (At
_52 i
oy N | ! T
60 + 1 l T T T I-I T
6 : |
0.0000 ms 1.5000 ms/div 15.0000 ms

1
1.00 s 4 .
1.00 e E
-1.00 1.00
T N
Cate: 2.JUL.2013 10:16:03
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Below is given an example of DL demodulation with 64QAM traffic and 16QAM traffic.

Sig. Lvl Set  -23.6 dBm Frequency  5.0935 GHz Standard 1EEE 802.16e-2005 OFDMA
Ref Level -13.6 dBm Time 15 ms Burst Type

Att 0 dB Zone/Seg Seg=0, DL-PUSC, ID=A Modulation

Ext Att 0ds Offset/Len 1/ 30 Symbols

A Capture Ref -13.6 dBm Att/El 0 dB

0.0000 ms 1.5000 ms/div 15.0000 ms

B Constellation vs Symbol
7.00 N
..
-7.00
-7.00 7.00
Y - —
: ] Running ... llIIIII- oK “lgjlsﬂi ﬁ
Date: 12.J0L.2013 13:54:12
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(SR v o) &

Sig. Lvl Set  -25.3 dBm Frequency 5.0935 GHz Standard IEEE 802.16e-2005 OFDMA
Ref Level -15.3 dBm Time 15 ms Burst Type
Att 0 de Zone/Seg Seg=0, DL-PUSC, ID=B Modulation &L0
Ext Att 0 dB Offset/Len 5/ 26 Symbols
A P 0 B R B dB
—-10 —_—
— _2? R S
—-35
—-43
—-51— t
B | L LN L it il
" NI ]
0.0000 ms 1.5000 ms/div 15.0000 ms
B Constellation vs Sympol
3.00 + 4+ 4+ &
+« ¥ + «
+ + + +
-3.00 + + + +
-3.00 3.00
T . m—
il [ Runming - NNRNNAED W@ Tonon
Date: 24.JUL.2013 11:36:12
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Same positive result for the UL OFDM burst (example below at 5103,5 MHz for QPSK, 16QAM, 64QAM)
(spectrum analyzer was wired on MS side so that DL bursts are sufficiently attenuated to focus on UL
activity).

WiMAX #(0 | [“?
Shy. Lvl Set 33.8 dBm Frequency  5.1035 GHz Standard IEEE 802.162-2005 OFDMA
el Lavel -23.8 d8m Time 15 ms Burst Type
ALt 0 dB Zone/Seq Seg=0, UL-PUSC, ID=4 Modulation
Ext Att 0 de Offset/Len 0/ 9 Symbols

A Capture Memory /

I
| |
il

1.5000 ms/di

1.00 o -
v
-1.00 - E D
“1.00 1.00
L JL |7 Nanrley .. W e i |
WiMAX (0 s
Sig. Lvl Sel  -26.6 dBm  Frequency 51035 Ghz Standard  1EEE B02.16e-2005 OFDMA
Ref Level -16.8 dém Time 15 ms Burst Type
att 0d8 Zone/Seq  Sege0, UL-PUSC, ID=A  Modulation
Ext Att 0d8 offset/Len 0/ 9 Symbals
. | SEC . ]
-2
35
| .42
51
e Al bl
- I .
00000 ms 1.5000 ms/div 15.0000 ms
3.00 * L 3 - -
6 - - +*
* w » -
-3.00 ¢ * e
-3.00 3.00
- _—
L JU | Running.. QEENARNND W et
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WiMAX @‘] [“F‘
Slg. Lvl Sat 26,8 dBm Frequency  5.1035 Gz Standard IEEE 802.16e-2005 OFDMA
Ref Level -16.8 dBm Time 15 ms Burst Type
Att 0dB Zone/Seq Seg=0, UL-PUSC, ID=A Modulation

Ext Att 0 di Offset/Len 0/ % Symbals

A Caplure Memary |

1.5000 ms/div

15.0000 ms

7.00

[ :—: | Running ... iIIIIIIII [ masas g

On the pictures above, measured frame duration is 5 ms (3 repetitions can be observed as the analysis
time duration of spectrum analyzer is tuned to 15 ms). Detailed time measurements reveals an active DL
Burst of 3,2 ms long and an UL burst of 1,5 ms long, consistent with ratio 32:15. The TDD nature of the
frame is also clearly shown.

About the 5 MHz bandwidth, it was confirmed through spectrum measurement as shown below, where
energy is concentrated on the centered 5 MHz channel for the edges of the band and the center.

Spectrum ?
Ref Level -10.00 dEm & RBW 100 kHz 6.25 MH:
Att SdB @ SWT 105 @ VBW 30 kHz Mode Sweep
@ 1Rm Clrw
20 dem—- ————F——=11 -44.70 dB
~20 dBm . I 6.2500 MHz
M1 Mi[1] -41.09 dBm
-40 dBm 5.1205000 GHz
60 dBm |
: |
D3 D4
et e
CF 5.1205 GHz 691 pts Span 25.0 MHz
Channel Power |
Channel | Bandwidth | Offset | Power | |
TX1 (Ref) 5.000 MHz -24.08 dBm
Tx Total -24.08 dBm
Ck Bandwidth Offset Lower Upper
(Adj 5.000 MHz 5.000 MHz -63.73 dB -63.14 dB
Altl 5.000 MHz 10.000 MHz -75.79 dB -76.15 dB
(Alt2* 5.000 MHz | 15.000 MHz | 200.00 dB* 0.00 dB™ |
Marker |
Type | Ref | Trc | Stimulus | Response | Function | Function Result |
M1 1 5.1205 GHz -41.09 dEm
D1 M1 i 2.5 MHz -31.37 dB
D2 M1 1 2.68 MHz -34.19 dB
D3| M1 1 5.0 MHz -42.03 dB
pa| mi1] 1] 6.25 MHz -44,70 dB | |
bl e 20.05.2012
Measuring... .
L 9 CERRERN | ] 18:01:19
Date: Z9.MAY.2013 1 01:19
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Spectrum |
Ref Level -10.00 dBm

@ RBW 100 kHz

Att 5d8 @ SWT 10s & VBW 30 kHz Mode Sweep
(@ 1Pk Cirw
11 -28.19dB
-20 dBm .
-30.75 dBm

-40 dBm 5.0935000 GHz

CF 5.0935 GHz
annel Power

Span 25.0 MHz

Channel Bandwidth Offset Power
| TX1 (Ref) 5.000 MHz -15.12 dBm
Tx Total -15.12 dBm
. cCh 1 Bandwidth Offset Lower Upper
Adj 5.000 MHz 5.000 MHz -54.93 dB -55.41 dB
Alt1 5.000 MHz 10.000 MHz -68.51 dB -69.22 dB
|Alt2= 5.000 MHz 15.000 MHz -200.00 dB* 0.00 dB*
arker
Type| Ref | Trc Stimulus Response Function Function Result
M1 1 5.0935 GHz -30.75 dBm
D1 M1 1 2.5 MHz -28.19 dB
D2 M1 1 5.0 MHz -46.08 dB
D3 M1 1 10.0 MHz -55.89 dB
n Measuring... - = ummla //é
Date: 4.JUL.2013 10:05:46
Spectrum |?

Ref Level -10.00 dBm @ RBW 100 kHz

Attt 5dB @ SWT 105 » VBW 30 kHz Mode Sweep
(@1Pk Clrw
-55.91 dB
-20 dBm
[1] -31.59 dBm
-40 dBm 5.1475000 GHz

CF 5.1475 GHz 691 pts Span 25.0 MHz
hannel Power
Channel Bandwidth Offset Power
\TX1 (Ref) 5.000 MHz -15.56 dBm
Tx Total -15.56 dBm
[ Channel Bandwidth Offset Lower Upper
Adj 5.000 MHz 5.000 MHz -55.17 dB -55.57 dB
(Al 5.000 MHz 10.000 MHz -68.93 dB -69.38 dB
5.000 MHz 15.000 MHz -200.00 dB* 0.00 dB*
arker o B o
_Type | Ref | Trc Stimulus Response Function Function Result
| M1 1 5.1475 GHz -31.59 dBm
. b2 M1 1 2.5 MHz -27.97 d8
! D3| M1 1 5.0 MHz -43.98 dB
D4 M1 1 10.0 MHz -55.91 d8

4.JUL.2013 09:58:22
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A.1.3.3Unexpected Behaviors/Results

None.

A.1.4 Conclusions and recommendations

The testing allowed checking the core AeroMACS functionalities (OFDMA, TDD, Frame length,
frequency). No recommendations for next phase (Airport tests) as all verification objectives are addressed
satisfactory.
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A.2 Verification Exercise # TLAB_020 Report

A.2.1 Verification Exercise Scope

Test QOS: verify the traffic priority functionality, verify SF BE rules, verify of correct allocation of MAC
resources and verify the correct frame retransmission after packet losses in case of ARQ or not.

A.2.2 Conduct of Verification Exercise

A.2.2.1Verification Exercise Preparation

Same as for TLAB_010 see § A.1.2.1.
Additionally, QOS service flows are configured as defined in verification exercise execution.

A.2.2.2Verification Exercise execution

Step |action Action result PCO Result
P1: Test QOS priority
1 Set frequency on the GS : GSon GS control MMI | OK

- 5120,5 MHz

Switch on the GS

2 Configure on the GS two SF, each with a | SF defined GS control MMI | OK
different classifier based on @IP source
from each source. The SFs have the
same characteristics except the priority:
in one case 0 and in the other case 7.

3 Set frequency scan of MS : MS connects eventually to|GS control MMI [ OK
. 50035 — 51475 MHz, step 250 | "€ CS
kHz (5002,5 + n*0.25 for n =
{364...580} in MHz)
Switch on the MS
4 Tune the variable attenuator so to obtain | 64QAM GS control of |OK
the max available modulation. MMI
5 Simulate two UP streams on the IXIA | Communication established | IXIA MMI OK

generator with two different @IP sources. | with no packet loss

The sum of data rate is more than can be

achieved with QPSK and less that can be GS control MMI

achieved with 64QAM
6 Increase the attenuation so to obtain a | QPSK GS control of |OK
QPSK modulation. Data rate decreases. MMI
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Check that the stream with less priority is
affected first by data rate downgrade.

Packet loss on the stream
with less priority

IXIA

OK

P2: test BE

1

Configure on the GS one DL SF of BE
type with a maximum data rate of 300
kbps and a classifier based on any
stream. Check that for BE type only the
max data rate can be set.

BE parameters set

GS control MMI

OK

Simulate one DL stream on the IXIA
generator with a data rate of 1 Mbps.

One stream generated.

IXIA
GS control MMI

OK

Check that the DL stream data rate is
limited corresponding to the max data
rate of SF.

Data rate limited to 300 kbps

IXIA
GS control MMI

OK

P3: ARQ testing

1

ARQ is activated on the BS. Simulate a
data stream through IXIA and generate
some impairments: attenuation at the
sensitivity limit of a modulation
(modulation is fixed, ACM disabled).

Check the packet losses after a long time

Packet losses written down
and latencies

IXIA

OK

ARQ is deactivated on the BS,
modulation is fix, ACM disabled. Simulate
a data stream through IXIA and same
attenuation as above.

Check the packet losses after a long time

Packet losses written down
and latencies

IXIA

OK

Compare the packet losses and latencies

Packet losses
when no ARQ

in greater

IXIA

OK

P4: BW allocation

1

Configure on the GS one UL SF of BE
type.

SF parameters set

GS control MMI

OK

First generate a stream corresponding to
BE service flow and almost max data
rate.

Check that stream is
generated and that
bandwidth is allocated only
when stream is generated

IXIA

OK

Configure on the GS with one UL SF of
UGS type a fixe bandwidth can be
allocated.

SF UGS parameters set.

Bandwidth allocated to UGS
even if no streams
generated for this SF.

BE stream reduced.

GS control MMI
IXIA

OK
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A.2.2.3Deviation from the planned activities

In P4.3 steps on the test, the test is adapted as follows to be executed based on the guaranteed rate of
the flows. BE and UGS streams are generated simultaneously, and one shall observe that, in case of
bandwidth shortage, the stream related to UGS is prioritized compared to the BE one and that the UGS
stream is maintained in a regular way (for UGS scheduling the BS provides the MS with fixed size grants
in a periodic manner) whereas in the BE case the allocated bandwidth to the stream varies (for BE
scheduling the BS does not provide dedicated polling opportunities to the MS).

A.2.3 Verification exercise Results

A.2.3.1Summary of Verification exercise Results

- Phase 1: QOS priority is working as expected. The stream classified in a SF with the higher
priority is privileged.

- Phase 2: It was verified that the Best Effort type QOS essentially offers to set a max data rate
limit and the test shows that it is correctly enforced by the equipment.

- Phase 3: ARQ testing performed better than Non ARQ in terms of packet loss.

- Phase 4: It was correctly observed that the UGS service flow takes over the BE service flow and
that the MS, in case of UGS, is provided with fixed size grants regarding bandwidth allocation.
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A.2.3.2Analysis of Verification Exercise Results
- Phase 1: QOS priority

Two UL SF of BE type are defined. One with the lowest priority for the data coming from IP
address 192.168.0.67 and one with the highest priority for the data coming from IP address
192.168.0.57. A data rate shortage is created by increasing the attenuation on the link
(downgrading of modulation), and the resulting aggregate data rate is lower than the required
data rate for data transmission. The observation is that the data flow with a SF of higher priority is
privileged over the one with a lower priority in terms of bandwidth allocation.

Intietwari [est SESAR ICPE sourmes ametg] = @ 0

£ o (3} 6 Tafic + 3 12:3 Fow Grouss
Teansmt State Suspend Tx Port.
- 3 Ports * @b B Traflic e M Traffic e 1
&, Crasss ] & | ek

ol Oveniew
CenfuedFrame Sire | Arphed Frawe Soe Frome Rate

Fised: 1400 Frus: 14 .25 Mope
Fired: 1400 P 140 0.25 Mies
Fieed: 1400 14 0.75 Megn

2

e
- 2 Trathe

0 A Trticttoms | g, [Pt [P S0 | F -
TRy —

et i Pert TRy S Cantom Gaphi

Camtem Grash

Custom Geagna P St

e T em Stave ®

Imzaiments

| GuickTests

P Captures

192.168.0.57

THATG Bumrie 1 OGS | Loge Memages £

faunding mambers

“ #£> Avenue de Cortenbergh 100 | B -1000 Bruxelles

Wi SESAarU. e 36 of 100

©OSESAR JOINT UNDERTAKING, 2013. Created by AENA, AIRBUS, DSNA, EUROCONTROL, INDRA, NATMIG, SELEX ES and
THALES for the SESAR Joint Undertaking within the frame of the SESAR Programme co-financed by the EU and
EUROCONTROL. Reprint with approval of publisher and the source properly acknowledged.



Project Number 15.02.07
D06.2 - AeroMACS Verification Report
Doed o %o oL OEs: EENCE

¢ L2-3Traffic bems Sury | o s | Frare Sebup | 1)
¢ L2-3Now Groups

Seiec Views. RACN SO Caom Giagn  Custom Gaapnd
Imgarments

| QuekTets

S Cophers

RX

192.168 0 57

Edition 00.01.00

Corliosed Frame Sce  Acoled frame Sxe Frame fate

Fread: 190 % 0.35ps
Pued: 100 - 022rps
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- Phase 2: Best Effort

The QoS parameters associated with BE service are maximum sustained traffic rate and traffic
priority. It was observed that a data flow with more than the maximum allowed data rate is limited
to max. This is showed on following picture. One UL and one DL BE SF with 300 kbps max are
defined. When transmitted more than 300 kbps, the received data rate is limited to 300 kbps.
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- Phase 3: ARQ testing

The test consists in verifying that an ARQ connection compared to a non ARQ connection in the
same radio conditions, has less packet losses and higher latency, due to the fact that packet are
retransmitted.

This is shown in the two pictures below where the attenuator is tuned to be at the sensitivity limit:
same signal conditions but in the first case ARQ is activated and in the second case it is
deactivated. In first case, we are able to observe that the packet losses are maintained low
whereas latency increases due to packet retransmission and in the second case, as no packet
retransmission occurs, packet losses increase regularly.
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Additional tests are presented below with ARQ enabled. The variable attenuator is tuned one dB
below sensitivity threshold (so that packet losses begin) and back above sensitivity threshold.
One can see the effect of packet retransmissions to reduce packet losses.
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- Phase 4: Bandwidth allocation

Two UL service flows were defined with same priority and same max sustained rate. One is BE
and associated with IP SRC 192.168.0.57 and the other is UGS with IP SRC 192.168.0.67. A
data rate shortage is then created by increasing the attenuation on the link (downgrading of

Edition 00.01.00

modulation), and the resulting aggregate data rate is lower than the required data rate regarding
the data traffic to transmit. One can see that UGS is privileged over BE.
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In following pictures, one can see that bandwidth allocation granted to MS in case of UGS is fix
and stable while the allocation for BE is erratic in time.

stable

stable v_ariable stable

A.2.3.3Unexpected behaviors/Results

None.

A.2.4 Conclusions and recommendations

The testing allowed checking QOS functionalities.
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A.3 Verification Exercise # TLAB_030 Report

A.3.1 Verification Exercise Scope

Security: verify that BS and MS are able to use encryption.

A.3.2 Conduct of Verification Exercise

A.3.2.1Verification Exercise Preparation

Same as for TLAB_010 see § A.1.2.1.
Additionally, a AAA server was used (Freeradius.Net 1.1.7-r0.0.2).

A.3.2.2Verification Exercise execution

Edition 00.01.00

Step | action Action result PCO Result
1 Set frequency on the GS : GSon GS control MMI | OK
- 5120,25 MHz
Switch on the GS
AAA server is on
2 Set frequency scan of MS : MS connects eventually to|GS control MMI | OK
- 5093,5 - 5147,5 MHz, step 250 LS
kHz (5002,5 + n*0.25 for n =
{364...580} in MHz.)
Switch on the MS
3 Ping the MS from the PC of the GS Ping OK PC MMI OK
(PC of
MS)
4 Sent file via FTP from the PC of the GS | File transfer done PC MMI OK
to the PC of the MS
5 Deregister MS MS tries to connect without | GS control MMI | OK
. . success to the GS
Remove secret information on MS
6 Deactivate authentication on the GS. MS connects eventually to|GS control MMI | OK
the GS
7 Sent file via FTP from the PC of the GS | File transferred (cyphering |PC MMI OK
to the PC of the MS not used)
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A.3.2.3Deviation from the planned activities

None

A.3.3 Verification exercise Results

A.3.3.1 Summary of Verification exercise Results

The test showed that the Authentication, Authorization, and Accounting (AAA) process performed as
expected.

A.3.3.2 Analysis of Verification Exercise Results

We observed that when the MS was well configured with the certificates and other secret information
(password...), it was correctly authenticated and authorized to communicate. Without this mandatory
information, the MS was not authorized to register.

To illustrate this, below we can see two captures by Wireshark of the Radius exchanges with the AAA
server: one shows the Access-Request message from MS relayed to the AAA server and the other shows
the Access-Accept response message from the AAA server.

zm«rnu Proloco) Version 4, Src: 192,168.0.105 (192.168.0.105), Oul 192 165 0 1 (192 ).66 0 1)
# User Datagras Protocol, Src Port: radius (1812), Dst Port: radius (1812)
= Radius frotocol
Code: Access-Request (1)
Packet tdentifier: Oxob (107)
Length: 183
Authent fcator: §04b2TA883RC28(723eand aTeldebdlb

[The_respoase. hi st is in frame 1
R e MAC address of MS
<+—— Name configured in MS for EAP process

calling-statfon-1d: 6-aQ .S
o eenovs et T
User-Name: FreeRADIUS. net-
8 AVP: 16 teService-Type(6): Framed(2)
5 AVP: a6 TeNAS-POrE-Type(61): wireless-802.16(27)
B AVP: T=20 tevendor-Specific(26) vewiMAX Forum(24757)
9 AVP: T=15  tevendor-Specific(26) vewiMAX Forum(24757)
2 AVP: T=11 tevendor-Specific(26) vewiMAX Forum(24757)
® VEA: Te7 tewiMAX-GNT-Timezone-offset(3) C0x00: O
Ave: =18 testate(24): 7411dd$a6811d9d54667Sedf2414F410
State: 74114d8a6s11d9d54667 Sedf2a14fi19
5 AvP; 1=16  tesas-xdencifier(32): 5222222222222
Nas-Identifier: 5222222221222
5 AP 1=6 tesas-IP-Address(4): 192.168.0.105
Mas-10.Addrass: 102.168.0.108 (102.168.0.108)
5 AP 1=8 tegar-Message(79) Last segment[1]
ear fragment
= EXtensible Authentication Prorocol
Code: wresponse (2)

AVP: 1w2}  tebser-uame

14: 12
Length: 6
Type: TLS €AP (EAP-TLS) (13)
5 EAP-TLS Flagy: Ox
& AVP: 1«13 teressage-Authenticator (80): 30335f6dlal5es856a)226a19¢987748
Message-Authenticator: 30335f6dlal5e8856a9226a29¢987748

o)
15000010000011 bsn:oaso;éo €0 a8

0010
0020 ETRTET 6b 0O be €9 4b
Frame (220 bytes) | Rmum\ldi”&b,!ﬂ)
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i Frame 19 22! &5 on wire (1800 b!ts 225 hﬂtﬁ captured {1800 bits) on interface O
@ Ethernet II, Src: Dell_02:61:bd (ad:ba:db:02:61:bd), Ost: afrspan_ca:Be:ed (00:aD:0a:ca:fe:el)
@ Internet Protocol Version 4, Src: 192.168,0.1 (192,168.0.1), Dst: 192.168.0.105 (192.168.0.105)
P User Datagram frotocol, Src Port: radius (1812), D=t Port: radius (1812)
2 Radius Protocol

Cote: ACcess-ACCept (2)

Packet identifier: Oxeb (107)

Length: 183

Authenticator : OR456e080ab20F1a0fif128cRvasebfa

[Time from request: 0.011265000 seconds]
= artribute value Fairs
& ave: 1=56 t-vendor-specific(26) v-microsoft(iil)
woave: 1=56 t-vendor-specific(26) vemicrosofr(iil)
= avP: l=6 tTeEAP-Message(79) Last Segment([l]
Ear fr
= Extensible authentication Protocol

1d: 12

Length: 4
B avP: l=18 reMessage-authenticator (800 : Thieof7afafbffos2selfhessscifsf
® AWP: T3 CwUser-Name(l): FreeRADIUS, net-Client

0o00  E Oc 00 04 | e

Frame (225 bytes)| Resssembled EAP (4 bytes)

A.3.3.3Unexpected behaviors/Results

None.

A.3.4 Conclusions and recommendations

It was verified that the equipment properly implement authentication via the AAA server to handle an
encrypted communication.
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A.4 Verification Exercise # TLAB_040 Report

A.4.1 Verification Exercise Scope

Verify the modulation and coding schemes supported by MS and BS, measure the modulation sensitivity
assess the dynamic modulation change and check the MS/BS maximum tolerable input.

A.4.2 Conduct of Verification Exercise

A.4.2.1Verification Exercise Preparation

Same as for TLAB_010 see § A.1.2.1.
Verification Exercise execution

Step | action Action result PCO Result

Phase 1 : measure performances of the uplink

1 On the GS control MMI: GS new parameters | GS control MMI | OK

- Set frequency : 5093,5 MHz provisioned
- UL sub channelization is set to fix
- Fix the UL modulation to 64QAM
5/6
Provision the GS
2 Set frequency scan of MS : MS connects eventually to|GS control MMI| OK
. 50035-5147,5 MHz, step 250 | 1€ CS
kHz (5002,5 + n*0.25 forn =
{364...580} in MHz.)
3 Initiate a communication between MS | Communication established [ IXIA OK
and GS. in UL direction
4 Tune the variable attenuator so to obtain | Obtained values:[GS MMI, MS|OK
the Max Power on the MS and to be at | Attenuation, GS RSSI, MS | MMI
the limit of sensitivity. emitting power, UL data rate

Then, write down the RSSI level of the | Deduce the sensitivity of the
GS and the max attenuation of the link. GS and the max emitting
power of the MS

5 Do step 1 to 4 with each available UL OK
modulation: 64 QAM %, 16QAM %,
16QAM %, QPSK %, QPSK %

Phase 2 : measured performances of the downlink

1 On the GS control MMI: GSon GS control MMI | OK
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- Set frequency : 5103,5 MHz
- Fix the DL modulation to 64QAM

5/6
-GS power fixed to max
Switch on the GS
2 Set frequency scan of MS : MS connects eventually to|GS control MMI | OK
- 5093551475 MHz, step 250 |1¢ ©S
kHz (5002,5 + n*0.25 forn =
{364...580} in MHz.)
Switch on the MS
3 Initiate a communication between the GS [ Communication established | Ixia OK
and the MS. in DL direction
4 Tune the variable attenuator so to be at | Obtained values: |GS MMI, MS|OK
the limit of sensitivity. Attenuation, MS RSSI, GS | MMI

Then, write down the RSSI level of the emitiing power, DL data rate

GS and the max attenuation of the link. Deduce the sensitivity of the
MS

5 Do step 1 to 4 with each available UL OK
modulation: 64 QAM %, 16QAM %,
16QAM 5, QPSK %, QPSK ¥

Phase 3 : threshold between automatic modulation / coding changes

1 On the GS control MMI: GS on. MS connects|GS control MMI | OK
- Set frequency : 5098,5 MHz eventually to the GS
- Automatic Modulation
-GS power fixed to max

Switch GS on and MS on

2 Initiate @ communication in both direction. | Communication established | Ixia OK
in UL and DL direction

3 Tune the variable attenuator from less | Obtained values: | GS control MMI | OK
attenuation to more attenuation so to | Attenuation Vversus
obtain modulation change in the UL and | modulation change
the DL.
Write down the attenuation
corresponding to each modulation
change.

Phase 4: Max tolerable input signal at MS

1 On the GS control MMI: GS on. MS connects|GS control MMI | OK
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- Set frequency : 5093,5 MHz
- DL sub channelization is set to fix

- Fix the DL modulation to QPSK
Ya

Switch on the GS

eventually to the GS

2 Initiate a communication between the GS | Communication established | IXIA OK
and the MS: DL. in DL direction
3 Tune the variable attenuator to increase | Receive power threshold of | IXIA OK

receive level at MS.

Write down the attenuation when error
occurs.

degradation

A.4.2.2Deviation from the planned activities

None.

A.4.3 Verification exercise Results

A.4.3.1Summary of Verification exercise Results

The results are summarized below:

- Phase 1: measure performances of the uplink

0 UL measured sensitivity and

max data rate are summarized in table below.
Measurements are made with BS1 @ 5093,5 MHz.

UL Mod

uL UL Max
Sensitivity | datarate

64qam2/3

-71dBm | 1,91 MBps

64qam 1/2

-82dBm | 1,42 MBps

16 gam 3/4

-82dBm | 1,42 MBps

16 gam1/2

-84 dBm | 0,94 MBps

qpsk 3/4

-86 dBm | 0,69 MBps

qpsk1/2

-94 dBm | 0,45 MBps

Note: 64QAM is optional in AeroMACS for the uplink.

Note: With sub-channelization (down to 2 sub-channels used out of the 17 sub-
channels) a gain of more than 6 dB is observed (of course the effect is reduced

data rate).
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- Phase 2: measured performances of the downlink is summarized in following tables

0 Measured sensitivity @ 5103,5 MHz with BS2 is summarized in table below

Modulation scheme DL Sensitivity

64 gam5/6 -73 dBm
64 gam 3/4 -77 dBm
64 gam 2/3 -79 dBm
64 gam1/2 -82 dBm
16 gam 3/4 -83 dBm
16 gam 1/2 -87 dBm

apsk 3/4 -91 dBm

qpsk1/2 -93 dBm

o DL Measured data rate is summarized in table below

Mod DL

& Measured

coding Data rate

rate [Mb/s]

64QAM 5/6 9.2
64QAM 3/4 8,3
64QAM 2/3 7.4
64QAM 1/2 55
16QAM 3/4 55
16QAM 1/2 37
QPSK 3/4 2,7
QPSK 1/2 1,8

- Phase 3: threshold between automatic modulation / coding changes

0 In the Downlink:

Auto DL Mod switching Received level
64 gam 5/6 -> |64 gam 3/4 -74 dBm
64 qam 3/4-> |64 qam 2/3 -77 dBm
64 gam 2/3-> |64QAM 1/2 -79 dBm
64QAM 1/2-> |16 gam 3/4 -83 dBm
16 gam 3/4-> |16 gam 1/2 -84 dBm
16 qam 1/2-> |qpsk 3/4 -86 dBm
qpsk 3/4-> qpsk 1/2 -90 dBm

o0 Inthe Uplink:

Auto UL Modulation change |Received level

16 gam 3/4-> 16 gam 1/2 -78 dBm
16 gam 1/2-> qpsk 3/4 -83 dBm
qpsk 3/4-> qpsk 1/2 -85 dBm
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- Phase 4: a -30 dBm input signal is OK at MS receiver.

A.4.3.2Analysis of Verification Exercise Results

The results are analyzed below:

- DL & UL Data rates are consistent with what was calculated in theory.

- DL & UL Sensitivity is examined relatively to the theoretical table of SRD. The measured
sensitivity is between 1 to 2 dB better than theoretical value. Transition margin for automatic
modulation / coding changes is found to be consistent with sensitivity measurements.

- In UL, sub-channelization allows greater attenuation hence greater distance (at the prize of a

reduced data rate).

Some IXIA Screenshots to illustrate the
QPSK %4 in the downlink.
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Some screenshots for max data rates in the UL are shown below (the data rate is shown at sensitivity
limit).
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Below the effect of sub channelization in the UL is depicted:

Sig. Lvl Set  -17.9 d8m Frequency 5.0935 GHz Standard IEEE 802.162-2005 OFDMA
Ref Level -7.88 dBm Time 10 ms Burst Type

Att 5ds Zone/Seg Seg=0, UL-PUSC, ID=A Modulation

Ext Att 0ds Offset/Len 0/ 9 Symbols

Ref -7.88 dBm

0.0000 ms 1.0000 ms/div 10.0000 ms

L e e i e e T e e e e T e e e e e

vald b ilg.!l il A s l ik b lb.ib..hulm.,1.,..Liluﬂ|mljl~i.I.‘vthlIlJHJ | UL..uJ,I..m! el bl
i |

I I 1 | 1l -l |
All subchannels used

| ] !

-140 I I I
5090.7 MHz 0.6 MHz/div 5096.3 MHz
H J W e 15:56:35 7
Date: 24.JUL.2013 15:56:25
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Sig. Lvl Set  -15.8 dBm Frequency 5.0935 GHz Standard IEEE 802.16e-2005 OFDMA
Ref Level -5.76 dBm Time 10 ms Burst Type
Att SdB Zone/Seg Seg=0, UL-PUSC, ID=A Modulation =~
Ext Att 0dB Offset/Len 0 /9 Symbols
.8 | S
- ‘l‘ R
= ul 1 T
I S ]
7 p4
0.0000 ms 1.0000 ms/div 10.0000 ms
— .60_
— -70——
—-80
— -9
Ll | ] Ly L 1 I’ 1
T T
120

a0 Some subchannels used L i

5090.7 MHz 0.6 MHz/div 5096.3 MHz
N Y

— W
HHRREEEED e 1514028 7

L

Date: 24.JUL.2013 15:49:38

A.4.3.3Unexpected behaviors/Results

None.

A.4.4 Conclusions and recommendations

Measurements performed well. With sub channelization, we can expect to see an increase in cell
coverage but with less data rate.

For next phase, one recommendation could be (if possible regarding installation of two antennas in the
vehicle) to complement the test in Toulouse Airport with MIMO A for the mobile stations (context of
ground segment) in order to assess any improvement in reception performances.
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A.5 Verification Exercise # TLAB_050 Report

A.5.1 Verification Exercise Scope

The test purpose is to measure radio performances (power spectral flatness, interferences, unwanted

emissions).

A.5.2 Conduct of Verification Exercise

A.5.2.1 Verification Exercise Preparation
Same as for TLAB_010 see § A.1.2.1.

A.5.2.2Verification Exercise execution

Step | action Action result PCO Result
1 Set frequency on the GS : GSon GS control MMI | OK
- 5120,5 MHz
Switch on the GS
2 Set frequency scan of MS : MS connects eventually to|GS control MMI| OK
- 5093,5 - 5147,5 MHz, step 250 LS
kHz (5002,5 + n*0.25 for n =
{364...580} in MHz.)
Switch on the MS
3 Initiate a communication in both | Communication established | IXIA OK
directions. in both directions (UL and
DL)
Phase 1: Spectrum mask measurement
1 Measure spectrum Mask and check|Spectrum measurement of|Spectrum OK
flatness of the 5 MHz BW of GS the 5MHz channelization. | Analyzer
Measurement of the
flatness.
2 Measure spectrum Mask and check|Spectrum measurement of|Spectrum OK
flatness of the 5 MHz BW of MS the 5MHz channelization. | Analyzer
Measurement of the
flatness.
3 Tune BS to other frequencies and go to 1 | MS connects eventually to OK
5093,5 MHz - 5098,5 MHz — 5103,5 MHz LS
—-5147,5 MHz
- 9 Avenue de Cortenbergh 100 | B <1000 Bruxelles
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Phase 2: Test the unwanted emission level outside the band

1 Set frequency on the GS : 5093,5 MHz Frequency tuned GS control MMI | OK
2 Measure the spurious emission out of | Delta measurement of out|Spectrum OK
band (particular focus on f= 5126 MHz|band compared to in band | Analyzer
(AMT) & on f=5038,8 MHz (MLS)) signal
3 Tune BS to 5103,5 MHz and go to 2 Frequency tuned GS control MMI | OK

A.5.2.3 Deviation from the planned activities

None
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A.5.3 Verification exercise Results

A.5.3.1 Summary of Verification exercise Results

- Phase 1: The 5 MHz spectrum was measured through the spectrum analyzer at the different
frequency including the adjacent and alternate channels. It complies with specified mask.

- Phase 2: An analysis is made over the frequencies to detect the unwanted emissions. They are
below the specified maximum level.

A.5.3.2 Analysis of Verification Exercise Results
- Phase 1:

The specified spectrum mask is as follows:

Mask attenuation (dB)

10
0 MHz

T W

-20

2.5 MHz
-30
2.7 MHz

40

-50
-60

dB

As an example reported for analysis, one can find below the measurement results for the 5093,5
and 5103,5 MHz frequency which are planned to be used at the Toulouse Airport.

5103,5 MHz DL spectrum is represented below. It fits the mask.
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=]

Sig.LvlSet -17.7 dBm Frequency  5.1035 GHz Standard 1EEE 802.16e-2005 OFDMA
Ref Level -18.2 dBm Time 15 ms Burst Type 8
Att 5 de Zone/Seg Seg=0, DL-PUSC, ID=A Modulation AL
ExtAtt 0dB Offset/Len 1/ 4 Symbols
SGL
Ix Power -35.29 dBm Ix Bandwidth 4.75 MHZ
Range Low | Range Up | _rBW | Freq. at A to Limit | Powerabs | Power Rel | ALimit_|
-12.500 MHz -7.375 MHz 100 kHz 5.095710145 GHz -88.98 dBm -53.69 dB -369 a3
=7.375 MHZ -4.875 MHz 100 krz 5.096144928 GHz -88.53 d6m -53.25 dB -3.39 @3
-4.875 MHz -2.725 MHz 100 kHz 5.099333333 GHz -75.91 d8m -40.63 dB -10.27 d8
-2.725 MHz -2.375 MHz 100 kHz 5.100782609 GHz -71.98 dBm -36.70 dB -10.28 dB
2.375 MHz 2.725 MHz 100 kHz 5.106217391 GHz =76.77 dBm -41.48 dB -15.07 dB
2.725 MHz 4.875 MHz 100 kHz 5.107847826 GHz -80.34 dBm -45.05 dB -14.28 d8
oon A: Spe pow | TN
- -28;
T N
| [
| _ca N 25MHz \
| _— | /3048 —_
. e - N
Spect Mask dBr ~ —— -
- 2 d\ wﬂ‘w_ ]
:_,n,./'\d\w—-"f 5 MHz P
98
~-41dg
—-108
5091.00 MHz 2.50 MHz/div 5116.00 MHz
L n J Measurement Complete 17135140 %‘
Date: 24.JUN.2013 17:35:41
UL spectrum @ 5103,5 MHz represented below fits also the mask.
Spectrum [‘Z"
RefLevel -10.00 gEm ® RBW 100 kHz
Att 508 @ SWT 105 w VBW 30 kHz Mode Sweep
o
I T 54.86 dB|
20 d0m—p——— 10.0000 MHZ|
-33.43 dBm)|
<40 3.1033000 Gz,
-60 dr
|
st armtmbimsinrthoneio™] Aot D nnmanand

-
CF 3.1035 GHZ >

091 pts

span 25.0 MHz

Channel Power
Chamnel |

Bandwidth |

offset |

Power | J

TX1 (Ref) 5.000 MHz -18.54 dBm
Tx Total -18.54dBm
Channel Bandwidth offset Lower Upper
Ad) £.000 Miz 5.000 Mz -£7.30 d@ -58.3148
Altl 5.000 MHz 10.000 MH:z -70.67 ¢8 -70.41 48
Alt2* 5.000 MHz 15.000 MHz 200.00 4B~ 0.00 dB™
Marker
Typo | Rof | Tre | Stimulye 1 | Function | Function Recult |
M 1 5.1035 GHz2 -33.43

M1

2.5 MHz

-30.49 d8

-44.55 d8

| Measwing... m

As a confirmation of the analysis, another spectrum measurement is presented for the DL & UL
5093.5 MHz frequency: it is also in conformance with mask.
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Spectrum
Ref Level -10.00 ce w RBW 100 ke
At 548 w SWT 103 ® VBW 30 sz

=

Count 1/1
|
|

B e —"

ci
Span 15.0 Mz ReTe

CF
el Power ir Bandwidth | Gliset 1 Power 1
I | sondwidth | offset 1 Power 1 THL (e | 5.000 MHz | | -23.92 dem |
T (R I %000 W I 677 | | e total —  — I ~-23.03 dom | )
Tx Tatal 2 = 6,77 diim Channel andwidth Gttt Lower pper
Channel Bandwidth Gifset 1 Lower | Upper 1= | £,000 Mz | 5,000 Mz | -62.34 00 | B85
5.000 MHz | 5,000 Wiz | -45.60 08 | -4%.62 o8 [} ami I 5.000 Mz | 10.000 Mz | -75.28 o6 | -76.61 08
i 1 5.000 Mhz | 10,000 Wiz | 61.20 B | -62.23 a8 [ff ains® 5.000 Mz 15.000 Mr $00.00 d0° 0,00 °
i 5.000 MHz 15,000 MRz 300.00 da° 0,00 4 [l
Marker

|_runction |

Spectrum
Ref Lavel -10.00 dém = REW 100 kHz Ref Lavel -10.00 cBm = REW 100 kiHz
At SdB @ SWT 105 @ VBW 30 khz M At 508 @ SWT 103 @ VBW 30 iz Mode Sweep
1Rm Ciow TR Cirw
.20 dom—d 5?.?;:!:
-40.79 dBm)|

5.0985000 GHz|

(EIEF 5.1205 GHz_D Span 25.0 MHz
Channal | Bandwidth | offset 1 Power | | Channal | Bandwidth | offset | Power |
TR [Ref) I 5.000 Mz | I 24,08 dim | THL (Ret] I 5000 Mz | | 23,94 dim
Tx Total | | | -34.08 dBm | T Total I | I -33.94 dBm
 Chanmel  Bandwidth offsar I Lower I upper . chonnel  Bandwidth oftset I Loweer
ad) | 5.000 MHz | 5.000 MHZ | -63.73 dB | -63.14 d8 || Ad) I 5.000 MHz | 5.000 MHzZ | -62.82 da -62.10 dB
Aty | £.000 Mz | 10.000 MHz | -75.79 db | -76.15 ap|fl ey I 5.000 Mz | 10,000 Mz | -75.50 di -75.75 dB
2z~ { 5.000 MHz | 15.000 MHz | -200.00 d& | 0.00 d5= | ale2* [ 5.000 MHz | 15.000 MHz | -300.00 A3~ 0.00 da~
marker marker
Function Resull | _Type | Rat | Tec |
T 1
ol w1
o2 M1 1
CE I
pal w1l 1
C 20.MAY, 2013 C MAY, 2013 4zt

Besides, below a measurement about flatness is highlighted, showing flatness is also OK.
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Sig. Lvl Set  -22.7 dBm Frequency  5.0935 GHz Standard IEEE 802.16e-2005 OFDMA
Ref Level -12.7 dBm Time 15 ms Burst Type M
Att 0 de Zone/Seg Seg=0, DL-PUSC, ID=A Modulation
Ext Att 0 de Offset/Len 1/ 30 Symbols
: \ 0 dB dB d
-15 - —

0.0000 ms 1.5000 ms/div 15.0000 ms

| Dgfdloper Pass

D1 f“r_.-n-.'»t:-[ Pass
- 0'3_Dil‘f Upper
h—0.1
—-0.1
— "0-3piff Lower
—-0.5

|

-210 Carrier 42 Carrier/div 210 Carrier

i | Running ...  @URRRRNND e — y

Date: 12.JUL.2013 13:19:41
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- Phase 2: Unwanted emissions measurement at output of MS and BS equipment are analyzed
below with respect of the frequencies that will be used at the Toulouse airport (5093,5 MHz and
5103,5 MHz). A particular focus is done on the MLS frequency (5038,8 MHz) and the AMT
frequency (5126 MHz).

'| oo
Spectrum by Spectrum A
ef Level -10.00 dBm ® REW 100 kiz
Ref Level -10.00 96m < mw 0w 5.0388 GHz ]
Au 508 @ SWT 305 & VBW 30 kHr MO8 baeep At S @ SWT 103 ® VBW 30k Mode Sweep
[@ 1P Cirw (@ 1% Cim
ETH] 20 B6.34 dBm
.20 L
ML 40 dBm
-4
| -
60 | | A
-B0 dEh s v
Jﬂ Wy - ff, = ST ENP—
80 d
BRSSO VSN AU U 1 USRI & SRURTL S | -100
100 3 CF 5.1035 GHZ 691 pts Span 150.0 MHZ
- Channel Powar
CF 5.0935 GHE £91 pts Span 150.0 MHz channel | Bandwidth | offset 1 Power 1 |
Channel Power T [Ref) 5.000 MHz -14.64 dBm
Channel | Bandwidth | Offset | Power | || |[T=Tatal =14.64 dBm
THI (Ref) 5.000 MHZ -14.80 dBm Channel Bandwidth Offset Lower Upper
Tx Total 14,80 dBm ady 5.000 MHz 5.000 MHz -54.76 dBm -54.77 d8m
Channal Bandwidth oftsat Lowar upper Alt1 5.000 MHz 10.000 MHz -68.34 dém -68.5% dem
Ad) 5.000 MHz 5.000 MHz -54.06 dBm -55.30 dBm A2 5.000 Mz 15.000 MHz - 70.45 dBm =70.54 dBm
Altl 5,000 MHz 10.000 Mz 60,35 dBm 58,91 dim Marker
alz 5.000 MHz 15.000 MHz -70.50 dBm -70.74 dam Type | ket | Trc | Stimubss | | Function | Function Result |
Marker M1 1 5.1035 GHz 31.13 dBm
Type | Ref | Tre | stimulus | mesponse |  Function | Function Result | M2 1 5.0388 GHz -87.03 dBm
[ 5.0935 GHz -30.57 dim M3 1 5.126 GHz -86.87 dem
Mz 1 5.126 GHz -88.18 dBm M 1 514842 GHz -84.28 dBm
M3 1 5.0388 GHz -87.67 dém M5 1 5.05642 GHz -86.34 dBm
— — _—
| Peasuring..  WRRRNAAED e = B JL , Measuring..  QUANEERED W e |

The maximum spurious level is at least 53 dB below the max. If we consider the BS emitting at 23
dBm over 5 MHz, this gives a level of 7 dBm in the RBW100 kHz corresponding to a level of
spurious below -46 dBm in RBW 100 kHz.

A.5.3.3Unexpected behaviors/Results

None.

A.5.4 Conclusions and recommendations

The stations perform well regarding spectrum mask and spurious. No particular recommendation for next
phase testing.
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A.6 Verification Exercise # LAB1_1 Connection Establishment
Report

A.6.1 Verification Exercise Scope
The purpose of this Verification Exercise is checking that the MS properly connects with the BS, and that

both the devices under test (MS and BS) are compliant with the specific AeroMACS RF requirements
detailed in the Verification Exercise execution Section.

A.6.2 Conduct of Verification Exercise

A.6.2.1Verification Exercise Preparation

The test bed described in Figure 2 was arranged. The following main components were used:
Spectrum Analyzer: Agilent E4445A PSA Series, 3Hz-13.2GHz; 89600 VSA SW (Build 15.01.356.0).

The specific AeroMACS setup is loaded before test execution.

Recall Setup K

Look jn Ilﬂ aeromacs j L cF E- (Gt e
Mame I Meas Type | Analyzer | Chan Config | Shared |

1) feromacs_01 selx

Aeromacs_02.sety
Aeromacs_5.1085GHz_DLMAPAutodetect_naMirorFreq sets
Aeromacs_5.1135GHz_DLMAPAUtodetect_noMirorFreq sety
EI Aeromacs_|F.sets

Aeromacs_|F_DLMAPAutodetect zety

Aeromacs IF_DLMAPAutodetect_noMirorFreq.sets
Aemmacs_lF_GEnElalan-Agi\Enl sety

Aeromacs_sg.setd

File name: || j Open I [ Append measurements to current setup
. I~ Share with current measurement
Files of type: IState Files [* sets, " s2t] j Cancel |

Figure 4: AeroMACS Setup on Agilent Spectrum Analyzer
Equipment:

MS/BS are configured according to AeroMACS profile (BW 5MHz, frame length 5 ms, TDD Mode, DL/UL
split (e.g. 32:15), etc.). In particular, prepared configuration files are pre-loaded in the equipment. For
instance, in the BS it is possible to set the BS IP address, the IP address of used ASN GW, Base Station
ID, and some other internal parameters.

ASN-GW is an Aricent Wing ASN-GW.

MS, BS and ASN-GW were linked together according to test bed configuration with proper attenuation
and switched on.
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Figure 5: Picture of test bed in Selex ES Lab

Fading Simulator and Data Traffic Generator shown in Figure 2 were not used in this test.

A.6.2.2Verification Exercise execution

Step nr. | Action Action PCO Comment
description (Point of Control
and
Observation)
1. Switch on MS Set the center MS CLI OK
frequency
modifying the MS
config file and
reboot
2. Verify that MS begins Check MS status MS CLI, MS OK.
scanning for BS indicator LEDs
3. Switch on BS OK
4, Configure BS to first Set the center BS CLI OK
channel (5093.5 MHz) frequency using
CLIBS
Reboot BS
5 Reboot BS OK
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6. Verify that MS connects MS CLI, MS OK
successfully indicator LEDs
7. Verify that both BS and WIMAX Vector OK
MS use orthogonal Spectrum
frequency-division Analyzer
multiple access
8. Verify that both BS and WiIMAX Vector OK
MS use 5 MHz Channel Spectrum
Bandwidth Analyzer
9. Verify that both BS and WiIMAX Vector OK
MS use 5 ms frame Spectrum
length Analyzer
10. Verify that both BS and WIMAX Vector OK
MS are able to operate Spectrum
in TDD mode Analyzer
11. Configure BS to next BS CLI OK
channel
12. Reboot BS OK
13. Verify that MS loses MS CLI and for OK
connection signal
WIMAX Vector
Spectrum
Analyzer
14. Verify that MS begins MS CLI OK
scanning

Repeat steps 6.-13. for channels 5113.5 and 5147.5 MHz

A.6.2.3Deviation from the planned activities

A different set of frequencies has been used, with respect to what previously hypothesized in [3]. This
modification has allowed testing the lowest and highest AeroMACS frequencies in the 5091-5150 MHz
band.
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A.6.3 Verification exercise Results

A.6.3.1Summary of Verification exercise Results

ID | Result | Description When Expected | Obtained | VO Comment
observed | result result
1 | ODFMA | Verify that both | Step 7 OFMA OFMA AeroMACS_V | OK- by
BS and MS use structure structure O_Interop_01_ | means of
orthogonal verified A Spectrum
frequency-division Analyzer
multiple access
2 | Size Verify that both | Step 8 5 MHz 5 MHz | AeroMACS V | OK- by
BS and MS use 5 bandwidth | O_Interop_01_ | means of
MHz Channel confirmed | B Spectrum
Bandwidth. Analyzer
3 | Frame Verify that both | Step 9 5ms 5 ms | AeroMACS_V | OK- by
BS and MS use 5 Frame O_Interop_01_ | means of
ms Frame Length Length C Spectrum
verified Analyzer
4 | Duplex | Verify that both | Step 10 TDD TDD AeroMACS_V | OK- by
BS and MS are Mode O_Interop_01_ | means of
able to operate in verified D Spectrum
TDD mode Analyzer
. Step 4 .
5 | Fregs Verify that the Expected | Verified AeroMACS_V | OK- by
Channel Step 11 channel use of | O_Interop_01_ | means of
Frequencies frequency | channels | E Spectrum
usable in the 5093.5,
AeroMACS are in 51135 Analyzer
5091- 5150 MHz and
range 5147.5
MHz
. . Step 2 .
6 | Scannin | MS starts with the Scanning | Checked | AeroMACS_V | OK - by
) Step 6
g scanning of the procedure | correct O_Interop_03_ | MS CLI
spectrum. It | Step 14 preamble | A
should be decoding
checked the and
correct decoding correct
of the preamble UCD/DC
by the MS in D
order to  get decoding
synchronized with by MS
the BS (no step
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2). In addition, it
should be verified
the correct
decoding of DCD
message for
getting all the DL
parameters  (no
step 2).

7 | Initial
Rangin
g

Verify that, after
successful DL
Synchronization,
MS send a CDMA
code at a power
level below
PTX_IR_MAX,
measured at the
antenna
connector.

Verify that, in
case of no RNG-
RSP is received
at MS side, MS
try to send a new
CDMA code at
the next
appropriate initial
ranging
transmission
opportunity
(applying the
correct MS power
increase) until the
BS doesn't send
RNG-RSP
message or until
MS doesn't
receive a proper
RNG-RSP.

Verify the correct
reception of Basic
CID and Primary
CID.

Step 6

IR
procedure

Initial
ranging
procedure
verified

AeroMACS_V
O_Interop_03_
C

OK - by
MS CLI

8 Basic

Verify the correct
exchange of
Service Basic
Capability
information

Step 6

Basic
Negotiatio
n
Capabiliti
es

Correct
SBC-
REQ/SBC
-RSP
exchange
verified

AeroMACS V
O_Interop_03_
D

OK - by
MS CLI
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9 | Admissi | Verify the | Step6 Admissio | Correct AeroMACS_V | OK - by
on Admission Control n control | Authentic | O_Interop_03_ | MS CLI
Procedure procedure | ation E
procedure
verified
10 | Registr | Verify that BS and | Step6 Complete | Correct AeroMACS_V | OK - by
ation MS  successfully d Registrati | O_Interop_03_ | MS CLI
conclude the registratio | on F
registration n procedure
procedure procedure | verified
11 | Availabl | Verify that MS | Step 6 AeroMACS_V | OK - by
e connects O_RFReal 01 | MS CLI
Channe | successfully to BS _A
Is for each
configured
channel

A.6.3.2Analysis of Verification Exercise Results

Many Objectives (Result IDs from 1 to 5 in previous Chapter) were verified by visual inspection of the
Spectrum Analyzer wired to the BS. In Figure 6 it is possible to appreciate how OFDMA Mode, TDD
Mode, Frame Length, Channel Bandwidth and Channel Frequency are evidenced (together with other
information out of scope for this test, like EVM and Modulation).
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Figure 6: Spectrum Analyzer connected to AeroMACS BS

During the test the various phases of Initial Network Entry were executed by BS and MS (Results ID from
6 to 10). In particular, looking at the MS CLlI, it was possible to follow the preamble detection and the
DCD decoding by the MS side during scanning, the various steps of Initial Ranging, the exchange of
Service Basic Capabilities Information, the Authentication/Registration procedure, and the final allocation
of Service Flows. Some examples are evidenced in the next images.

Bl Test_o1.txt - WordPad 13 101 x|
File Edit Wiew Insert Format Help

s Y T =Y
11:10: :

127:974 RT : LMAC : STATE : SYNCHRONIZING :J
[

11:10:27:974 RT : MPI: Zcan Start Reguest @ Freguency:460
11:10:27:974 RT : MALC->PHY: _SCAN START REQ Frecquency:460 initial-tx-pwr:l144
11:10:28:199 BT :<FHY-»>MAC: PHY SCAN END RESULT no_of_p;:g@reambleID:gg RS3I:-50 BS-Freq:460
11:10:25:199 RT : PHY scam Senmt T net—aE T el1lCnt =9
11:10:25:199 RT : Start-Freq: 5113500.000000 B3 Freg: 462 ChannelMNuwber:462 PrevChnlNum: 462
11:10:25:199 RT : SRC: Initialization : CLPC: TX PWER Max:215 Min:144 Inital:144
11:10:28:199 RT : LMAC : STATE : 3YNCHRONIZING
11:10:28:199 RT : MPI: 3Zcan Start Regquest @ Freguency: 462
11:10:25:199 RT : MAC->PHY: PHY SCAN START REQ Fregquency:462| initial-tx-pwr:ld4d
11:10:28:424 RT : PHY->MAC: PHY 3CAN END RESULT no of preambles = 1 PreamblelID:599 R33I1:-50 B3-Freq:46i
11:10:258:424 RT : 3YWNC List - B3-No:1 Freq:4458 R33I:-50
11:10:258:424 RT : 3YWNC List - B3-No:3 Freq:446 R33T:-51
11:10:258:424 RT : 3YWNC List - B3-No:5 Freq:452 R33I:-50
11:10:28:424 RT : SYNC List - B3-No:7 Freg:456 R3S5I:-50
9
E

11:10:258:424 RT : 3YWNC List - B3-No:9 Freq:460 R33I:-50
11:10:258:424 RT : Cell 3ync Attempt Beqg preawble =99 centre freg = 4485 ;d

For Help, press F1 |._ [NUM 7

Figure 7: Preamble Detection by MS
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1o/ x]
File Edit Miew Insert Format Help
Dlm-lEH %I@I ﬁl b | l@] o] |
O:159 : MAZ -» PHY : PHY PARAM CHNG REQ LI
11:10:30:162 RT : MPI COMP-DLMAP R33I:-57 CINER:14 FN:&56000
11:10:30:162 RT : UMAC:3RC->LMAC: DCD: Coding Scheme:0 MOD:1 CodeRate:d
11:10:30:162 RT : UMAC:3RC->LMAC: DCD: Coding Schemwme:0 MOD:1 CodeRate:z =
11:10:30:162 RT : UMAC:3RC->LMAC: DCD: Coding Schewe:0 MOD:2 CodeRate:O
11:10:30:162 RT : UMAC:3RC->LMAC: DCD: Coding Schewme:0 MOD:2 CodeRate:z
11:10:30:162 RT : UMAC:3RC->LMAC: DCD: Coding Schewme:0 MOD:3 CodeRate:d
11:10:30:162 RT : UMAC:3RC->LMAC: DCD: Coding Scheme:0 MOD:3 CodeRate:l
11:10:30:163 RT : UMAC:3RC->LMAC: DCD: Coding Schemwe:0 MOD:3 CodeRate:z

11:10:30:163 RT : MAC->PHY: Sending DCD Config

T4 am 5 mm a1

11:10:30:163 RT : Initail Tx Power :20 Eirxp:—45 B2Eirp:40 DLEssi:-87
11:10:30:163 RT : Recwvd MPI _PHY DCD CFG CFHN indication
11:10:30:167 RT : FN:g5600:2 CDMA Code:3 Sub-chnlOff:0 Sgrnbbl@ff:lj RNG-Type:0
11:10:30:167 RT : LMAC-3RC : IR - CDHMA index : 3 3ubChnl ©ff : 0O 3y off : O
frameNum: 0 powerlwl:0 repCode:0 ranging =lot:0 rang type:0

11:10:30:366 RT : BWNG: T3 BNG-R3FP T3 tiwer expired FN:656041 FEetryCnt:25 Max- LI

=0

For Help, press F1 I_IW v
Figure 8: DCD Decoding by MS
=Tk
File Edit “ew Insert Format Help
DB SR sl =3
Retrie=s:3 :I
11:10:30:966 RT LMAZ 3RC : TZ Twr For BroadCast BEng Cppur Is Activated
11:10:30:966 RT OLPC MAC->PHY :PRAM CHMNG Time-O0ff:0 Power-O0ff£f:35 Freg-Off:0
11:10:30:966 RT MACZ -> PHY : PHY PARAM CHNG REQ
11:10:30:9668 RT FM:65616:2 CDMA Code:0 Jub-chnlOff:0 Iynboloff:0 BNG-Type:0 |
11:10:30:967 RT LMAC-3RC : IR - CDMA index : 0 3ubChnl ©ff @ 0O 3y off @ O
framelurm: 0 pnweerl u] repCDde 0 ranging =lot:0 rang type:0
11:10:30:937 RT LMAC: > R3P Receiwved FN:G656166
11:10:30:957 RT Code:0 Symhl:lil Chnl:0 FrioMo:35 AttrPres:l1 Basic-CID:O
PrimCID:0
11:10:30:9587 RT CLPC : LMAC-3RC : PRAM CHNG Time-off:35 Power-Off:35
11:10:30:987 RT MAZ -> PHY : PHY PALRAM CHNG REQ
11:10:30:937 RT FMNG BR3P : Bnyg status : 3 [ 1 = Cont; 2 = Ahbort ; 3 =
Juccess)
11:10:30:9587 RT TMAC 3IRC @ 3ITATE : IR CONTENTION : Waiting For CDMA Llloc
'IIE:-'IH-‘Dﬁ-ﬁﬁ'l T TTT MAT " Tl ma— 5w r= =] T " ST A A1 1~ —I
Faor Help, press F1 I_W v

Figure 9: Initial Ranging - the MS receives a RNG_RSP with Status Success
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B Test_oi.tst - WordPad o ] [
File Edit Wiew Insert Format Help

DR Sk | %|Gal@| | Bl

11:10:31:467 RT Ieleting Initial-Ranging connection-CQID: 16 CID:0 ;I

11:10:31:467 RT : UMAC SEC : The EBasic and Primary CID's Are Updated

11:10:31:467 BT : LMAC: Deleting UL CID: 0O CQID:16

11:10:31:467 RT : DLQCanlgReq Cid :12 :: CQID :3

11:10:31:4867 RT - Preparlng 3EC REQ

11:10:31:467 RT : UL- 112 CQID:17Y r

11:10:31:468 RT : DLQCanigReq cid :1011 r: CQID 4

11:10:31:468 RT : UL-Flow Config REQ: CID:1011 CQID:18

11:10:31:4658 RT : Resource Clearance - 3F State:0 mbel3f:1 AckCnt:254
11:10:31:465 ERROR : Inwvalid HM3C 2tcate:sd

11:10:31:516 RT : UL FEC Code Changed from 2 to 0

11:10:31:5536 RT N3cC
11:10:31:601 RT
11:10:31: 602 RT

0 M3:0

For Help, press F1

A4 adMma2daEm? TIT o CWHT TFm 15 At G F 1o Tmlmam ME durlCmmAdes 0 B e lmemAds — 7

o BES - T18 3BC R3P Timer is Actiwvated FN:656276

El
[

Figure 10: SS Basic Capabilities Exchange between MS and BS
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-laix]
File Edit Wiew Insert Format Help
Dlzldl Sl #l &[=@o] B
a0z RT ¥ BEGIZTRATICH .:J

11:10:31.502%

11:10:31:636 RT : M3C: REG-REQ sent to ES. T REG BR3P Timer is Activated

11:10:31:661 RT : MPI COMP-DLMAP R53I:-8¢ CINR 15 FMN:656300

11:10:31:666 RT : i

11:10:31:666 RT O

11:10:31:667 RT : ON MNot Processing Currently

11:10:31:667 RT : REG R3P: REG_HO_CONN_PROCESSING_TIHE.Not Processing Currentcly

11:10:31:667 RT : REG R3F: REG HO TEE PROCESSING TIMENot Processing Currently

11:10:31:667 RT : REG R3P: REG 3N REPORT EBASE Not Processing Currently

11:10:31:667 RT : M3 3TATE OPERATICHNAL MCOLDE

P o s - s s = IR o ) LMLC-SRC PRAM CHMNG Tiwe-off:0 Power-off:zZo

11:10:31:671 RT : MLC -> FHY : PHY PALRAM CHNG REgQ -J

11:10:31:671 RT : CLPC Recwd Power adij: S

oo e 1 o s s = 0 W R o ) S LMLC-3RC PRAM CHWNG Tiwe-off:0 Power-Cff:25

11:10:31:6%71 RT : MAC -> FHY : PHY PARAM CHNG REGQ

11:10:31:671 ET : CLFC Fecwvd Power adj: S

11:10:31:708 RT : DHCP DISCOWER - Len:57E

oo B o 0 bl = 0 I R o ) S LMLC-3SRC PRAM CHNG Tiwe-off:0 Power-off:21

11:10:31:916 RT : MAC -> FPHY : PHY FPALRAM CHNG REQ

11:10:31:916 RT : CLPC Fecvd Power adj:&

11:10:32:161 RT : MPI COMP-DLMAP R33I:-56 CINE:14 FN:&56400

11:10:32:166 RT : CLPC LMLC-SRC PRAM CHMNG Tiwe-off:0 Power-off:17

11:10:32:166 RT : MAC -> FPHY : PHY FPALRAM CHNG REQ

o R RGBS G E R,

11:10:32:401 RT

o s RGO e s = G W

11:10:532:401 RT : D3A/DSC REQ/RSP Direction DL Direction

11:10:32:401 RT : D3ASDSC REQ/RSP Service Flow ID 4

11:10:32:401 RT : D3ASDSC REQ/RSP CID 2021 ‘:j
For Help, press F1 |_|PEM_ s

Figure 11: Registration procedure and Service Flow Creation

A.6.3.3Considerations on Initial Network Entry Time

EUROCAE WG8?2 is currently discussing about the need to specify, in the MASPS, a maximum allowed
Net Entry Time for AeroMACS MSs. Currently the maximum value required in the draft MASPS is 90

seconds.

Measurements done in this Verification Exercise can be used as input for this topic.

Net Entry Time has of course to be minimized, in order to make the AeroMACS MS ready for operations

as soon as possible, after landing or switch on.

There are more ways to reach this goal. One possibility is pre-configuring MSs with the list of frequencies
operated at destination airports. This solution would surely minimize the Net Entry Time, but would imply

the need to use and maintain databases indicating the frequencies in use for any Airport,

Another solution is having the MSs to scan the whole band (5000-5150 MHz) at switch-on (auto-learning).
This of course lengthen the Net Entry Time, also considering that various phases of Net Entry involve
devices potentially located throughout the world (e.g. in most cases AAA/DHCP Servers will not be
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located in the visited Airport). Figure 12 describes a possible initial Network Entry procedure comprising
MS-to-Network EAP authentication process and multiple Domain authentications.
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[ms]
Y synchronisaion (DL-MAP) and obtaining
UL channel

(2) Initial Ranging and PHY adjustments
process (RNG-REQ/ RSP)
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Visited - AAA
Server

Home -
AAA Server

DHPC Domain X
Server AAA

Domain Y
AAA

) MS Pre Attachment Procedure (SBC-REQ/RSP, MS_PreAttachment_Req/RSP)

5\ PKIM2RSPEAP Transfer
(EAP Request/ Identity)

6) PKMv2-REQEEAP-Transfer
S&memﬁ > 7) AuthRelay EAP Transter gy
{EAP Response | Igenty-NAI)

< (4) AuthRelay EAP Transfer
{EAP Payload EAP Requestidentity)

|

(8) EAP Authenticaion Method
(e.g. EAP-TTLS, EAP-TLS, EAP-AKA)

< (11) PKMv2-RSP/EAP-Transfer

< “QEMF EAP_Transfer
< 12) Key Change D rective
(AK Context)

(9) EAP Success is
indicated and security
context is acquired

(13) Key_Change_Ack

(14) PKMv2-RSP/SA-TEK-Challenge

A

15) PKMv2-REQ/SA-TEK-

| (15) P REQ/SA TEK Request |
< (16) PKMv2-RSP/SA-TEK-Response

(17) PKMv2-REQKey-Request >

18) PKMv2-

E

>

A

(18) MS Registraion Procedure >

L\

—

(21) IP Address Allocation

(22) Domain X Authentication procedure

Q

(23) Domain Y Authentication procedure

0

A
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Figure 12: Initial Network Entry Time
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In this Verification Exercise the Network Entry Time (consisting in Physical/MAC Synchronization,
Authentication/Registration and Service Flows Creation) was measured being about 9.330 seconds. This
time does NOT include time for self-test and other power up functions. Furthermore, all of the devices
involved in the process were located in the same room.

It is worth observing that in this exercise the MS had been previously configured to scan a limited list of
frequencies. If instead the MS had to scan the whole frequency band 5000-5150 MHz, an extra time
should be considered for physical layer scanning. It is estimated that the order of magnitude of the time
needed to span the whole band looking for a valid preamble could be tens of milliseconds per channel.
Therefore, assuming for instance this time being 30 ms, the extra-time needed to span the whole band
would be 30ms * 580 = 17.4 seconds. This would lead to a total Net Entry Time of 9.33 + 17.4 = 26.73
seconds.

It is also worth underlining that this result has been obtained in a controlled environment (the Lab). Real
environments (Airports) can introduce huge degradation factors (attenuation, multipath fading,
shadowing, Doppler effects, etc.) that may increase the packet error rate and the number of
retransmissions, with subsequent increase in the Net Entry Time. For this reason, the 90 seconds
currently hypothesized in the draft EUROCAE MASPS as maximum net entry time are considered
appropriate.

A.6.3.4Unexpected behaviors/Results

None.

A.6.4 Conclusions and recommendations

The Verification Exercise allowed checking the basic AeroMACS functions and Initial Network Entry
message exchanges. All the related verification Objectives were checked successfully.

A.7 Verification Exercise # LAB1 2 Power Control Report

A.7.1Verification Exercise Scope

The purpose of this Verification Exercise is checking that the MS properly applies an Open/Closed Loop
Power Control procedure and that the physical measurements which drive them are correct within
specified tolerances.

A.7.2 Conduct of Verification Exercise

A.7.2.1Verification Exercise Preparation

The same test bed described in A.6.2.1 was used.

A.7.2.2Verification Exercise execution
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Step nr. | Action Action PCO Comment
description (Point of Control
and
Observation)
1. Switch on MS OK
2. Switch on BS OK
3. Enable OL (passive) PC Mngt PC OK
and disable CL PC connected to MS
4, Verify that MS connects Mngt PC OK
successfully and properly connected to MS
estimates RSSIs
5. Verify that MS properly Mngt PC OK
operates in open loop PC connected to MS
6. Disable OL PC and Mngt PC OK
enable CL PC connected to MS
7. Verify that MS properly Mngt PC OK
applies CL PC connected to MS
A.7.2.3Deviation from the planned activities
None
A.7.3 Verification exercise Results
A.7.3.1Summary of Verification exercise Results
ID | Resu | Description | When Expected | Obtained | VO Comment
It observed | result result
1. Open | Verify that Step 5 Power oL AeroMACS_VO | OK — by MS CLI
Loop | the MS Control passive _Interop_10_A
founding mambers
“ 9— Avenue de Cortenbergh 100 | B -1000 Bruxelles
IR w0 sesanu el 77 of 100

©OSESAR JOINT UNDERTAKING, 2013. Created by AENA, AIRBUS, DSNA, EUROCONTROL, INDRA, NATMIG, SELEX ES and
THALES for the SESAR Joint Undertaking within the frame of the SESAR Programme co-financed by the EU and
EUROCONTROL. Reprint with approval of publisher and the source properly acknowledged.




PC properly Steps PC steps
applies a correctly
(passive) verified
open loop
power
control
technique
2. Clos | Verify that Step 7 Power CLPC AeroMACS_VO | OK — by MS CLI
ed the MS Control steps _Interop_10_B
Loop | properly Steps correctly
PC applies a verified
closed loop
power
control
technique

A.7.3.2Analysis of Verification Exercise Results

The Open Loop passive Power Control has been tested first, during the Initial Ranging phase: from the
MS CLI it was possible to observe that the MS starts transmitting a CDMA code at the lowest power level
in the transmission opportunity allocated by the BS with the previous UL-MAP message (or the optional
Compressed DLMAP-ULMAP). Then the MS starts increasing the transmitting power at 1dB steps, until it
does not receive a RNG-RSP from the BS.
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B Test_01.txt - WordPad =10] x|
File Edit Wiew Insert Format Help
EEE RS
repCode:0 ranging slot:0 rang type:0 LI
11:10:30:366 RT : ENG: T3 BNG-R3P T3 timer expired FN:656041 RetryCnt:Z5 Max-Fetries:0
11:10:30:366 RT : LMAC 3 Pror—For —BroadCast—FRirs Aotivated
11:10:30:3668 RT : LPC MAC->PHY :PRAM CHNG Time—Off:@Freq—off:D
11:10:30:367 RT : MAC -» T PHY FAREAN-CIRIGRED
11:10:30:367 RT : FN:656042 CDMAL Code:2 Sub-chnloff:0 3ynboloff:0 G-Type:0
11:10:30:367 RT : LMAC-3RC : IR - CDMAL index : 2 SubChnl Off : 0O Sympff : 0 frameNum:0 powerLwl:0
repCode:0 ranging slot:0 rang type:0 J
11:10:30:566 RT : BNG: T3 BNG-R3P T3 timer explred FM: 656051 RetryCnt:25 Max-Retries:i
11:10:30:566 RT : SREY = _ALotivated
11:10:30:5686 RT : i
11:10:30:566 RT : 0 Feh
11:10:30:567 RT : FN:656082 CDMA Code:0 Sub-chnlOff:0 SynbolOff:0 RHNG=
11:10:30:567 RT : LMAC-3RC : IR - CDMi index : 0O SubChnl Off : 0 Sym off ™ eMum:0 powerlwl:O
repCode:0 ranging slot:0 rang type:0 2 .
11:10:30:661 RT : MPI COMP-DLMAP RSSI:—-86 CINR:17 FN:656100
11:10:30:766 RT : ENG: T3 BNG-R3P T3 timer expired FN:656121 Retrnd;yA r
11:10:30:766 RT : LMAC Aotivared
11:10:30:766 RT X OLPC MAC->PHY :PRAM CHNG Time-Off:0 Power-O0ff:3erFreg-Off
11:10:30:766 RT : MAC - T M PARAN-CHC—RE
11:10:30:767 RET : FN:656122 CDMA Code:1 Sub-chnlOff:0 SynbolOff:0 BNG-Type:0
11:10:30:767 RT : LMAC-3RC : IR - CDMAL index : 1 SubChnl Off : 0O Sym o : 0 frameNum:0 powerLwl:0
repCode:0 ranging slot:0 rang type:0
11:10:30:966 RT : BNG: T3 BNG-R3P T3 timer explred FM:656161 Retryc t:25 Max-Retries:3
11:10:30:9686 RT : F SPE
11:10:30:9686 ET :
11:10:30:966 RT : MAC -> FHY F 2N
11:10:30:966 RT : FN:656162 CDM.ﬂ, Code:0 Sub-chnlOff:0 Synbol0Off:0 FNG-Type:0
11:10:30:967 RT : LMAC-SRC : IR - CDML index : O SubChnl Off : 0O 3yw off : 0 frawmelNum:0 powerlLwl:0
repCode:0 ranging slot:l L
11:10:30:987 RT € LMAC: BNG RSP Received FN:656166 ———————_
11:10:30:9587 RT : Code:0 3ymbl: 0 FrulMo:35 AttrPres:1 Basic-CID:0 FPrimCID:O LI
1441Ma2MaNS7 IT o ATTE o THAC STC 2 TNAW CORC Tean ~F£220 Timrrmas O£ 2 C
For Help, press F1 oM S

Figure 13: Open Loop passive Power Control Protocol

The Closed Loop Power Control algorithm is activated after the BS and the MS have exchanged the

reciprocal Capabilities, after Ranging.

During the test, the Variable attenuator has been gradually increased by a specified amount of dBs, and it
has been verified that the MS has subsequently received commands from the BS (PMC-REQ messages)

to gradually increase its Transmitted Power by the same amount of dBs.

B Test_oi.txt - wordPad

File Edit Wiew Insert Formak Help

=101 x|

s]==IRE ﬁl 4|l | B

11:12:31:671 RT : MACZ -> PHY : PHY PARLM CHING REQ
11:12:31:671 RT : CLPC : Becwd Power adj:o

11:12:31:671 RT : MAC -> PHY : PHY PARLM CHNG REQ
11:12:31:671 RT @ CLPC : BRecwd Power adj:g5

11:12:31 916 RT ¢ MAC -» FHY : PHY FARLM CHNG REQ

For H|3||:|J press Fl

11:12:31:671 RT : CLPC : LMAC-3RC : PRLM CHNG Time—-off:0 Power-0ff:25

11:12:31:916 RT : CLPC : LMAC-3RC : PRALM CHNG Time-off:0 Power-oOff:zZ1

|
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Figure 14: Closed Loop Power Control adjustment at the MS

A.7.3.3Unexpected behaviors/Results

None.

A.7.4 Conclusions and recommendations

It was verified that the equipment properly implements OLPC and CLPC protocols.

A.8 Verification Exercise # LAB1 3 Quality of Service Report

A.8.1 Verification Exercise Scope

The purpose of this Test Case is to verify that all QoS related requirements are satisfied (SF creation and
deletion, traffic parameters, bandwidth management) for all the QoS scheduling Types defined.

A.8.2 Conduct of Verification Exercise

A.8.2.1Verification Exercise Preparation

The test bed described in 15 was used (no need for Spectrum Analyzers in this case).

IP Addressing Plan

SS AeroBB: 125.125.40.63

BS AeroBB: 125.125.40.32

ASN-GW. 125.125.40.48 il

DHCP Srv: 125.125.40.125 13

PC Behind SS: 125.125.40.65 _F:gf:""”d‘“”‘sw
PC Behind ASN: 125.125.4.55

Variable attenuation channel

— R

s
2|
= ASN-GW +
] P ©w E o s
SS AeroRF S BS AeroRF E wvne B = z AAA Server
i P e B il
55 AeroBB BS AeroBE l
DHCP
Servert NTP
Server
PC Behind S8
- iPerf (graplical) -
Figure 15: QoS - Test bed
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A.8.2.2Verification Exercise execution

Please note that in this Test Case, 1 Service Flow (SF) means 1 SF DL and 1 SF UL.

Edition 00.01.00

Step Action Action PCO Comment
nr. description (Point of

Control and

Observation)

1. Switch on BS OK
2. Set 1 SF (SF1) with the Mngt PC OK
scheduling type (QoS connected to

class) to be used as 1 ASN-GW/AAA
among nrtPS/rtPS
3. Switch on MS OK
4, Start an IP Flow not Using IPERF IPERF @ PC OK
compatible with the SF connected to
Classification for DL (then ASN-GW x DL
for UL) traffic (MS x UL)
5. Verify that the IP packets Using IPERF IPERF @ PC OK
are not transferred on the connected to
air interface MS x DL (ASN-
GW x UL)
6. Change the IP Flow with a | Using IPERF IPERF @ PC OK
configuration compatible connected to
with the SF Classification ASN-GW x DL
for DL (then for UL) traffic (MS x UL)
7. Verify that the IP packets Using IPERF IPERF @ PC OK
are transferred on the air connected to
interface MS x DL (ASN-
GW x UL)
8. Verify that data exceeding | Using IPERF IPERF @ PC OK
the MSTR is dropped or connected to
delayed MS x DL (ASN-
GW x UL)
9. Verify that all traffic Mngt PCs OK
parameters related to the connected to
QoS class respect MS and BS
requirements
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Edition 00.01.00

10. Set 1 additional SF (SF2) Mngt PC OK
with the same connected to
configuration of the SF of ASN-GW/AAA
step 2

11. Restart MS OK

12. Start two IP Flow one Using IPERF IPERF @ PC OK
Compatible with SF1 connected to
configuration and the other ASN-GW x DL
with SF2.

SF1 throughput > SF2 (MSxUL)
throughput

SF1 throughput + SF2

throughput > Channel

capacity

13. Check fairness between Using IPERF IPERF @ PC OK
flows (SF1 throughput = connected to
SF2 throughput) MS x DL (ASN-

GW x UL)

14, Switch off MS OK

15. Pass to another OK
scheduling type (QoS
class) and repeat steps
from 2 to 14 until all types
have been tested
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A.8.2.3Deviation from the planned activities

None.

A.8.3 Verification exercise Results

A.8.3.1Summary of Verification exercise Results

ID | Result | Description When Expected | Obtained | VO Comment
observed result result
1 MSTR | Verify that the | Step 8 AeroMACS_ | OK
Maximum VO_Interop_
Sustained 04 B
Traffic Rate
value for a
SFis
respected
2 QoS Verify that the | Step 9 AeroMACS_ | OK
data traffic for VO_Interop_
askis fgé?(?MACS
managed VO_Interop__
following the 04 D
QoS
configuration
3 DSA Verify that the | Step 5 AeroMACS_ | OK
correct DSA | Step 7 VO_Interop_
procedure is | Step 9 05_A
implemented
4 Dynam | Verification of | Step 5 AeroMACS_ | OK
ic BW | correct Step 7 VO_Interop_
allocati | allocation of | Step 8 07_A
on the MAC 2:2B ?3 Cgro:\r/]lt'zzi—
resources - -
07_D

A.8.3.2Analysis of Verification Exercise Results

Both the nrtPS and rtPS Classes of Services were tested, as requested in Step #2. Initially, the SF1
was set with nrtPS Class of Service with the following characteristics:

- Priority= 1 (default)

- Max Baud Rate: 1 Mbps (both for UL and DL)
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- Classification Rules (both in UL and DL):

- DHCP messages exchange enabled (on ports #67 and #68 in this example)

ICMP messages exchange enabled (e.g. ping messages)
- NTP messages exchanges (enabled on port #123 in this example)

- UDP messages exchanges enabled (on ports #2222 and #2223 in this example)

An IP flow was then started in DL (using IPERF application running on the PC behind the ASN-GW),
and sent to a not allowed destination port (#2220), and it was verified that no UDP messages were
sent in any GRE tunnel towards the MS (see Figure 16).

A similar operation was then done in the inverse direction (UL), and it was again verified that no
message was transmitted by the MS on the air interface.

[1] 6.8.2.2_4_5.pcap - Wireshark ;IEIEI

File Edit Wiew Go Capture Analyze  Statistics  Telsphony  Tools  Help

S EExXEalacssaTFa|EBE AQAAD| EDE & E
Filter:l ¥  Expression... Clear Apply
M, |Time ISource |Destination |Pr0t0c0| |InF0 ﬂ
1 0.000000 125.125.40.48 125.125.40.48 TCP x11 > 5191% [PSH, ACK] Seg=l ack=l win=l§ Len=3 -
2 0.000023 125,125.40.48 125.125.40.48 TCP 51919 > x11 [PSH, ACK] sSeg=l ack=4 win=31 Len=9 -
3 0.000035 125.125.40.48 125.125.40.48 TCP x11 > 51919 [AcCk] Seq=4 Ack=10 win=1& Len=0 Tsw=!
4 1.790201 125.125.4.55 125.125.40.63 upP Source port: 3538% Destination port: netig
5 1.790207 125.125.4.55 125.125.40.63 upP Source port: 3538% Destination port: netig
6 1.790213 125.125.4.55 125.125.40.63 uoP Source port: 35588 Destination port: netig
7.7 125 125.125.4. 50 TCMP pestination unreachable (Port unreachahled
8 1.5872363 125.125.4.55 125.125.40.63 DR Source port: 35583 Destination port: netig
9 1.872367 125.125.4.55 125.125.40.63 DR Source port: 35588 Destination port: netig
10 1.87236% 125.125.4.55 125.125.40.63 DR Source port: 35588 Destination port: netig
11 1.1 G 125.125. 125.125.4.50 pestination unreachable (Port unreachablel
12 1.954113 125.125.4.55 125.125.40.63 uoP Source port: 35583 Destination port: netig
13 1.%95411% 125.125.4.55 125.125.40.63 [l Source port: 35589 Destination port: netig
14 1.954123 125.125.4.55 125.125.40.63 [l Source port: 35589 Destination port: netig
15 1 I 125.125.4.50 Destination unreachable (Port unreachablel)
16 2.036085  125.125.4.55 125.125.40.63 [els] Source port: 35589 Destination port: netig
17 2.036080  125,125.4.55 125.125.40.63 [els] Source port: 35589 Destination port: netig
18 2.036093 125.125.4.55 125.125.40.63 upP Source port: 35589 Destination port: netig
19 2.036103 125.125. 125.125.4.50 ICMP Destination unreachable (Port unreachahle)
20 2.118006 125.125.4.55 125.125.40.63 [l Source port: 35589 Destination port: netig
21 2.118010 125.125.4.55 125.125.40.63 upP Source port: 3558% Destination port: netig
22 2.118012 125.125.4.55 125.125.40.63 upP Source port: 3558% Destination port: netig |
d | ol

# Frame 4: 1068 bytes on wire (85344 bits), 1088 bytes captured (85344 hits)

F Linux cooked capture

Internet Protocol, Sre: 125.125.4.55 (125.125.4.55), Dst: 125.125.40.63 (125.125.40.63)
B User Datagram Protocol, Port: 35589 (355890, Dst Port: netig 5}
# Data (1024 bytes)

0020 7d 7d 28 37 ERICENPEIE P ey o0 o0 o0 00 i i - i’
po30 52 66 9% £7 00 0L fta ta 00 00 00 00 00 00 00 01 RE...... ... .....
ood0 00 00 08 ac 00 00 04 00 00 Ol 86 a0 Ff FF fc 18 ........ ... .....
0050 36 37 38 30 30 31 32 33 34 35 36 37 3B 30 30 31 67800123 45678501

080 32 33 34 35 36 37 38 30 30 31 32 33 34 35 36 37 234567809 01234587 ;I
[aTalrd sl se PN ?M T 2 T A TE el S A e T R | e B ) QOO ITAL ETEROT DT
O| User Datagram Pratocal (udp), 8 bytes | Packets: 663 Displayed: 668 Marked: O Load time: 0:00.251 |Pr0FiIe: Default A

Figure 16: Wireshark Log on ASN-GW ports: no transmission for IP flow not compatible with
the SF Classification for DL

9 Avenue de Cortenbergh 100 | B -1000 Bruxelles

——— H\ W !'éf!!’:.?i'il].f:l] 84 of 100

©SESAR JOINT UNDERTAKING, 2013. Created by AENA, AIRBUS, DSNA, EUROCONTROL, INDRA, NATMIG, SELEX ES
and THALES for the SESAR Joint Undertaking within the frame of the SESAR Programme co-financed by the EU and
EUROCONTROL. Reprint with approval of publisher and the source properly acknowledged.



Then, an IP Flow was started in UL, with a configuration compatible with the SF Classification for UL
(in this example the correct destination port), and it was verified that the UDP messages sent by the
MS were correctly received by the ASN-GW (see Figure 17).

=]
File Edit Yiew Image Colars Help
/.':',"; sl | 7 65.8.2.2_6_7.pcap - Wireshark _|EI_);
7 | @ File Edit Misw Go Capture Analyze Statistics  Telephony Tools Help

= s e . = B i T Y s
ZR(IB WO EEAXSE | Ae»T L2 BElQAQAQAD &ED® % B
i % F\Iter:l T  Expression... Clear Apply
A

Mo, ITime ISourca IDest\nation IProtocoI IInFo I3

| ¢ Q00000 125.125.40.32 125.125.40.48 IF Fragmented IP protocol (proto=GRE 0x2f, off=0, 10=F0f7) [Re:
olz 000006 125.125.40.63 125.125.4.55 EMIF  Source port: 50457 Destination port: Ethernet Ip-1

(afe1 emnd sl e Bl e Sl e e e B ENIP  Source port: 50457 Destination port: EthernetIP-1
] ] 000026 125.125.40.63 125.125.4.55 ENIFP  Source port: 50457 Destination port: Ethernet/IP-1

Q00036 ENIP  Source port: 50457 Destination port: EtherNet/IP-1
000042 1252125.40.63 125.12 EMIFP  Source port: 50457 Destination port: Ethernet/Ip-1
150041‘/If?f}25.40.32 125.12?T%Dwk IF Fragmented IP protocol (proto=GRE 0x2f, off=0, 1D=F0f8) [Re:
15008 125.125.40.63 125.125.4. NIP, r ort: 50457 Destination port: Ethernet/IP-1
150054  125.125.40.63  125.125.4.5 c beiqmgl Asﬁ?mort: 50457 pDestination port: EtherMet IP-1

PP CWOm=duu s WP COm- 3w s WP
Lo o e e o o o o o e o o o O o e

1 150054 125.125.40.63 125.125.4.55 ENIP  Source port: 50457 Destination port: Etherdet/Ip-1

1 AR e e D i e R EMIP  Source port: 50457 Destination port: EthernetIp-1

1 bl Ee R e Ce i R e i i EMIF  Source port: 50457 Destination port: Ethernet Ip-1

1 249934  125.125.40.32 125.125.40.48 P Fragmented IP protocol (proto=GRE 0x2f, off=0, ID=F0f9) [Re:

1 249538 125.125.40.63 125.125.4.55 ENIF  Source port: 50457 Destination port: Ethernet/IP-1

1 249980 125.125.40.63 125.125.4.55 ENIP  Source port: 50457 Destination port: Etherdet/Ip-1

1 249980 125.125.40.63 125.125.4.55 EMIP  Source port: 50457 Destination port: EthernetIp-1

1 249987 125.125.40.63 125.125.4.55 EMIP  Source port: 50457 Destination port: Ethernet Ip-1

1i 249988 125.125.40.63 125.125.4.55 ENIP  Source port: 50457 Destination port: EthernetIpP-1

1 400024  125.125.40.32 125.125.40.48 P Fragmented IP protocol (proto=GRE Ox2f, off=0, 1D=f0fa) [Re:

2 400028 125.125.40.63 125.125.4.55 ENIP  Source port: 50457 Destination port: Etherndet/IP-1

2 400067 125.125.40.63 125.125.4.55 EMIP  Source port: 50457 Destination port: EthernetIp-1

2 400067 125.125.40.63 125.125.4.55 EMIP  Source port: 50457 Destination port: Ethernet Ip-1 H
| | o

E Frame 5: 1514 hytes on wire (12112 bits), 1514 bytes captured (12112 bits)
B Linux cooked capture
® Internet Protocol, Srcr 125.125.40.63 (125.125.40.63), Dst: 125.125.4.55 (125, 125 4.55)

B User Datagram Protocol, Src Port: 50457 (50457), Dst Port: Ethernet IP-1 ¢
# Ethernet /IP (Industrial Protocol)

67890123 45675901
23456789 (1234567

QNN ITAC ETFRNAT T 15

(I_) [ Liser Diatanram Pratoral fudny, & bytes | Parkets: 1300 Displaved: 1300 Marked: 0 Lnad time: 0:00.203 [ Profile: Default [ _lﬂ
*
llllllllllllll
I_I_ll_l_l_lll_l_l_lll_
|F|:|r Help, click Help Topics on the Help Menu, 739,34 v

Figure 17: Successful IP Flow in UL

Similarly, a DL IP Flow was created with a configuration compatible with the SF Classification for DL
(in this case the correct destination port), and it was verified that the UDP messages sent by the PC
behind ASN-GW were correctly received by the MS.

Subsequently, it has been verified that data exceeding the MSTR were dropped (step #8). In fact,
using IPERF on the PC behind ASN-GW, an IP flow with 2 Mbps Baud Rate was sent to the ASN-GW
to be transmitted to the MS (see Figure 18) without changing the previously configured 1 Mbps Max
Baud Rate allowed to SF1. The result was that the data flow bit rate effectively registered at the MS
was about 1 Mbps, coherently with the configured MSTR.

The same kind of test was repeated in the opposite direction (UL), and the same correct behavior was
observed. It was observed that all traffic parameters related to the QoS class were compliant with the
requirements.
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_lox]
Edt kiew Insert Fnrmat Help
_I_I_I SR Al eeo] B
[rootBlocalhost ~]# iperf -c 125.125.40.63 -u -i 1 -1 1024 -t 10 -b 2000k -p 2222 =
Client connecting to 125.125.40.63, UDP port 2222
Sending 1024 byte datagrams
UDP buffer size: 108 KByte (default)
[ 3] local 125.125.4.55 port 43105 connected with 125.125.40.63 port 2222
[ ID] Interval Transfer Bandwidth
[ 3] 0.0- 1.0 sec 245 KBytes 2.01 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 3] 1.0- 2.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 3] 2.0- 3.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 3] 3.0- 4.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 31 4.0- 5.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 3] 5.0- 6.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth | |
[ 3] 6.0- 7.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 31 7.0- 8.0 sec 245 KBytes 2.01 Mbhits/sec
[ ID] Interval Transfer Bandwidth
[ 3] 8.0- 9.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 3] 9.0-10.0 sec 244 KBytes 2.00 Mbits/sec
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0 sec 2.39 MBytes 2.00 Mbits/sec
I 31 Sent 2443 datarrams LI
For Help, press F1 [ N

Figure 18: IPERF Log at the ASN-GW: 2 Mbps requested to be sentin DL

=0l x|

File Edit Wiew Insert Format Help

D= Sl sl =e o] B

Server listening on UDP port 2222
Receiving 1470 byte datagrams

T

UDP buffer size: 208 EKEyte [(default)
[ 3] local 125.125.40.63 port 2222 connected with 125.125.4.55 port 43105
[ ID] Interval Transfer Eandwidth Jitter Lost/Total Datagrans
[ 3] 0.0-10.0 sec 1.15 MEvytes 290 Fhits/sec 1.461 m= 1234/ 2443 (51%)
“Crootlasromacs-HP-Compag-8200-Elite-SFF-PC: /howe,/aeromacs$ iperf -c 125.125.4.55 -u -i 1
-b 2000k -t 10 -p 2222 _I
Far Help, press F1 MUM 2
Figure 19: IPERF Log at the MS: 1Mbps Max Baud Rate respected
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Then, a second Service Flow (SF2) was set with the same characteristics of SF1. However, SF1 was
loaded with an IP Flow with Baud Rate= 2Mbps, while SF2 was loaded with an IP Flow with Baud
Rate= 3 Mbps (see Figure 20 and Figure 21).

B 6.8.2.2_12_13 iperf pc GW on 5F1.kxt - WordPad o ] [

File Edit Wew Insert Format Help

D= SR @ 0@ ]

[rootflocalhost ~]# iperf -o 125.125.40.63 -u -i 1 -1 1024 -t 60 -h Z000k -p 2222 jj

Client connecting to 125.125.40.63, UDP port 2222

Fending 1024 hyte datagrams

UDF buffer size: 108 EByte ([default)

[ 3] local 125.125.4.55 port 446835 connected with 125.125.40.63 port 2222

[ ID] Interwval Transfer Bandwidth

[ 3] 0.0- 1.0 sec 243 EBytes 1.99 Mbits/sec

[ ID] Interwval Transfer Bandwidth

[ 3] 1.0- 2.0 sec z44 EEytes .00 Mbits/sec

[ ID] Interwval Transfer Bandwidth

[ 3] 2.0- 3.0 sec Z44 EEytes Z.00 Mhits/sec

[ ID] Interval Transfer Bandwidth

[ 3] 3.0- 4.0 sec Z44 EBytes Z.00 Mbits/sec

[ ID] Interwval Transfer Bandwidth

r 21 d Ne BE N ==~ 44 TRiras PO Mt a S oam LI
For Help, press F1 I_IW A

Figure 20: SF1 loaded with 2 Mbps
=] £

File Edit Wiew Insert Faormat Help

D) |E| S| s8] &[] =

Client connecting to 125.125.40.63, UDP port 2224
Sending 1024 byte datagrams
UDP buffer =ize: 1053 EBvyte [(default)

3] loeal 125.125.4.55 port 57555 connected with 125.125.40.63 port 2224

[

[ ID] Interwval Transfer Bandwidth

[ 3] 0.0- 1.0 =ec 367 EBvtes 3.01 Mbits/sec

[ ID] Interwval Transfer Bandwidrth

[ 3] 1.0- 2.0 =zec 366 EBvtes 3.00 Mbits/sec

[ ID] Interwval Transfer Bandwidth

[ 3] 2.0- 3.0 szec 366 EBytes 3.00 Mbits/sec

[ ID] Interwval Transfer Bandwidth j
For Help, press F1 I_IW v

Figure 21: SF2 loaded with 3 Mbps

The channel attenuation had been set in order to cause a QPSK % Modulation/Coding, with a
consequential Channel Capacity equal to 2,81 Mbps, hence much lower than the total bandwidth
needed to support the traffic requested by the 2 IPERF applications (3+2=5Mbps), coherently with the
condition requested by step #12.

It was observed that the two IP flows were divided fairly between SF1 and SF2 (see Figure 22 and
Figure 23). The little difference evidenced is exclusively due to the different observation periods
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between the 2 Service Flows: in fact the 2 IPERF transmissions were started manually, so the 2
observation periods are different.

=10l x|

File Edit Yiew Insert Format Help

D= S al 0=eo] B

rootflaeromacs-HP-Compag-S200-E1ite-3FF-PC: /home/aeromacs# iperf -s -u -p 2222

Jerver listening on UDP port 2222
Receiving 1470 byte datagrams
UDP buffer size: 208 EByte ([default)

[ 3] loeal 125.125.40.63 port 2222 connected with 125.125.4.55 port 44685
[ 3] 0.0-61.7 sec 92.61 MBEytes 1.38 Mhitsfisec 16.932 ms 4504/14643 (33%)
*Crootfaeromacs-HP-Compag-8200-Elite-3FF-PC: f home/ aeromacs# |

For Help, press F1 I_ FUIM
Figure 22: Baud rate on SF1

=101 x|

File Edit Miew Insert Faormak Help

D= S s 2@ o] B

aeromacaiasromacs-HP-Compag-8200-Elite-3FF-PC:~3 iperf -3 -u -p ZZZ4

Serwver listening on UDP port 2224
Feceiving 1470 byte datagrams
UDP buffer size: 208 EByte ([default)

[ 3] local 125.125.40.63 port 2224 connected with 125.125.4.55 port 57555

[ 3] 0.0-60.5 =sec 10.9 MByte=s 1.43 Mbhits/sec 29.2Z65 ma 10353/21979 [49%)
*Caeromacsfiaeromacs-HP-Conmpag-5200-Elite-3FF-PC:~§

For Help, press F1 I_ )
Figure 23: Baud rate on SF2

A.8.3.3Unexpected behaviors/Results

None
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A.8.4 Conclusions and recommendations

It was verified that all QoS requirements are satisfied for the QoS scheduling Types defined.

A.9 Verification Exercise # LAB1 4 Security Report

A.9.1 Verification Exercise Scope

The purpose of this Test Case is to verify proper working of Security features.

A.9.2 Conduct of Verification Exercise

A.9.2.1Verification Exercise Preparation

The test bed described in 15 was used, except for one difference: in fact, the ASN-GW and AAA
Server were located in different devices.

A.9.2.2Verification Exercise execution

Step Action Action PCO Comment
nr. description (Point of
Control and
Observation)
1. Switch on MS
2. Switch on BS and ASN-
GW/AAA
3. Establish a communication R6 i/f with With Authentication
and verify that the chosen Wireshark enabled, insert valid
authentication method is credentials
supported:

No authentication or EAP
based authentication

A.9.2.3Deviation from the planned activities

None.

A.9.3 Verification exercise Results

A.9.3.1Summary of Verification exercise Results

ID | Result Description | When Expected | Obtained | VVO Comment
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observed | result result
1. | No Verify that Step 3 Network AeroMACS | ASN-
Authenticatio | authenticati entry _VO_Intero | GW/AAA
n on and key without p_11 A shall be
exchange authentic configured
steps are ation with no
skipped Authenticati
on
2. | Authenticatio | Verify that Step 3 Network AeroMACS
n authenticati entry with _VO_Intero
on and key authentic p_11 B
exchange ation
steps are
present

A.9.3.2Analysis of Verification Exercise Results

The ASN-GW was initially configured in order not to require Authentication to the MS entering the
Network; BS and MS were switched on, and the MS started the Net Entry procedure, that was
completed successfully. The related messages exchange in the ground network between BS, ASN-
GW and DHCP Server is evidenced in the Wireshark log shown in Figure 24.
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771 6.9.3.1Test_1.pcap - Wireshark (=]
File Edit Wiew Go Capture Analyze Statistics Telephony Tools  Help

B e EE@xXgLacsoTFi((aE Qaacan #0m% | B
Filter:l ¥ Expression... Clear Apply
Mo, ITime ISource IDestination IProtocoI IInFo 1=
1 0.000000 125.125.40.32 125.125.40.48 wiMax — MS_PreAttachment_Regq - MSID:00:00:77:h6:90:ac, TID:0x0001
2 0.,000735 125.125.40.48 125.125.40.32 W M MS_Preattachment_Rsp - MSID:00:00:77:h6:90:ac, TID:O0x0001
3 0.002398 125.125.40.32 125.125.40.48 wiMax  MS_Preattachment_Ack - MSID:00:00:77:h6:90:ac, TID:Ox000L1
4 0.047872 125.125.40.32 125.125.40.48 W MAX MS_attachment_Req - MSID:00:00:77:b6:90:ac, TID:0x0002
5 0.048230  125.125.40.48 125.125.40.32 W MAK MS_attachment_Rsp - MSID:00:00:77:b6:90zac, TID:0x0002
6 0.049540 125.125.40.32 125.125.40.48 wiMAK Ms_attachment_ack - MSID:00:00:77:b6:90:ac, TID:0x0002
7 0.052357  125.125.40.48 125.125.40.32 wiMAK Path_Reg_Req - MSID:00:00:77:b6:90:ac, TID:Ox0001
8 0.551634 125.125.40.48 125.125.40.32 wiMax  Path_Reg_Req - MSID:00:00:77:b6:90:ac, TID:Ox0001
S 0.768373 125.125.40.32 125.125.40.48 wiMAK Path_Reg_Rsp - MSID:00:00:77:b6:90:ac, TID:Ox0001
10 0.7659138 125.125.40.48 1:25.125.40.52 WiMAK Path_Reg_ack - MSID:00:00:77:b6:90:ac, TID:Ox0001 =
11 6.162729 0.0.0.0 255.255.255.255 DHCP DHCP Discower - Transaction ID Ox96976e
12 6.164795 125.125.40.48 125.125.40.125 DHCRP DHCP Discowver - Transaction ID Ox96976e
13 6.166467 125.125.40,125 125.125.40.48 DHCP DHCP offer - Transaction ID 0x96976e
14 6.166666 125.125.40.48 125.125.40.63 DHCRP DHCP offer - Transaction ID 0x96976e
15 6.262676 0.0.0.0 255.255.255.255 DHCP DHCP Reguest - Transaction ID 0x96976e
16 6.262%28 125.125.40.48 125.125.40.125 DHCP DHCP Regquest - Transaction ID 0x96976e
3]

L264122  125.125.40.125 125.125.40.48 DHCP DHCP  ACK - Transaction ID 0x96976e
553 125.1 0.48 125.] ] DHCP Transaction

LFELE14 125,

LFELE52 125,

.7E1l552 125,

FEL567 125,

4 MTP client
4.55 MTP NTP client
125.125.4.55 MNTP NTP client
.4.55 MTP NTP client
LFEL568 125, 125.125.4.55 NTP NTP client
763114 125, 125.125.40.863 NTF NTFP server

. 763125 125.125.4.55 125.125.40.863 NTF NTFP server

4 |

Frame 18: 350 hytes on wire (2800 hbits), 330 bytes captured (2800 hits)

Linux cooked capture

Internet Protocol, Src: 125.125.40.48 (125.125.40.48), Dst: 125.125.40.32 (125.125.40.32)
Generic Routing Encapsulation (IP)

Internet Protocol, Src: 125.125.40.48 (125.125.40.48), Dst: 125.125.40.63 (125.125.40.63)

Coo0 00 04 00 01 00 06 68 05 ca Oc 68 00 00 00 08 00
0010 45 00 01 d4e o4 31 00 00 Ff 2f Shb 04 7d 7d 28 30
0020 Fd Fd 28 20 20 00 O 00 00 OO0 00 01 45 00 01 32
0030 o4 31 00 00 £F 11 Sh 1f 7d Fd 28 30 7d 7d 28 3
0040 00 43 00 44 01 le £9 ac 02 01 06 01 00 96 97 &e

LN T A T VAT & VA T o VA B & Vo S & T B VA T T S M B B~ S =S T A T WA T B o] 1L

O| File: "DihgiuliolSESARYLS. 2, F\Execution Phase),.. | Packets: 61 Displaved: 61 Marked: 0 Load tirme: 0:00.234 |Pr0FiIe: Default

Figure 24: Net Entry without authentication - WS Log
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Subsequently, the test was repeated after having properly reconfigured ASN-GW/AAA Server in order
to require an EAP-based Authentication. The complete procedure was verified.

Figure 25 shows the related Log file, registered at the ASN-GW. In particular, it is possible to
appreciate the following steps:

e In step #7 in Figure 25 the ASN-GW sends the ID request to the BS (that has opened a GRE
tunnel towards the MS), receiving the BS response (in step #8) containing the MS MAC
address and realm.

e The ASN-GW sends an Access-Request to the AAA Server, starting the Authentication
Process, and the AAA Server replies with an Access-challenge, after having verified the
presence of the MS in its MSs list. This message contains the EAP Message type and the
keys to be exchanged in the next transactions.

e The ASN-GW encapsulates the received message in an EAP-REQ to the MS, to which the
MS answers with a EAP RSP (Client Hello). The ASN-GW forwards the Client-Hello to the AA
Server (step #15 in Figure 25).

o The AAA Server replies the ASN-GW with an Access-challenge (Server-hello) containing also
the Server Certificate, and the Request of the Client Certificate. The ASN-GW encapsulates
this information in the subsequent EAP-Request to the MS
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The MS answers to the ASN-GW with its Client Certificate, and other information (Client Key
Exchange, Certif. Verify, Change Cypher Spec, etc). The ANS-GW encapsulates this
information for the AAA Server in step #19

After a series of acknowledges among the three involved parties, the AAA Server accepts the
whole procedure with the Access-accept message in step #24, including the Home Agent
Address with which the ASN-GW will create the tunnel for data exchange (PC behind ASN-
GW)

After having successfully created a tunnel with the HA, the ASN-GW sends an EAP_Transfer
(Success) to the MS, and subsequently the Key Change_Directive, containing the keys for
Air ciphering (step #35)

The MS sends beck a Key Change Ack and then the first ciphered message
(MS_Attachment_Req in step #37)

After a brief exchange of acknowledges, the ASN-GW sends a Path_Reg Req to the MS,
meaning that the Authentication Phase has successfully concluded and the final
Reqgistration/SF Creation may be started.

[1] Wing_ASN_With_Security_Success@relaymode.pcap - Wireshark - Dlﬂ

File:

Edit

Wiew Go Capture  Analyze Statistics  Telephony  Tools  Help

DEees CEXE0 | AcsoTL/0E QQAQAR | #BDM x| B

Filter:l ¥ Expression... Clear Apply

Io, ITima |Source |Destinatiun IProtDcoI IInfo =]
6 73.569005 125.125.40.39 125.125.40,48 wimax M3_Preattachment_ack — MSID:1B:03:73:c6:7%:97, TID:Ox000L1
7 73574233 125.125.40.48 125.125.40.39 wimax aR_Eap_Transfer [Reguest, Identity [RFC3748]] - MSID:1B:03:73:c6:79:97, TID:Ox0
8 73.6663%92 125.125.40.39 125.125.40.48 wiMax AR_EAP_Transfer [Response, Identity [RFC3748]] - MSID:18:03:73:c6:78:587, TID:Ox
9 73.669788 Dellpcha_53:25:Broadcast ARP who has 125.125.40.47 Tell 125.125.40.48
10 73.670031 Dell_cO:h5:49 DellPcha_53:25:9:ARP 125.125.40.4 95 at 00:11:43:c0:h5:49
11 73.670044 125.125.40.48 125.125.40.4 RADIUS access-Request(l) (id=26, 1=229)
12 73.671416 125.125.40.4 125.125.40.48 RADIUS access—challenge(11) (id=2&, 1=91)
13 73.691573 125.125.40.48 125.125.40.38 wiMax AR_EAP_Transfer [Reqguest, EAP-TLS [RFC5216] [abobal] - MSID:18:03:73:c6:79:97
14 73.767285 125.125.40.39 125.125.40.48 wimax AR_EAP_Transfer [Response, EAP-TLS [RFC5216] [abobal]l - mMSID:18:03:73:C6:179:97,
15 73.770811 125.125.40.48 125.125.40.4 RADIUS Access-Requestfl) (id=27, 1=288)
16 73.7583105 125.125.40.4 125.125.40.,48 RADIUS access-challenge(1l) (id=27, 1=1117)
17 73.799871 125.125.40.48 125.125.40.39 wimax arR_Eap_Transfer [Reguest, EAP-TLS [RFC5216] [abobal] - MSID:18:03:73:c6:79:97
18 73.867097 125.125.40.39 125.125.40.48 wiMax AR_EAP_Transfer [Response, EAP-TLS [RFCS5216] [Abobal]l - MSID:18:03:73:c6:79:07
19 73.874840 125.125.40.48 125.125.40.4 RADIUS Access—Request(l) (id=28, 1=230)
20 73.876513 125.125.40.4 125.125.40.48 RADIUS Access-challenge(1l) (id=28, 1=1117)
21 73.879144 125.125.40.48 125.125.40.39 wimax AR_EAP_Transfer [Reguest, EAP-TLS [RFC3216] [abobal] - MSID:18:03:73:c6:79:97
22 73.968865 125.125.40.39 125.125.40.48 wimax arR_Eap_Transfer [Response, EAP-TLS [RFC5216] [abobal] - mMSID:18:03:73:C6:79:97
23 73.0F1476 125.125.40.48 125.125.40.4 RADIUS Access-Request(l) (id=29, 1=230)
24 73.072431 125.125.40.4 125.125.40.48 RADIUS access—challenge(11l) (id=29, 1=296)
25 73.973906 125.125.40.48 125.125.40.39 wimax AR_EAP_Transfer [Reguest, EAP-TLS [RFC5216] [abobal] - MSID:18:03:73:06:79:97
26 74.526544 125.125.40.39 125.125.40.48 wimax AR_EAP_Transfer [Response, EAP-TLS [RFC5216] [abobal]l - MSID:18:03:73:c6:79:97
27 74.530067 125.125.40.48 125.125.40.4 P Fragmented IP protocol (proto=upP 0x11, off=0, ID=2fe?) [Reassembled in #28]
28 74.530102 125.125.40.48 125.125.40.4 RADIUS Access-Request(l) (id=30, 1=1506)
20 74.664121 125.125.40.4 125.125.40.48 RADIUS access—challenge(11l) (id=30, 1=154)
30 74.665702 125.125.40.48 125.125.40.39 wimax AR_EAP_Transfer [Reguest, EAP-TLS [RFC5216] [abobal] - MSID:18:03:73:06:79:97
31 74.707466 125.125.40.39 125.125.40.48 wimax AR_EAP_Transfer [Response, EAP-TLS [RFC5216] [abobal]l - MSID:18:03:73:c6:79:97
32 74.709664 125.125.40.48 125.125.40.4 RADIUS Access—Request(l) (id=31, 1=230)
33 74.816721 125.125.40.4 125.125.40.48 RADIUS Access-Accept(2) (id=31, 1=554) I
34 74.822267 125.125.40.48 125.125.40.30 wWiMax  AR_EAP_Transfer [Success] — MSID:1B:03:73:Ch:79:97, TID:Ox0006
35 74.822482 125.125.40.48 125.125.40.309 wiMax  Key Change_Directive — MSID:1B:03:73:C6:79:97, TID:Ox000L
36 74.822762 125.125.40.39 125.125.40.48 wimMax Key _Change_ack - MSID:18:03:73:c6:79:%7, TID:0x0001
37 74.0940540 125.125.40.39 125.125.40.48 wimMax MS_Attachment_Reg - MSID:18:03:73:c6:79:97, TID:0x0002
38 74.051125 125.125.40.48 125.125.40.30 wiMax MI_Attachment_Rsp - MSID:18:03:73:c6:79:97, TID:0x0002
30 74.051577 125.125.40.39 125.125.40.48 wimMax MS_Attachment_Ack - MSID:18:03:73:c6:79:97, TID:0x0002
40 74.995773 125.125.40.48 125.125.40.39 wimMmax Path_Reg_Req - MSID:18:03:73:C6:79:97, TID:O0x0001
41 FROFITOAG 125.125.40.30 125.725.40.4R wWimMax  Path Ren Rsn — MSTN1R:03:73:cA:70:07. TTR:Ox000]

1|

# Frame 7: 85 hytes on wire (680 bits), 85 hytes captured (680 hits)

Ethernet II, Src: DellPcha_53:25:9e (00:0d:56:53:25:%e), Dst: dd:he:d9S:h9:ce:ch (dd:he:d9:h9:ce:ch)
® Internet Protocol, Src: 125.125.40.48 (125.125.40.48), Dpst: 125.125.40.39 (125.125.40.39)

F llser DATanram Pratncnl. Sre PAPRT: wimaxasncn (223170, nst Port: wimaxasnen (22317

O ‘ Frame iframe]), 85 bytes ‘Packets: 51 Displayed: 51 Marked: 0 Load time: 0:00.218 Profile: Default

(Kl I_ILI;I_ILILIL

Figure 25: EAP-based Authentication Procedure
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A.9.3.3Unexpected behaviors/Results

None.

A.9.4 Conclusions and recommendations

The proper Authentication features were verified in all of the impacted devices (MS, BS, ASN-GW,
AAA Server).

A.10 Verification Exercise # LAB1 5 Radio Characteristics
Requirements Report

A.10.1 Verification Exercise Scope

The purpose of this Verification Exercise is to verify that the BS Radio characteristics requirements
are satisfied.
A.10.2 Conduct of Verification Exercise

A.10.2.1  Verification Exercise Preparation

The same test bed described in A.6.2.1 was used, except for the fact that a MS was not needed in
this case.

A.10.2.2 Verification Exercise execution

Step Action Action PCO Comment
nr. description (Point of
Control and

Observation)

1. Switch on MS Not executed as not
needed
2. Switch on BS OK
3. Verify that MS connects Mngt PCs Not executed as not
successfully connected to needed
MS and BS
4, Send payload to be Mngt PCs Not executed as not
transmitted by BS connected to needed. The BS starts
BS transmitting autonomously

at the start-up.

5. Verify the tune of center WIMAX OK
frequencies by the BS Spectrum

launding mambers

“ > Avenue de Cortenbergh 100 | B -1000 Bruxelles
L W sosarju.eu 93 of 100

©SESAR JOINT UNDERTAKING, 2013. Created by AENA, AIRBUS, DSNA, EUROCONTROL, INDRA, NATMIG, SELEX ES
and THALES for the SESAR Joint Undertaking within the frame of the SESAR Programme co-financed by the EU and
EUROCONTROL. Reprint with approval of publisher and the source properly acknowledged.



Project Number 15.02.07 Edition 00.01.00
D06.2 - AeroMACS Verification Report

Analyzer

6. Verify the supported WIMAX OK
5MHz channelization Spectrum
Analyzer

A.10.2.3  Deviation from the planned activities

Steps 1, 3, 4 were not executed as not needed (the BS starts transmitting autonomously at the start-
up).

A.10.3 Verification exercise Results

A.10.3.1  Summary of Verification exercise Results

ID | Result Description | When Expected | Obtained result | VO Comment
observed | result
1. | BSTX Verify the Step 5 BS BS Centre AeroMAC | OK- by
Spectru | tune of Centre Frequency S_VO_RF | means of
m Mask | center Frequenc | tolerance better | _06_A Spectrum
frequencies y than + 2x10°® Analyzer
by the BS tolerance
better
than +
2x10°
2. | BSTX | Verify the Step 6 5 MHz 5 MHz AeroMAC | OK- by
Spectru | supported Channeliz | Channelization S_VO_RF | means of
m Mask | 5Mhz ation verified _06_B Spectrum
channelizatio Analyzer
n

A.10.3.2  Analysis of Verification Exercise Results

The AeroMACS BS prototype spectrum mask was measured. It is represented in Figure 27.
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= Agilent 21:59:46 Mar 17, 1970 Marker

Ref 8 dBm Atten 10 dB "250.900 dB peiect "g’k":
Marker Trace

PR M 1 2 3

7.500000 MHz - i e
-50.900 dB " i) Frequency

e

'WJ’L ,Pﬂ]
W

Marker Table
On Off

Marker All Off

More
2 of 2

File Operation Status, A:\SCREN044.GIF file saved
Figure 26: AeroMACS BS measured Spectral Mask

The BS center frequency error measured was about +100 Hz at 5.091 MHz, i.e. less than 2x10°%.

Note: The BS prototype spectrum mask was implemented making reference to the target mask
reported in Figure 27. At the moment of the prototype specification no MOPS were available, and
hence no target masks, neither in draft form.
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Figure 27: Selex AeroMACS BS prototype target spectrum mask

The target Spectrum Mask adopted has the following attenuations:
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param att. Freq.
A 0 dBr 2.5 MHz
B -25 dBr 3.2 MHz
C -32 dBr 5.0 MHz
D -50 dBr 7.5 MHz

A.10.3.3 Unexpected behaviors/Results

None.

A.10.4 Conclusions and recommendations

The AeroMACS BS prototype spectrum mask was measured.

A.11 Verification Exercise # LAB1 6 Transmit Power Report

A.11.1 Verification Exercise Scope

The purpose of this Verification Exercise is to verify that the Transmit Power requirements listed in
the Verification Exercise execution Section are satisfied.

A.11.2 Conduct of Verification Exercise

A.11.2.1  Verification Exercise Preparation

The exercise was executed with the test bed described in Figure 2.

A.11.2.2 Verification Exercise execution

Step Action Action PCO Comment
nr. description (Point of
Control and
Observation)
1. Switch on MS OK
2. Switch on BS OK
3. Send payload to be Mngt PCs OK
transmitted by BS connected to
BS
4. Verify the BS output Mngt PC OK
power range connected to
BS and for
signal
WIMAX
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Spectrum
Analyzer
5. Verify that if the BS Mngt PC OK
belongs to Class 1, then connected to
its transmitted power BS and for
keeps in the range of signal
20<PTx,max<23 dBm _
for QPSK modulation WIMAX
Spectrum
Analyzer
6. Lower and raise the Variable OK
Variable attenuator Attenuator
Level at steps of 1 dB
7. Verify that the MS Check the MS | Mngt PCs OK
output power is TX power with | connected to
increased or decreased | the Spectrum | MS and BS,
in order to compensate | Analyzer, and for signal
the power fluctuations check the UL .
MAP IE on WIMAX
the RF Link | Spectrum
Analyzer
A.11.2.3 Deviation from the planned activities
None.
A.11.3 Verification exercise Results
A.11.3.1  Summary of Verification exercise Results
ID | Result Description | When Expected | Obtained | VO Comment
observed | result result
1. | Verify the Step 4 AeroMACS_ | OK- by
BS output VO_RF_08_ | means of
power D Spectrum
range Analyzer
2. | Verify that Step 5 AeroMACS_ | OK- by
if the BS VO_RF_07_ | means of
Class 1, Analyzer
then its
transmitted
power
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keeps in
the range
of
20<PTx,m
ax<23
dBm for
QPSK
modulation
Transmit Verify power | Step 7 Verify that AeroMACS_ | OK- by
Power control the MS VO_RF_08_ | means of
Control procedure output A/C Spectrum
and during initial power is Analyzer
Relative ranging increased
Step phase, or
accuracy Closed Loop decrease
and Open d in order
Loop Power to
Control mode compens
ate the
power
fluctuation
s
A.11.3.2 Analysis of Verification Exercise Results

The exercise was executed with the test bed described in Figure 2.

In order to verify the BS TX Output power, the total attenuation introduced by the attenuator and
cables between the BS under test and the Spectrum Analyzer was measured. It resulted being 16 dB.

Then the Spectrum Analyzer measured the BS “Band Power”, that is the BS TX power actually
contained in the 5 MHz band, evidenced by markers in Figure 28.

The resulting BS TX Output Power was calculated as (16 + 6.87) = 22.87 dBm (Class 1).
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Figure 28: BS Output Band Power

The OL passive Power Control and CL Power Control procedures have been verified. Analysis is
shown in A.7.3.2.

A.11.3.3 Unexpected behaviors/Results

None.

A.11.4 Conclusions and recommendations

The BS TX Output Power has been measured. The OL passive Power Control and CL Power Control
procedures have been successfully verified.
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