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1 Project overview 
P14.02.02 “SWIM security solutions” was a technical project inside the “SWIM technical architecture” 
workpackage to define security solutions for SWIM (System Wide Information Management).  

ATM Security is a growing concern for all those involved in aviation, including air navigation service 
providers. The security of the information will have to be managed taking into account the fact that  
more information will be shared between ATM stakeholders, thus exchanges will be increased and 
will use the SWIM Technical infrastructure as illustrated in the figure below.  

The objective was to provide a framework that allows for a stepwise implementation of the security 
measures as the threat evolves. 

Figure 1: SWIM Technical Infrastructure 

SWIM technical infrastructure is shown in the above figure 1. 

The technical perimeter was: 

 to define and assess ICT (Information and Communication Technology) security solutions for
the ground-ground segment of SWIM technical infrastructure (middleware),

 to ensure that the security solutions defined for the ground part of air-ground middleware
were consistent with the ones defined for the on-board part.

The project defined a SWIM security framework. 

 As SESAR ATM Security Requirements were not yet available, SESAR ATM security needs
were identified from the SESAR Definition phase. They were taken as a starting point for
defining the SWIM Security framework.

 The following list of steps was defined to define security solutions in a top-down approach:

- identify high-level security requirements

- perform a security risk assessment in three successive iterations, in order to:

- cope with the definition of services made in successive iterations, following
the delivery of a new set of services in each ISRM. Each ISRM delivery
matched the needs of validation exercises.

- refine the security assessment process for the particular case of SESAR
SWIM by learning from previous iterations.
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- derive the results of the risk assessment into security requirements as input to the
project in charge of producing the SWIM technical infrastructure specification [18],
[19], [20], [21].

- define security technologies suitable for SWIM middleware as a complement to the
list of possible technologies for SWIM_TI [14]

- define security design solutions, as a complement to the SWIM TI design solutions
[15], [16].

The project identified the SWIM security context and needs. 

 The already existing European and non-European regulations which might be potentially
applicable whole or part for SWIM Information security were identified as inputs to defining
security requirements.

 Results of previous security studies in the ATM domain or in other domains were identified.

 A first set of High-level security requirements was defined, including a sub-set for
interoperability with US SWIM.

The project carried out a SWIM security risk assessment. 

The result of the SWIM risk assessment is a list of prioritized risks [5]. 

Security controls were extended to include 

 the latest version of the Minimum Set of Security Controls (MSSC)

 the security requirements defined in the SWIM-TI Technical Specification 2.1 and in the
SWIM Profiles documents for Step 2 – Iteration 2.1.

 P14.02.02 selected best practices from the widely known security standard NIST SP 800 53
Edition 4 [22].

The project defined the SWIM security requirements, it: 

• refined the High-level requirements,

• derived requirements from the most critical controls identified by the risk assessment as
missing in the definition of SWIM.

• derived requirements from the security controls identified by the second iteration of the risk
assessment as missing in the definition of SWIM,

• complemented the MSSC by defining a Statement of Applicability of NIST SP 800 53
standard [22] to SWIM, and derived requirements as inputs to the next iteration of SWIM technical
specification, and definition of SWIM organizational and procedural aspects to be defined during
deployment.

The project performed an assessment of available security technologies for SWIM. The 
technologies for identity management, authentication, file integrity monitoring and intrusion detection 
systems. 

The project identified security design solution for SWIM. 
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2. For SWIM security technical solutions:

- the need to identify the appropriate means to prevent Distributed Denial of Service

(DDOSes), which could be a subject for a new research project,

- the possibility to use Domain Name System Security Extensions (DNSSEC) as a low

cost alternative to Bridge Certificate Authority (BCA) /Public Key Infrastructure (PKI),

which could be a subject for a new research project.

- the need to identify common components of SWIM Technical Infrastructure (Registry,

Identity Management) that could be certified,

- the need to ensure that local supervision will be able to cooperate with a European
Security Operations Centre (E-SOC),

- More generally, security engineering principles should be defined for SWIM, which
could be a subject for a new research project.

3. For SWIM architecture;

- SWIM architecture is currently not detailed into software components, it remains
functional. Solutions are proposed for each functional block. They are to be
considered as recommendations made to an architect to implement security features,
in particular for identity management, authentication and log management.

- The overall recommendation is to ease the integration of security controls by hiding
the complexity of the underlying technical functions in order to enable future
replacement of a technical product or technology by another one.
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