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Today’s system design development and certification of air 

navigation systems becomes more complex due to the 

contribution of many stakeholders to the development process. 

With increasing complexity, assuring safety operation within 

ATM domain by determining safety requirements is harder to 

achieve and higher process integrity of all stakeholders is 

demanded. The proposed methodology and implementation 

into software shall support the mandatory safety assessment 

for certification issues by assuring a safe operation according 

to a certain target level of safety. The methodology augments 

the Eurocontrol safety assessment methodology by using 

model-based approach, logic networks and linear algebra. 

Beside safety requirements, general system requirements can 

change during development phases and have to comply with 

numerous constraints and with economic criteria. The 

presented tool enables the user to evaluate the safety 

requirements by given criteria in short evaluation cycles to 

assure cost-optimized safety requirements for the system 

design. A cost function is presented that quantifies the achieved 

safety while also considering the economy of the chosen safety 

requirements. The methodology is finally applied to a safety 

assessment for the design of innovative virtual control tower 

ATC applications, which is performed with German ANSP 

Deutsche Flugsicherung. We could significantly improve the 

apportionment method for determining safety requirements. 

Keywords: system safety assessment; functional hazard 

assessment; preliminary system safety assessment; risk 

assessment; design evaluation; technical requirements; human 

machine interfaces; ATM application 

I.  INTRODUCTION AND STATE-OF-THE-ART 

Safety assessment of new but also existing air navigation 
systems (ANS) is a crucial and often demanding step to 
reach operational readiness and certification. It generally 
aims at formulating safety requirements for technical 
equipment, both for hard- and software components (RTCA 
DO-254 and RTCA DO-178B/248B) and to identify 
hazardous events or constellations potentially hampering 
ATM safety. The development of ANS typically comprises 
several safety critical tasks and functions leading to complex 
systems. Consequently various experts such as product 
managers and system developers will have to collaborate 
over a long time period reflecting the entire system 
development phase often comprising various iteration cycles. 
Design functions and elements of ANS become hierarchic by 

allocating dedicated levels of criticality to them. The safe 
system operation is formally stated, if the ANS matches all 
safety requirements set out.   

 

Figure 1.  Development process dependencies between Safety Assessment 

and the Overall System Life Cycle [3]. 

According to Eurocontrol SAM [3], the first steps FHA 
and PSSA are realized during system definition (figure 1) 
and system design phase. They are performed usually by a 
heterogeneous working group. Starting with the 
identification of hazard causes, one can recognize a diversity 
of stakeholder working areas, with each one having a distinct 
contribution to the probability of hazard occurrences. An 
involvement of all participants in the common identification 
of causal events is therefore crucial and even mandatory. A 
commonly used approach is to perform workshops with all 
stakeholders to classify hazard causes fault tree analysis 
models (FTA) that deliver a causal logic representation of 
occurrence. Safety requirements are then derived by 
workshop participants through apportionment

1
 of safety 

objectives backwards into the FTA as depicted in figure 2. 
These recommended steps may easily be applied to 

                                                           
1According to Eurocontrol SAM [4] terminology, the apportionment of 

safety objectives describes the activity of apportion given probabilities 

with respect to a causal logic and allocating the resulting probability to 

the causes. 
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operational systems, or to those for which at least all system 
design requirements are final. However, the apportionment 
scheme between safety objectives resulting from the FHA 
and the safety requirement to be set in the PSSA relies on 
individual judgment and as such uncertain. This uncertainty 
may in turn invoke misleading system design requirements 
allocating system costs that do not deliver additional safety. 

This paper takes its motivation from here: It presents a 
standardized methodology on how apportioning safety 
objectives (SO) into safety requirements (SR) following 
minimization strategies.  

The PSSA according to Eurocontrol [5], has the main 
objective to determine the appropriate design assurance level 
for hardware and software as e.g. avionics and ground 
equipment [24], communication and HMI [7] or HMI design 
issues [2]. Therein, safety requirements describe maximum 
acceptable probabilities that address causes of failure rates in 
the technical equipment or cognitive errors, faults and lapses 
of human operators. 

When applying this apportionment methodology, the 
following effects occur: 

 Requirements can change during development 
processes within the product development lifecycle. 
With respect to a living document character of the 
design requirements document in development 
processes, the PSSA rather needs a continuous 
character that updates hazard causes and causal logic 
according to changes of technical and functional 
requirements permanently.  

 The apportionment of safety objectives into safety 
requirements shall be applied by means of fault tree 
models. In contrast, the often experienced case has 
got the character of a logic gate network model, 
which superposes multiple fault trees. It results in a 
multi-relationship between cause probabilities and 
hazard probabilities. The typical process then is to 
ignore this multi-relationship leading to the random 
allocation scheme of various safety objectives to one 
hazard cause. An over determination of safety 
requirements may result. An ordinary solution is the 
allocation of the lowest and strictest safety 
requirement. The disadvantage is a lowered 
economic system design due to the setting of non-
optimized safety requirements thus exceeding the 
SO. 

 Efforts resulting from increased reliability of system 
functions are often not taken into account during 
safety assessment. The common method of SO 
apportionment is a homogenous weighting along all 
hazard causes. Each cause is so treated equally 
contributing and consequently disregards a potential 
offset in the costs induced into the system design.  

Consequently, the concept presented here aims at 
allocating the SOs such as to reach maximum cost efficiency. 
A detailed literature review reveals the following activities in 

this field, mainly since 1996, along with the publication of 
the [21] standards:  

A tool for supporting software development processes 
was developed in [9], helping the user to auto- generate 
safety models by UML modeling language and to optimize 
software architecture accordingly. 

Developing UML system models form a basis to estimate 
hazards causes in hardware and software. A fault tree 
generation out of UML models was developed and 
investigated in [22]. 

Development processes contain numerous forms of 
UML-diagrams for organization and requirements purposes. 
The ability to interpret safety cases in these diagrams is 
supported by the Software product „Safety In The Loop‟ 
[23]. 

The proposed approach of this paper is to demonstrate a 
method and the implementation in a software tool that 
supports the system development process by intelligent and 
all-embracing apportionment of safety objectives while 
considering multi-relationships of hazard causes. Further, 
objectives of the method and the support tool are derived of 
the mentioned disadvantages of recommended 
apportionment method: 

The functional requirements of the software implemented 
support tool shall provide a safety modeling function, in 
which the user is able 

 to edit and delete hazard causes, 

 to associate them causally with predefined hazards, 

 to visualize causal logic with the help of fault trees 
and event trees (the combination of both diagrams is 
shown in Figure 2.   

 to set quantitative safety requirements according to 
pre-set criteria,  

 to verify correct apportionment of safety  objectives 
to safety requirements, and  

 to analyze sensitivity between the achievable system 
design safety and the number and type of hazard 
causes known. 

The following sections will present the methodology that 
refers to logic networks and extends the fault tree technique 
to support multi dependencies of hazard causes. A general 
transfer function of hazard causes to hazard events is 
deduced, which offers the ability to determine hazard 
occurrence depending on safety requirement settings. Two 
criteria for safety requirement determination are presented.  

The used software development framework EMF 
(Eclipse Modeling Framework, see section III) is being used 
to implement and apply the method to ANS system relating 
to a novel working environment for ATC virtual tower 



 

 

operations
2
. The implementation is then used to apply PSSA 

safety objective allocation concept to the safety 
requirements. 

 

II. METHODOLOGY 

A. Eurocontrol safety assessment methodology 

Recommendations on how to perform a system safety 
assessment for ANS certification issues may be found in [21] 
as discussed above. Eurocontrol Safety Assessment 
Methodology (EATMP SAM) [3] is the mostly agreed 
methodology for European safety Assessment in ATM which 
is mostly congruent to SAE ARP.  

Therein, the functional hazard assessment (FHA) begins 
with the identification of functional hazards and the analysis 
of its consequences.  

 In this context a hazard (H) definition determined by 
the Eurocontrol Safety Regulatory Requirement 
(ESARR 4) [6] reads as follows: “Any condition, 
event, or circumstances which could induce an 
accident” or defined by [3] as “anything that might 
negatively influence safety”.  

 A safety objective [6] is a qualitative or quantitative 
statement that defines the maximum frequency or 
probability at which a hazard can be tolerable 
(acceptable) to occur (Safety Target). They are 
derived both from the severity of the hazard effects 
and from the maximum probability of the effects, i.e. 
according the risk definition.  

 A target level of safety [6] is the level of how far 
safety is to be pursued in a given context. 

The consequence shall be assessed by a maximum 
number of occurrences (e.g. the target level of safety for 
accidents is 10

-9
 per operating hour [6]). Hazard events are 

then allocated with safety objective by calculating event tree 
branch probabilities with regard to these target levels of 
safety.  

The following PSSA objective is to identify causal 
events, allocating safety requirements to them or extending 
the system design by applying risk mitigation strategies. 

 Mitigation means [6] are any kind of internal means 
(people, procedures, and/or equipment) taken to 
control or prevent a hazard from causing events and 
to reduce risk of expected effects to a tolerable 
(acceptable) level.  

 Safety requirements [6] are risk mitigation means, 
defined from the risk mitigation strategy, to comply 
with safety objectives. Safety requirements may take 
various forms, including organizational, operational, 
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(DFS). 
3 A vector is defined as n tuples of positive finite entries in a column 
matrix. 
4 The Virtual Control Tower Research Study VICTOR is part of the 

procedural, functional, performance, and 
interoperability requirements or environment 
characteristics. 

The bow-tie diagram (figure 2) points out the link 
between hazard causes and hazard consequences. The 
definition of hazard consequences is part the FHA and the 
Event Tree Analysis (ETA) is the commonly used evaluation 
method. The Fault Tree Analysis (ETA) as part of the PSSA 
allows for an efficient mapping of the system design to 
derive the hazard causes.  

Finally the result of the system safety assessment (SSA) shall 
confirm the successfully matched safety objectives when 
operating the new system. 

 

Figure 2.  Bow-Tie Diagram linking FTA and ETA. 

B. Deriving hazard probabilites from cause probabilities 

The presented method of this section shows the 
derivation of a statistic transfer function, that supports the 
description of linked effects statistically and by means of a 
causal logic network. Causally forwards, the transfer 
function determines hazard probability by a set of 
independent causative probabilities. Logic relationships 
between causes and hazards, expressed by means of „and‟ 
and „or‟ logic gates, are represented by network parameter 
values. 

Having completed the FHA, safety objectives are 
available for every set of hazards that might impact the 
safety of operation with a fixed severity level. The transfer 
function shall allow deducing safety requirements out of this 
set of given safety objectives.  

The approach for deriving the transfer function is 
complemented by the help of the axioms of unification and 
intersection by Kolmogorov [10]. Accordingly, the 
probability function  ( ) maps dependencies on an event X 
within a sample space. 

Figure 3 illustrates a simple relationship between a 
hazard and its two causes, which can initiate the hazard 
occurrence independently. Assumed P(H1) as being the 
probability of hazard occurrence, the unification (OR) 
describes it depending on the causal probabilities with each 
one potentially initiating the hazard event independently: 

 (  )   (     )   (  )   (  )   (     ) (1)

causes consequences

hazard

ETA FTA

true

false



 

 

 

Figure 3.  Simple causal relationship between a hazard and two primary 

causal events C1 and C2. 

In addition, the equation of the type intersection (AND) 
describes the hazard probability with each cause potentially 
initiating the hazard event depending on one or more events: 

  (  )   (     ) 

The composition of unification and intersection logic 
gates forms the logic network shown in figure 4. 

 

Figure 4.  A Sample of a logic network composed of two fault trees. 

An equation system can be formed of (1) and (2) by means 
of linear algebra to describe the probability relationship 
between causes and hazards as 

 [
 (  )
 (  )

]  *
    
   

+  [

 (  )
 (  )

 (     )
] (3)

including the nonlinear term  (     )   (  )   (  ) . 
By generalizing this equation by defining the vector

3
  

 ⃗⃗  [ (  )  (  )    (  )]
 , one can substitute 

(3) to 

  ⃗⃗     (  ) 

The equation includes the logic network matrix   
    , the vector representing all included probabilities of 

primary causes    [ (  )  (  )    (  )]
   and 

the combination function            (  )  that 

combines causal probabilities without repetition. Depending 
on the number of independent causes,   includes products 
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with combined factors of causal probabilities as nonlinear 
terms. Using (2) for demonstration purposes, the chosen 
strategy for defining   is 

  (     )   (  )   (  )    
            [      ]  

with         (  )  and        (  )  and   [  ] . 

The exponent now offers a linear relationship to parameters 
that depends on the base 10 logarithm of (primary) causal 
probabilities.  

Defining  (  )        (          )   ⃗       
  with the all-

one vector  ⃗  of the dimension   offers the possibility to 
augment the mentioned exponentiation operation for setting 
vector arguments and not to violate definition limitations of 
linear algebra. The approach is congruent for  (  )  

      (          )   ⃗       
 . Expressing the exponent of 

(5) in linear matrix operations and     (  )  or rather 

    (  ) one can define 

  (  )   (   (  )) 

in which the linear multiplication with        effects the 

combination without repetition of causal probabilities. In 
case of applying (6) to the example,   would result in 

   *
   
   

+
 

 

The final nonlinear system is achieved by combining (4) and 
(6) and describes the transfer function from the primary 
causal probability vector to the safety objectives vector.  

C. Verification of compliance to safety objectives 

Safety requirements comply to given safety objectives 

   ⃗⃗ ⃗⃗   [             ]
 if 

    (   (  ))   ⃗⃗    ⃗⃗ ⃗⃗   

is satisfied. The solution space of compliant safety 
requirements is shown in figure 5 according to the sample of 
figure 4. Safety objectives are assumed as       

       
and       

      . 

Hazard H1 

Cause C1 

Cause C2 

Hazard H1 

C1 

Hazard H2 

C2 

OR AND 



 

 

 

Figure 5.  The solution space of compliant safety requirements is grey 

coded by the degree of exceeding safety objectives. 

The resulting solution space is the intersection set of two 
sets. The first complies with SO1 and the second with SO2 
(indicated by labeled lines in figure 5). In case of crossing 
solution boundaries, solutions for complying with all set 
safety objectives do exist.   

 

D. Determining safety requirements 

The set of compliant safety requirements forms a solution 
space. The design team can now choose inside that space to 
design hardware and software efficiently. A criterion to 
obtain a solution for determination purposes consists in 
setting boundary conditions that complement equation (7).  
The method is to set a ratio between two or more safety 
requirements. This ratio can be represented by a quotient of 
dividing one safety requirement with another. 

  (  )     (  ) 

The effect is a reduction of the system order (8) by one 
per condition. Consequently the under determined system 
becomes determined. The setting of a ratio to the sample 
(figure 5) results in an axis of tolerable safety requirements. 

The available set of solutions offers the possibility of 
setting safety requirement according to economic criteria 
while granting safety. One criterion can be to assess 
solutions for the degree of exceeding the target probabilities 
given by the safety objectives. Applying the distance L1 to 
the transposed (7) forms the cost function 

    ‖  ⃗⃗ ⃗⃗    ⃗⃗ ‖
 
 ∑ |      |

 
   . (10) 

  becomes greater with    decreasing which consequently 

indicates a certain economic degree for the system design 
and the ability to quantify the achieved level of safety. The 
numerical result of that cost function is also shown in figure 
5. The black fields can be interpreted as a economically best 

solution whereas the middle inner part represents the safest 
solution. The optimum of the economic criteria can be found 
at two solution points, where J = 0 leads to (11). 

         *
    

    
+,     *

    

    
+ (11) 

The analytic solutions are 

     *
        

        
+    *

        

        
+ 

which offers a more precise solution due to the resolution 
limits of numerical calculation. 

III. IMPLEMENTATION 

The common model-based development approach refers 
to the use of domain-specific characteristics to analyze the 
requested system behavior. The presented model here allows 
for system evaluation at an early development stage and 
finally provides a solid structure for (automated) code 
generation and testing. The typically observed split of system 
designers and safety engineers often leads to 
misunderstanding and lowers the efficiency of the 
development process. The model based safety analysis offers 
the opportunity to use conceptual models for early safety 
analysis. The scope of our approach is to standardize the 
ETA generation by an appropriate software environment and 
provide a reliable link between the FHA hazards and the 
conceptual (functional) model according to figure 2. Inside 
the conceptual model this connection allows for an automatic 
calculation. 

So, the suitable support will ensure that the safety 
engineer focus on his main task instead of spending time for 
gathering architectural details about the system behavior 
[11], [12]. Following the intention of common model-based 
development, formal safety models could be directly 
integrated in this scheme [14], [17], [18], [19]. Since a safety 
assessment requires significant knowledge of the system 
functions and behavior, an efficient connection seems to be 
valuable. Besides the improved performance of safety 
analysis, a positive economy side effect of the common 
model base could be cost saving on both the development 
and safety process. Further on, this extended system model 
can be utilized for theorem proving, consistency analysis or 
model checking [15], [16], [20]. 

To realize the model-based safety analysis an adequate 
software environment has to be designed and implemented. 
There are several tools and integrated development 
environments (IDE) to develop and evaluate models. 
Usually, the IDEs are consists of: code editor, 
compiler/interpreter, building and debugging tools. We 
choose the Eclipse Modeling Framework (EMF), because 
this framework provides an abstract infrastructure with the 
capability of modeling transformation and evaluation on an 
open-source basis. In compliance to [1] we use TOPCASED 
(Toolkit in Open source for critical applications and systems 
development) which targets the aerospace systems [25], [26], 
[27]. We choose Java as programming language for our 
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software environment. The EMF consists of three major 
components: the Meta Model Ecore), derived from Unified 

Modeling Language - UML), the EMF.edit framework for 

reusable classes for building editors and the EMF.gen code 
generator including a graphical user interface. For a safety 
assessment environment, each of the existing elements has to 
be modeled as an Ecore representation. The following figure 
6 shows a simplified graphical representation of the 
associated Ecore model. 

 

Figure 6.  Simplified SAM model as Ecore representation [28] 

On the basis of the Ecore model, a transfer to a GenModel 

allows for automatic code generation. The automatic 

generation is seen to be very important, since it reduces the 

transfer errors significantly. So, the system developer can 

focus on his main, modeling task. In addition to the EMF, the 

Graphical Modeling Framework (GMF) provides a set of 

generic components and runtime infrastructures for graphical 

editors. The generated graphical environment provides the 

complete functionality of the Eclipse Framework associated 

with the graphical capabilities of the GMF. The user is able 

to initiate the safety analysis, where he can choose both, the 

Eclipse standard feature of editing the Ecore representation 

(provided by the EMF functionality) or the advanced 

graphical representation of the corresponding GMF 

environment (figure 7). 

 

 
Figure 7.  A SAM environment based on TOPCASED [28] 

IV. DEMONSTRATION 

The virtual control tower project VICTOR 
4
 is part of a 

re-design of the tower controller working environment and is 
currently under safety investigation. A major component of 
the new tower system is the substitution of the out of window 
view by a vision system comprising e.g. video cameras and 
synthetic vision functions to provide visual support to the 
aerodrome controller. Important safety issues of the virtual 
tower vision system are e.g. the contributions of the HMI 
design to the safe perception of presence, position of aircrafts 
and the presence of wildlife on the airfield. According to the 
performed FHA [2], these data demands are used for safety 
critical decisions by the controller and effect most severe 
consequences (up to accidents) in case of defective 
perception. Thus, each of the mentioned hazards are 
allocated with a safety objective complying with ESARR4. 

As a part of the PSSA the hazard causes identification 
has been performed experimentally. Causative parameter 
values, forming part of the video resolution, contrast and 
object size could be identified as contributing essentially to 
the probability of each mentioned hazard occurrence. The 
fault tree (figure 8) results by assessing experimental output 
data and the related test person statements.  

 

Figure 8.  A fault tree sample of the experimental identification of 

causative events. 

Basing on figure 8, the logic network matrix results as 

   [
   
   
   

    
    
      
    

    
 
 
 
] . (13) 

Figure 9 shows the space of solutions for compliant 
safety requirements. 
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Figure 9.  Boundaries of three safety requirements that are compliant to 

safety objectives  

According to the cost criterion (10), there is a 
homogenous cost probability of J=1.5 10

-4
 for any bounding 

solution. Consequently, this case contains bounding solutions 
that are of equal economic value. For this reason, the 
simplest approach of determining the safety requirements is 
to set boundary conditions that force a homogenous result. 

  (  )   (  )   (  )         
    h

-1
 (14) 

This approach neither respects the technical complexity 
of a dedicated hardware nor respect development 
expenditures. It rather demonstrates the ability to evaluate 
hardware and software safety by the use of this method and 
the potential extension by cost criteria. The consequent 
transfer of the mathematical methods into the developed 
environment allows immediately for using our results in 
associated research projects (figure 10). 

 

Figure 10.  Transfer of mathmatical model into the developed environment 

 

V. CONCLUSION 

The effort of developing methods to support design 
processes is to offer a new level of efficiency and reliability 
in designing and configuring system components with 
respect to the stringent safety requirements which need to be 
fulfilled along the certification process of ATM systems. A 
method to verify the compliance of safety requirements to 
safety objects that respects logic networks has been 
developed. An evaluation has been performed by 
determining safety requirements to elemental design issues 
of the virtual control tower. This method relies on numerical 
determination of solution spaces, in which boundary 
conditions and cost functions can be set to locate optimal 
solutions. The effort of integrating system developer issues 
in safety analysis promises the ability for achieving a shorter 
safety evaluation cycles in system design processes. 

The methodology is demonstrated with 2 and 3-D 
samples with cases that illustrate solution spaces of 
probabilities of independent cause occurrences. Solution 
criteria may be set by selecting target costs e.g. exceeding 
hazard probabilities or by defining safety requirement rations 
for the degradation of the system order. A solution that 
represents safety compliant requirements becomes 
determinable. 

The used cases were off course trivial and not 
representative for complex air navigation system 
architectures that include more safety relevant causes. The 
future efforts will concentrate on applying and evaluating the 
demonstrated methodology on further research and 
development cases such as the ongoing virtual tower system 
design. Thereby, the implication of a weighting that 
represents expenditures of system development to achieve 
safety compliance is beneficial for cost management and will 
be focused. 

A major clue of the implementation is the summarizing 
view on all causal events and elements that compromises the 
safe operation of the system. By the use of an all-including 
logic network and by integration into a safety management 
system, all stakeholders of an ANS would be able to 
contribute to a causal management data base and thus be able 
to assure that safety objectives will be matched. 
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