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Abstract

The present deliverable concludes the activities of SafeOPS Work Package 3, whose overall objective
was to develop a risk framework to assess the benefits and hazards, which result from the introduction
of predictive analytics in the specific context ofgg@und operations. The new risk framework is based

2y 9 dz2NR O2 y (HNERIéntModel (AIND) AwRiéhyvés identified in Task 3.1 as best suited for the
purpose. The AIM templates were subsequently expanded in Task 3.2 to meet the scope of SafeOPS.

Thefirst step was to identify the functions performed by the air traffic controllers that guarantee the
safety of operations during go arounds. In summary, these functions are: runway monitoring for the
detection and prevention of potential runway confliceeparation monitoring to guarantee that the
minimum distance is always maintained among airborne aircraft, wake vortex encounter avoidance,
and the prevention of the risk of Controlled Flight Into Terrain.

The second step was to identify, in the existkilyl templates of the risk models associated with these
functions, the elements and base events that would be affected by tkergond forecasts delivered

by the SafeOPS toolThis activity lead to the creation of a new, enhanced version of the AIM risk
maodels. The expert judgement of a group of air traffic controllers was subsequently leveraged to assess
the extent to which the affected elements are impacted by 8afeOPS toa@ind to semiqualitatively
measure the benefits or disadvantages for safety lituby the gearound predictions. This analysis
included the lessons learnt in Task 3.3 which investigated the Human Factors aspects related to the
provision of statistical information to air traffic controllers.

The results of the analysis show that the-around predictions of the SafeOPS generally support the
functions of the air traffic controllers, by heighten their situational awareness and increasing the
available time to monitor the airborne and ground traffic situation, determine the consequerices
eventual misseéhpproach procedure, make a plan for resolving the situation, and maintain a set of
alternative plans to react to every foreseeable development of the events. The potential unwanted
effects of the gearound predictions are consideredghly unlikely and much smaller than the
expected benefits. The main one is that the predictions are mistakenly interpreted not as probabilistic

Page3 )
’ EUROPEAN PARTNERSHIP Co-funded by )
the European Union


https://www.sesarju.eu/

D3.2 INTEGRADRISK FRAMEWORK 4.

sk Safe0Ps S@SaArlr

!
JOINT UNDERTAKING

forecasts but as an exact information, thus potentially inducing excessive confidence or conflicting
clearances

In conclusion, the new risk framework is effective in identifying the events and actions that are
impacted by the SafeOPS predictive tool. Two aspects make information generated by artificial
intelligence challenging to convey: the statistical naturethaf information and the fact that the
processes which produced it are often Rsansparent. This latter aspect is particularly relevant to
odzAf R GNXzA G Ay GKS i avarkloadtrafigNibatidnthiey dightlacltieSiyie A T A
to checkwhy a gearound is being predicted, the controllers do want to know the causes of the
predictions to gain insight into the way the tool works. For example, if flight crews repeatedly report

the presence of strong crosswinds during final approach, andespuiestly the signalled cause of a
LINBRAOGSR 32 I NRPdzyR A& WoAYRQTX (GKS O2yGNRff SNE
forecasts produced by the tool are challenging for the air traffic controllers because, especially during
high-intensity operations, they would rather have exact situational information to act upon than an
event probability which they are not sure how to react to. To meet this need SéifeOPS toas

designed to predict missed approaches with high precision (90%, hepsdited go around will

most likely happen) at the expense of the recall (that is, about 20% of all go arounds are predicted). In
this way, the air traffic controllers can confidently interpret aagyound prediction as almost certain.

In summary, two coditions for the acceptance of this and future Al applications for decision support,

are: (i) that the air traffic controller can rely on the accuracy of the predictions, because in their
experience the forecasts are mostly correct, and (ii) that theyivecgaining and clear guidelines on

the appropriate measures to take depending on the available information
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Figure 2. Functions fulfilled by the ATCOs duringrgand operations. Appropriate risk models can
be used to describe the ATCO's functions in terms of barriers that prevent hazardous situations from
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Figure 7. Simulation of traffic at the Airport Panding and departing aircraft are indicated in yellow
and cyan, respectively. The aircraft predicted to perform the GA is shown in orange and with the 'GA'
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1 Introduction

1.1 The SafeOPS project

SafeOP8westigates the impact of possible artificiatelligence (Al) based decisisupport systems

on routine airtraffic operations. The scenario selected in SafeOPS for this investigation is the missed
approach of a landing aircraft and the subsequentagmund. The gearound scenario has a number

of uncertainties and safety critical factors associated with it. It is therefore an ideal candidate for
studying the integration of a predictive technology, with the aim of providing greater support to Air
TrafficControllers (ATCOs) in managing aircraft.

1.2 WP3 in SafeOPS context

One aspect of the incorporation of a predictive technology in the air traffic operating environment, is

the risk associated with the technology insertion, management and Tiserefore,it is critical to

assess and manage this risk. Work Package 3 (WP3) of the SafeOPS project is assigned to the
Ay@SaidAaardizy 2F GKAA NRA1Z A0NHZOGAZNBR a | Wwa
SafeOPS aims to analyse the impact of the tectgyotm the safety of the current system.

The Risk Framework task in WP3 has been broken into three component parts which are aimed at
bringing into the project current knowledge and experience of risk modelling, actual risk qualification
and quantificationin the case if the SafeOPS technology and also the deeper exploration of Human
Factors related to the integration of an Al decision tool in the ATC system.

According to this, the three components in WP3 are as follows:
Task 3.1: Benchmarking of Existitigk Models

Existing risk models have been reviewed and considered as suitable candidates for use in the SafeOPS
project. This has included models currently being used in ATM safety management systems (SMS) and
previously published research conducted BSAR and other European research projects. The user
requirements from previous SafeOPS work packages were used as valuable inputs to this task. The
outcome was a review of models for potential use in SafeOPS and the recommendation of

9 dzN2 O 2 y (i NRIricifeht Model @M Bayhéwork as the best one for the needs of this project.

Task 3.2: Development of an Integrated Risk Model

This task builds on AIM, which is adapted, developed and integrated to account for the existence of
the predictive technologial solution and all aspects related to its operational deployment within Air
Traffic Control (ATC). Both adoption of the model and its development require the involvement of
subject matter experts to evaluate the fitness to both the technology soluti@hthe environment in

which it will operate, but also to populate the aspect of the risk model that might be required as
additions for theSafeOPS tooFurthermore, a close connection to the development of the predictive

Al algorithms will be important, deese algorithms will provide one major input to the risk framework.

Task 3.3: Analysis of the Human Factors Impact of Real Time Risk Information Provision

This task assessed the risks associated with the provision of real time probabilistic infortoaiah
users. It focused on assessing possible dysfunctional interactions between humans, tools and
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procedures by looking at aspects such as reliability, trustworthiness, meaningfulness and display
design of the information provided.

The present documerdddresses the final phase of the process, Task 3.2 (although it has the label of
Task 3.2, it is the final task in the three that comprise WP3), namely the development of an Integrated
Risk Model. This task was conducted last in order to benefit fronkilogvledge gained in Tasks 3.1
and 3.3.

1.3 Aim and Scope of the present study

This review aims to provide analysis and discussion of the safety considerations and consequences of
integrating ago-aroundpredictive tool.

In order to meet this aim, this studas the following objectives:

1. Identify the operations, decisions and actions which are impacted by the presence of the
SafeOPS topl

2. Describe and integrate these components into the risk model which has been recommended
in Task 3.1 for use in SafeOPS, namely the Aceldeidient Model (AIM) model;

3. Describe how the individual elements of the model change after introducin§alieOPS td.

According to this, the risk analysis in this review will follow the methodology used in the AIM model
and so it is a development of that model for the purpose of $aéeOPS tooThe AIM model provides
individual templates for a number of accidenpgs which can be used as a basis for identifying where
and how the change to the system will impact on the safety being achieved in the existing system.
Therefore there is an assumption in this study that the templates in AIM are up to date, accurate and
complete in terms of articulated risk in the system.
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2 A Model forgo-aroundoperations

2.1 Modelling approach

2.1.1 Accident Incident Model (AIM)

The Accidentncident Model (AIM) is a top down, barribased quantitative modeldesigned to

capture the increase or a@eease of risk introduced by a change in an Air Traffic Management (ATM)
system, or part of it. In the case of SafeOPS, this is an ideal model to aid the analysis of the change of
risk associated with the integration of theafeOPS toolAIM achieves thiby providing individual
templates for a number of accident types which can be used as a basis for identifying where and how
the change to the system will impact on the safety being achievethénexisting systemThe
discussions with the air traffic comtiters during the workshops dedicated to analysing the tasks they
perform during the approach, takeff, and eventually missedpproach phases, enabled us to identify

the most relevant templates to this project, from the latest release of MM

1 Mid-Air CollisiofMAC)Riskin FinalApproach
I Wake Induced Risk on Final Approach

1 Runway(RWYXollision Risk

1 Runway ExcursioRisk

1 Controlled Flight Into TerrafCFITRisk

Therisks ofpotential separation or wake vortegroblemswere explicitly mentioned by the controllers
of both airports as something they are alwaysnitoringand came out in all use casy, thusthe
choice of the first two templates in the listhe hierarchical task analysis performed in Task[3]3
clarified that mt y & 2 F (t&i&involve/the énéhitoringand clearancesf the movements of
aircraft and vehicles othe runway Consequently, the model templates for thenmay incursion
(which ould potentiallyescalate to runway collision) and excursion were considered relekarally,
the CFIT template was included in the list with the aingerieralising theutcomes of theproject to
all airports. Indeed,that ATCcommand might lead to a conflictvith terrain is not @ immediate risk
at the locations of Airport 1 and,Zeven in a situation whe the ATCO needo give vectoring
instructions to the aircraftHoweverjn general thicouldpose an urgent threat in giorts located in
the vicinity of mountains or other obstacles.

The use of AIM requires the identification of the parts in the relevant templates that would be
impacted on by any change to the system. Subsequently, it is possible to explosafatywcould be
increased, decreased or remainetlsame with the addition of a new solution. The structure of a
simplified fault tree associated with an AIM model is showRigurel as an example.

I FldZA G GNBS A& | RAFANIY 2F | a2dadSyQa S@2f dzi A2
the bottom, to an incident or accident, usually visualised at the top. Safety barriers {fitedn

rectangles irFigurel) are in place to ensure that the level of hazard within the system is always under

control and does not increase. If the barriers succeed, the operations arectaut safely as intended.

When a safety barrier fails, the system progresses through a sequence of increasingly hazardous
situations (the yellowilled ellipses irFigureld ® ¢ KS&aS | NB Ff a2 OFff SR WLINE
accident). The progression stops when another safety barrier successfully prevents the level of hazard

from escalating further.
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The highlevel safety barriers can be decomposed into sev&eahents, in an increasing level of detail.

These elements (the black rectangle$-igurel) represent the actual actions and tasks performed by

the ATCO and pilotdfivers in achieving the barrier. In fault &g, these elements constitute the
WO2YGNROdzOAY T FLFLOG2NRQ G2 F o6FNNASNI FlFAfdINBZ |y
staff to perform its function. For example, two possible contributingdiecto the failure of the

awdzy g e Yy 3S Figuyeld 6 NBINJISNIF BILINB LINA F GS  2NJ YA &:
OAYAaUNHzYSy Gl FFAfdNBAIKYROSL REKSIEdZOKSIZYdzy/S F2 A € &
factor is identified by a unique alplrmumeric code in which the letters identify the barrier and the

numbers characterise the level of depth at which the barrier has been decomposed. For example, the
barrieNJ dwdzy gl & al yI 3SYSyié Ay CAIdzZNE W 3I2Sa +Fa f 2
FAdZNI KSNJ RSO2YLI2ASR INB OFfftSR WwolasS SgSydaqQ 2NV

- Accident risk
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Precursors Providence
) Near Collision
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Collis. Avoid.
Base events Imminent
Collision
€ Induced Events Collis. Prev.
Imminent
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é
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I
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Owerloads

Figurel. Main elements of the AIM barrier models illustrated with a simplifiedid-Air Collisiontemplate.

The contributing factors in a fault tree are interconnected through Boolean gates. When an element is
built of lowerf S@St 02YLRyYySyia gKAOK I NS O2yySOGSR GKNRd
element will onlyfail ifall the lowert S@St O2YLR Yy Sy (ia MRuiwae CRASEBEY YL
TdzyOlA2ys (GKS SOSY NI JFIOBI KIXIKR BIWA LB A RSR o0& ! ¢/ |
combination of two components that both have to fail for the whobetger to fail. Namely, the ATCO

has to issue the wrong clearance AND this has to go unnoticed by the pilot/driveexeicates the

manoeuvre. When two (or more) lowdevel components of a given highkavel element are

O2yySOGSR 0@ I yicatdshtvatQthe Falluie ST eithéricdmiponentyiksufficient for the
higherlevel element to fail.
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The success or failure rates of each barrier are determined by the combination of occurrence
probabilities of all contributing factors. Because the AIM folltvesBoolean logic, the failure rates of

the events are added or multiplied depending on the gate type and under the assumption that distinct
contributing factors at the same Level are independent. Consequently, if the failure of an event A
depends on thdailure of two base events B and C linked through an AND gate, the failure probability
of A is the product of the failure probabilities of B and C. By contrast, if B and C are linked through an
OR gate, this means thatsticceedsnly if both B and Gucced. Hence, the success probability of A

is the product of the success probabilities of B and C. Conversely, the failure probability of A is the
complement of the product of the complements of the failure probabilities of B and C.

2.1.2 Gonsiderations for asses#sg the SafeOPS tool

One of the purposes of the AIM risk framework is to support safety impact assessments of operational
changes. The SafeOPS risk framework builds on AIM to assess the impact of adding the SafeOPS
predictive tool in the traffic managemeror approach andnissed approactinandling The safety

impact of the tool is assessed at the level of the identified AIM model (at the barrier, contributors and
precursors level). Because the research nature of the SafeOPS project and the consequexttitityy m

of the tool, the impact assessment mostly builds on the expert judgement of the ATCOs that evaluate
GKS G22tQa AYLI OG AqglantRativEIF ShMBkefiscaelJISNI GA2ya &aSYA

One important aspect of this assessment exercise has to be emptaghen attempting to identify
0KS Wi2dz0KQ LRAYyGa Ay (SE&EOPS fodnpabid an the doBeRtSiskIas | i ¢ K
described in the AIM templates), it is important to fully understand the purpose ofgtheround
manoeuvre. Thego-around manoeuvre and associated procedures are not, and should not be
considered, an accident or incident, or a precursor. In fagg-aroundis a barrier in the sense of risk
reduction and prevention other potentially hazardous situations, for example a séparat
infringement or runway conflictThus,in order to assess the impact of tl8afeOPS topthe model

Wi 2dzO0KQ LRAYG GKFdG ¢S Ydzald O2yOSyuN}GS 2y Aa

=N
ey
N>

Therefore,in this study, it has been appropriate dissect the task performed by the ATCO which is
the go-aroundand then identify the accidents/incidents that tlgm-aroundis aimed at preventing.
Subsequently, it has been investigated whether the addition of 8a&eOPS toohcts as an
enhancement o hinderance of the safety barrier(s) represented by ¢oearound The following
discussion is focussed on deepening and describing this process.

22h OSNIBASG 2F GKS NBf Sodmoyhd ! ¢/ h Qa

ATCOs are continuously performing a variety of tés&isguarantee the safety of airborne and ground
operations. In that, theyo-aroundphase is no different as the ATCO is continuing to monitor that the

aircraft has performed the misseabproach procedure (MAP) correctly. The ATCO will only intervene

in case they identifyhe initiators of apotentially hazardousituation. Each hazardous situation, if not

timely detected and resolved by the ATCOs (or by the pilots), can potentially escalate towards a conflict

or even an incident or accident. Thieain of events that can encourage the evolution from an initial,
GY2NXIté arddz GA2y I (2 @lsdvdnaticalyytestrioe0 AsRGriskimodels.dk RS y
these risk models, one function that an ATCO and the ATM procedures can fulfil. ¢ beabg a

Gal ¥FSGe O0FNNASNESD® ¢KSAS WOl NNASNBQ {1SSLI 2LISNI (A
developing o potentially dangerous events.
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In this section, we briefly summarise the main activities which the ATCOs perform before and during
the go-aroundmanoeuvre to ensure the safety of all actors involved (seeRijure2).

Runwaymanagement and monitoringln short, runway management from the point of view of the
ATCOs consists of two main tasks:

a. Ersure that therunwayis used by only one aircraft, vehicle, or personnel at the time, and
b. Issuing the necessary clearances to make sure this happens.

The ATC®constantly perform visual checks on the runway and on the ground radar to ensure it is not
occupied whenever a clearance must be issued for-tstkdanding or runway crossintn hightraffic

conditions, when it might be necessary for pilots to exedhe take-off manoeuvre promptly and

efficiently, the ATCOs monitor the electronic flight strip system (EFSS) closely, to ensure that the
RSLI NIAY3I FANDONIFd Ada YINJISR da aNBIRe&¢£€Z | yR S@S

3

( A
([cFIT MODEL) (RWY EXC M.) (WAKE ENCOUNTER MODEL)

'

WAKE DETECTION

ATC TRAJECTORY
MANAGEMENT
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| RWY MONITORING | ___ MONITORING

Figure2. Functions fulfilled by the ATCOs durigg-around operations. Appropriate risk models can be used
to describe the ATCO's functions in terms of barriers that prevent hazardous situations from occurring.

that they are empowezgd to act raidly. During normal operations, before the flight crew of the
upcoming inbound aircraft has communicated the initiation ajcearound the ATCO monitors the
runwayto ensure that it is not occupied at the time he/she issues the landing clearance. If there is
crossing traffic, or a departing aircraft lined up for takfg the ATCO gives the appropriate instructions

to ensure that the runway is vacated in the duedinkventually, if the aircraft does not také rapidly
enough, or if there is any traffic on the runway, the ATCO detects the potential conflict, informs the
approaching aircraft that the runway is blocked and will therefore instrugd-around

Separdion monitoring. The ATCOs always guarantee traffic separation. In particular duringothe
around, this might require the ATCO to identify potential conflicts between the standassed
approach procedurand the trajectories of other traffic in the area
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Wake vortex monitoring While guaranteeing the traffic separation, the ATCOs also monitor the wake
category of the A/C in the area to ensure that a ligktigre A/C does not encounter the wake vortex
generated by a heavier A/C. Durigg-aroundthis migh become relevant depending on the wake
categories and climbing performance of the departing A/C which is takfrend of the A/C which is
going around, especially in case of lgie@arounds. The ATCO continuously monitors the EFSS and
radar to identifythese situations and instructs the involved A/C accordingly to prevent potential wake
problems.

Trajectory managementTo ensure separation and avoid wake vortex problems, the ATCOs might
have to actively give instructions to the traffic in the area, fwaraple by telling the departing A/C to
climb straight ahead, or by telling tlyw-aroundto perform a norstandard MAP, or in some cases by
cancelling the tak®ff clearance if necessary. Vectoring the traffic is a complex task for which the
ATCOs need tbe aware of the characteristics of the surroundings to guarantee the safety of
operations even in presence of hills, mountains, buildings, etc. and avoid the potential hazard of CFIT.

The risk templates used to characterise these functions are described in Sect. 2.3. The discussion of
how these models are exploited, in order to determine the impact of3aéeOPS topis presented in
Sect. 3.

2.3 Available risk templates

In the following,the AIM templates are presented which describe the risks related to the functions
summarised in the previous section. In particukigure3Figure5 show the AIM fault trees associated
with these risk models. Note th&tigure3Figure5 do not show the AIM fault trees in their entirety but
only the portion that is relevant tgo-around operations. Functions performed by the ATCO act as
safety barriers, and each barrier is decomposed in multiple building blocks that, if they fail, become
the contributing factors or precursors of the overall barrier failure.

In Figure3Figureb, the highlevel safety functions and barriers are represented as fdune green

filled rectangles, respectively. Base events which involuaaaln error are normally shown as a green
rectangle.The dashed lines that do not end in a base event indicate that the original AIM diagram has
additional elements which are not shown because they are not relevant to the context of the present
analysis. Nt that the maturity level of the available AIM tettapes varies. The more mature
GSYLX I GSa AyOfdzZRS (GKS SadAYlr SR Tl id-ArdiSionNl G§Sa 2
CAY Ll f | LILINE I Giguéed) Niferdds in wileRcaskes thisyinformation is not present (e.g. the
Runway/ 2 f £ A & A 2 Y ¢ FidliFed) pecadse fh& tevelfopfMment process is still ongoing and
possibly not enough data is available to validate the mo@gls

Gwdzy 6l & /2ffA&A2YE NR&] Y2RSf®

Figue3da K2ga (GKS LRNIA2Yy 2F GKS ! La dawdz/ gdabound 2 A aA
2LISNF GA2yas yryYSte GKS awdzygl e alylF3aSYSyiaé FdzyOi
the possible reasons why the barrier might fail when the ATCO issues an inappropriate clearance (for
crossing, takeoff or landing) and tis instigates a runway incursion. This is relevant in the SafeOPS
context because, for example, a landing clearance for agvr closedunway (RWYhight actually

be the trigger of ayo-around if the pilot notices the error in time and discontinues the approach. In

current operations, a potentially hazardous situation might occur if an inappropriate clearance is
provided byan ATCO and subsequently executed by the aircraft or vehicle, for example a clearance on

the wrong or a closed runway. This is a rare event thatccpotentially occur because of a cascade of

one or more of the following contributing factors:
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1. Inadequate o incorrect information is provided to the ATCO for him to assess the situation
(for example the surveillance data are incorrect or missing, the flight plan data or the runway
status information are unavailable or incorrect, the pilot/driver provides impdde position
reporting, etc.).

2. Even when provided with appropriate information, the ATCO makes an error in assessing the
situation.

3. There is inadequate or incorrect communication and coordination between ATCOs and
pilots/drivers and this results in @ncorrect presence on the runway.

Mid! ANJ / 2ftfA&A2Y AY CAYRHOZOSRLINREDKE2Y | CRY B ® | | BILINRE |

The aspects related with the detection, prevention and resolution of conflicts duriagaymds in the

& a MRCollisiof(MAC)Y CA Yy I f | LILINEBIhdWK isFightdd.arhe didgral Sldscribes the
contributing factors which may cause infringements of the minimum radgoaration rule during
standard or norstandard misse@pproach procedures. The failure to maintain the minimum
separation in this situation might subsequently become the precursor of more severe safety issues
(e.g. a miehir conflict an imminent collisin, a near MAC and finally a MAC) which are described in
the full AIM templatd1]. A conceptually similar model is showrFigure6 which describes the risk of

a wakevortex encounter. Also in this case, the model considerditta approach phase because the
focus is on the situation that might evolve from a missed apph, and the main contributing factors
are related to an ineffective management of the separation scheme that would guarantee the
avoidance of wake encounters.

éControlled Flight Into Terrain = NA &1 Y2RSt | yR wdzy sl & 9EOdINEAZ2Y ®

¢tKS StSyYSyia O2y(iNRodziAy3ad G2 GKS NR&| FRFEe5a/ 2y (0 NE
The relevance in the SafeOPS context is explained because the ATCO in the casestardacth
missedapproach procedure might end up giving instructions to manoeuvre near the terrain or
obstacles. An incorrect or misunderstood instructionatthii@ A y i YA 3IKG Ol dzaS (GKS ¥
FEAIAKG YIEYlF3ISYSYyd oFNNASNED® ¢KAA g2dzZ R NBadzZ & A
¢/ ¢ 6KAOK A& 2yS 2F (GKS SIFENIASald LINBOdzZNE2NB 27
An aspect that it is currently not consideredany of the AIM templates is the ATC management of
thetake2 FF LIKIFaS GgKAES (GKS FTANONIFdG Aa adAatt 2y GK
describes the possible risks when the departing aircraft is on the ground and might incur in conflicts

with other aircraft or vehicles, whereas after takéf the possible unwanted outcomes are
AYyOSaiGAIr G-BRNAYV2G6KSa48¥RAY LYAGAFE 5SLI NIdz2NBE o ¢
is rejected while rolling when it has not yet taken offii@ modelled. This situation, however, could

potentially be relevant if theSafeOPS toolere used in operations (cf Se@&.4). This additional

element could arguaf @ 065 Ay Of dZRSR Ay | ySg awdzysél & 9EOQdN
runway excursion in the initial departure. Possibly because such event is very unlikely and there is not
enough data to quantify the contributing factors, such an AIM template ctiyeloes not exist, and

I awdzy sl & 9EOQOdzNEA2YE Y2RSt Aa 2yfté F@OLAfLotS F2N
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