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Abstract

The SafeTeam project aims to investigate the power of digital assistants and how new
technique can improve safety in the aviation domain and incorporating human factors theory
to ensure that safety measures are followed throughout the implementation process. The work
presented in this deliverable describes the development of a framework with the purpose to aid
individuals who lack expertise in human factors to consider such aspects and improve human-
autonomy collaboration.

The SafeTeam framework has been developed in parallel with two of the project’s use cases,
which made iterative refinement based on feedback from those processes possible. The
resultant framework unfolds in three different phases. Employing Hierarchical Task analysis as
a guiding tool, it navigates the reader through critical stages: reflecting on the existing system
and associated tasks, designing the function allocation for optimal human-autonomy teaming,
and assessing risks of the proposed design. Completing these three phases, readers willemerge
with a comprehensive set of design considerations that will serve as a resource for the
subsequent development process.
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Abbreviations

CSE  Cognitive systems engineering
CTA  Cognitive task analysis

HAI Human-automation interaction
HAT  Human-autonomy teaming

HF Human factors

HMI  Human Machine Interface

HTA  Hierarchical task analysis

JCF  Joint control framework

LOA Level of automation

ML Machine Learning

OOTL Out-of-the-loop

OPD  Observability, predictability and directability
PFD  Primary Flight Display

SA Situation awareness

SoA  Sense of agency

TTA  Tabular Task Analysis



1 Introduction

The introduction of Al-based tools into a system is likely to profoundly alter the nature of
interactions between humans and these systems. In particular, the addition of Al tools requires
that human operators in charge of these systems be able to coordinate effectively with these
emerging assistance systems. Such coordination constraints need to be considered as early as
possible in the design cycle. The SafeTeam project aims to provide a methodology for
considering and compensating for these new Human Factors (HF) constraints and for
improving man autonomy collaboration.

The methodological approach presented in this report is designed for researchers and
practitioners who have no or limited experience with Human Factors and Human-automation
interaction. People or organizations with the resources and expertise in these areas should
utilize their existing knowledge and more complete methods to achieve the desired results.
Instead, the SafeTeam method was inspired by the Pareto principle; an organization could use
the proposed method to "achieve 80% of the results for 20% of the cost." This means that the
framework is deliberately simplified to provide novice practitioners with a tool that is easy to
use while taking the most relevant Human Factors and Human-Automation Interaction (HAI)
issues into account without requiring labor-intensive processes or intimate knowledge of the
relevant literature. The method does not go in-depth into the areas it covers. Rather, it is
designed to widen one's perspective to dimensions which were not previously considered. In
this way, the method does not necessarily replace development process tools (design,
implementation, validation, etc.) utilized by industry entities, but serves to complement these
by offering different perspectives and potential insights.

The method is mainly intended to support further development or iteration upon an existing
system. Applying it to design of an entirely novel system may require additional modifications.

The SafeTeam design framework will not, on its own, ensure aviation safety. Suppose that
safety consists of (at least) three dimensions; technical safety, organizational safety, and
cognitive safety. These can map approximately onto what is sometimes called the TOP model,
or (T)echnology, (O)rganization, and (P)eople. The SafeTeam design framework focuses
mainly (but not exclusively) on the cognitive (or People) aspects of safety, see Figure 1. Design
outcomes from this process must therefore be evaluated alongside Technology and
Organizational requirements and limitations. Optimally, this would be done during design to
allow for rapid redesign (e.g., due to technology limitations), rather than after a design phase
has concluded a final design (at which point it might be too late or expensive to scrap a design).
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Figure 1: Safety as generated and maintained by technology, organization, and people. The
SafeTeam method primarily deals with people. Depending on the specific use case, the method
may also contribute designs or requirements related to technology or organization.

Concretely, the proposed methodology identifies the new coordination constraints for the
human operator generated by the introduction of an assistance algorithm endowed with a
certain level of autonomy. It also identifies ways of compensating for these constraints through
the design of more cooperative artificial agents. The objective of this methodology is therefore
limited to the problem of cooperation between human operators and artificial agents. On the
other hand, it does not solve all the HF issues linked to human-machine interface (HMI) design.



2 Theoretical background

This chapter will delve into the theoretical background that constitutes the foundation of the
work performed in work package 2.1. The fundamental principles of automation and
autonomous systems and the challenge of distributing tasks between humans and machines
will be explored alongside a range of techniques and methods aimed at optimizing human-
autonomy teaming.

2.1 Automation and Automatic vs. Autonomous Systems

Humans have been inventing ways to automate their work for thousands of years, from the
mechanical ingenuity of ancient Greece, through steam engine regulation and control during
the industrial revolution, to the introduction of electric control relays and modern computers.
As such, human control activities have shifted from being physical in nature, to cognitive.
Consequently, skill requirements have also shifted from the perceptual-motor skills needed for
manual work, to the cognitive skills (e.g., planning, monitoring, decision-making, etc.) required
to supervise automated processes (Woods, 1985). Indeed, automation is typically — but not
exclusively — defined as the process of introducing physical or digital equipment and devices
(artifacts; Norman, 1993) to replace human process operation or intervention, partially or fully
(Janssen et al., 2019; Kaber, 2018). An automated or automatic system, therefore, is a system
designed to repeatedly perform pre-defined and deterministic actions in sequence to achieve
specific outcomes (Hancock, 2019). A related but distinct concept, autonomy, refers to the
capability of an agent to independently select, initiate, and control its observation, decision,
and action behavior in its environment (Deci & Ryan, 1987; Johnson et al., 2011a; Kaber, 2018).
An agent, in this sense, is a biological, mechanical, or digital system that relies on sensors (e.g.,
eyes, cameras, etc.) and actuators (e.g., hands, motors, etc.) to perceive and act within its
environment (Janssen et al., 2019; Kaber, 2018; Russell & Norvig, 2014). Thus, an autonomous
systemis an agent that does not rely on externally provided knowledge (Russell & Norvig, 2014)
but learns and evolves its behavioral capacity by integrating input feedback and contextual
information into its knowledge base, rendering its future behavior more indeterministic over
time (Hancock, 2019). The relative functional stasis of automated systems compared to the
dynamism of autonomous systems is what differentiates the two. However, much like how
animals are born with an innate set of reflexes and the ability to learn and develop their
independence, so too may autonomy emerge in an automated system from an initial set of
knowledge and action capabilities (Hancock, 2019; Russell & Norvig, 2014). Despite the
definitions provided above, “automation” and “autonomous systems” are often conflated
(Hancock, 2019; Kaber, 2018). The reason for this is because automation—besides being
defined as a process—can also refer to technology, i.e., the mechanized or computerized
systems designed during the automation process (Kaber, 2018; Parasuraman et al., 2000). This
terminological mix-up has resulted in decades of conceptual misunderstandings and
discussions (some of which will be outlined in this paper). On a positive note, it has also
generated several different theoretical and applied frameworks for Human-Automation
Interaction (HAI) research and design.

Several observations can be made following the previous discussion. First, most HAI literature
refers to automation as a technology (artifact) rather than a process (e.g., Billings, 1996;
Endsley, 1995; Parasuraman et al., 2000; Wickens et al., 2013; Woods, 1985). Second, most HAI
literature uses the terms automated/automatic and autonomous interchangeably (e.g.,
Norman, 1993; Wickens et al., 2013). Third, the qualities of automation technology as discussed
in HAI literature are typically more aligned with the definition of an automated/automatic



system (as defined above) than an autonomous system (i.e., not all automation systems are
autonomous systems). Fourth, given that automation systems can have different properties
and integration effects (see Figure 2 for an example) it is important for product/system
designers and Human Factors engineers to consider: what kind of activity the automation
system will be a part of; who will interact with it; in what context; for what purpose; and in what
ways. For various contextual reasons (technical, financial, regulatory, etc.) a proposed
automation system in a given domain (e.qg., air traffic control, self-driving vehicles, or even a
burglar alarm) may require automated or autonomous functionality. In this way, automation is
not a unitary concept - there are many ways to implement automation. Therefore, the nature
of automation technology is meaningless unless considered in the context of a specific task.
This needs to be an informed design choice to ensure that the system is safe and efficient.

For the purposes of this report, we define automation as a dual concept involving both artifacts
and processes. Firstly, automation refers to a range of technological, mechanical, digital, or
cognitive artifacts designed to either partially or fully replace human involvement in specific
functions, tasks, or processes, while simultaneously enhancing task performance. These
artifacts encompass various technologies, including robotics, software automation, machine
learning models, and cognitive assistants. Secondly, automation encompasses the process and
activity of designing and integrating these artifacts into existing workflows or systems. This
process aims to optimize various activities by streamlining operations, improving efficiency,
and enhancing overall performance. Whether introducing robotics to manufacturing or
integrating machine learning algorithms into decision-making processes, automation involves
strategic planning and implementation to achieve specific outcomes.

Agent type

Characteristic

Automated

Autonomous

Role (in context)

Viability/reliability

Impact on human
behaviour

Impact on human
workload

Collaboration with
human

e Partial mapping of human activity in context

e Demand human coordination for task success

o Requires human formatting of inputs and
adaptation to outputs

o Lacks ‘perfect’ reliability

e Function limited to specific operating
conditions

© Requires human monitoring and intervention

e Human supports agent in function (with hope
of greater performance)

e Imposes alternative forms of workload
(cognitive vs. visual motor) for human
supervisor

e Requires supervision in assisting human
(including function initiation, performance
monitoring, intervention in error states)

e Maps human role in mission
e Capable of adapting to various forms human
input and adapting output for human use

e Viable for identified task environment
o Reliable for defined ‘window of operation’

e Agent supports human partner in achieving
broader mission

e Agent imposes no additional workload on
human partner in command/coordination of
activities

e Operates in partnership with human to
achieve common goal (including information
sharing and division of task responsibility)

Figure 2: The contextual roles, viability, and impact on human behavior, workload, and
collaboration of automated versus autonomous agents (Kaber, 2018).

2.2 Automation Incentives

A strong driver behind automation in safety-critical systems has been to address the issue of
*human error’ - the perception that the decisions and actions of people contribute strongly to
failure in industrial contexts. Indeed, 60 to 9o percent of major accidents and incidents in high-
reliability organizations like nuclear power control or aviation are attributed to "human error"
(Hollnagel & Woods, 2005; Wickens et al., 2013). This has reinforced the notion of the human
operator as being an unreliable agent whose role should be reduced to monitoring otherwise
autonomous or automated systems. From this perspective, designers are system custodians
tasked with protecting safe systems from the unreliable and erratic behavior of humans who



get tired, stressed, irritable, or distracted due to cognitive limitations in terms of perception,
attention, memory, information processing, decision making, etc. The central idea, then, has
been to substitute the human operator with automation systems that requires minimal human
involvement, thus reducing or eliminating catastrophic human errors. However, although
humans make mistakes, err in judgement, forget, and slip up during task performance, they
often do so due to poor system design and inadequate organizational support functions rather
than carelessness (Gao & Dekker, 2016; Wickens et al., 2013). In fact, there are many notable
instances of decisive human actions — rehearsed or improvised on the spot (Meshkati &
Khashe, 2015; Trotter et al., 2013) — detecting, mitigating, or averting major accidents or
disasters. Examples include the 2009 landing of US Airlines flight 1549 on the Hudson River
(Meshkati & Khashe, 2015), the 1983 glide landing of Air Canada Flight 143, known as the “Gimli
Glider” (Reason, 2008), or the successful return of Apollo 13 in 1970 (Reason, 2008). For more
routine performances, some have called into question the usefulness of the term "human
error", as the same human action can lead to task success or an accident - the context is what
changed (Dekker, 2002). Perhaps, then, a more fruitful alternative to "human error" is to
consider human performance variability (Hollnagel, 2002; Hollnagel, 2013). Nevertheless,
automation efforts have been largely successful in, for instance, the aviation domain where the
push from industry and government entities to increasingly automate flight systems and tasks
(e.g., autopilots, flight directors, calculating fuel-efficient routes, navigation, or system
malfunction alerts) have benefitted pilot workloads and safety margins (Billings, 1996; Wiener,
1988). Similarly, the ground proximity warning system (GPWS) has dramatically reduced
terrain strike accidents since its introduction by congressional mandate in 1974. It is clear that
automation technology can greatly improve safety in aviation and other domains.

The interest in automation has many other explanations. For instance, automation can perform
tasks that are too difficult or dangerous for human operators to perform, such as complex
mathematical calculations, aerospace booster rocket stability control, or cleaning up
hazardous materials (Wickens et al., 2013). Other automation systems perform tasks that
humans are not cognitively equipped to do very well; tasks that require more vigilance,
endurance, or workload capacity than operators possess. Examples include autopilot functions
or various monitoring alert systems. In addition, automation can be used to augment (rather
than replace) human performance physically or cognitively in such tasks (Billings, 1996;
Wickens et al., 2013). For instance, a pilot flying without mechanical, hydraulic, electrical, or
digital aids must fly at low altitude to avoid hypoxia, with considerable muscle power yet
precise inputs over long periods of time to operate control surfaces, stabilize the aircraft, and
adjust for changing aerodynamic conditions while maintaining visual ground contact to be able
to navigate precisely. Automation technology allows designers and pilots to overcome such
limitations and fly higher, faster, and in any weather. Similarly, human perception, situation
awareness (SA), and decision-making capabilities can be enhanced through data collection,
processing, and visualization tools. This approach to improving human performance can be
observed in e.g., aviation, power plants (process control), or the medical field (diagnosis,
patient status). Increased productivity and throughput are other common arguments for
introducing automation in air traffic control, various medical applications, manufacturing, or
Unmanned Aerial Vehicle operation (Wickens et al., 2013). Automation is also used to address
economical concerns. In aviation, automation has greatly contributed to reduce flight times
and fuel costs by introducing more efficient route plans or climb and descent patterns (Curry,
1979; Feazel, 1980). As in many other industries, labor costs constitute a large component of
airline operating costs. Although automation has already been used to reduce the required
number of cockpit crew members (e.g., navigators or flight engineers are deprecated roles), it
is not clear what additional personnel reductions automation can enable. Flight time
optimizations have also contributed to reduced direct labor costs. Efficient use of maintenance
equipment, through automation, can also save costs in aviation. Although automation



technology is expensive, through acquirement/development, training, and maintenance, it
appears to be a worthwhile investment.

Many factors seem to be driving this growing automation of systems. Today, it's clear that
automation can improve efficiency and safety, and reduce costs in many areas. However, such
benefits should not hide the transformations generated by this automation.

2.3 Automation in sociotechnical systems

Much of today’s safety research is founded on a “sociotechnical” understanding of work. This
focuses on the interaction between people and technology and the way that these interactions
are embedded in social settings, including the way that work is managed, planned, organized,
performed, and regulated (Hollnagel & Woods, 2005). The discipline of Human Factors works
to understand how these interactions can be described and improved, often through the use of
human-centered design methods (McCafferty et al., 2004). For these purposes, attributions of
error have little value on their own but should instead serve as a starting point when looking for
ways of improving work system performance (Hollnagel, 1991). In the words of Erik Hollnagel
(1991), this can be seen as a process of “amplifying human strengths rather than reducing
human weaknesses” (p.6).

In work processes where people and technology engage in close interaction, technological
changes can have both positive and negative consequences, and some of those consequences
may have implications for safety. Work roles may appear, disappear, or transform, standard
routines may no longer apply, and new paths to failure may emerge (Woods & Dekker, 2000).
In a longer perspective, changes like these may set off a series of required calibrations. When
the context of work changes, so will people’s activities. In turn, changes in working patterns
may demand new technological adaptations, thus continuing a cycle of adjustment (Carroll et
al., 1991). These ideas around human-machine interdependence have had a profound impact
on the issue of automation. As previously discussed, a common ambition in automation
projects is to replace human activities partly or fully with automated functions. If in those cases,
human contributions to safety, efficiency and effectiveness are poorly understood, they also
run the risk of being underestimated. Because changes to technology are also prone to affect
other parts of the work system, e.g., how people work and interact, simple substitution may
prove to be an impossibility. This scenario—and the potential pitfalls it is associated with—has
been described in the literature as the “substitution myth” (Sarter et al., 1997).

Researchers within the safety field were early to point out potential hazards in automation
approaches that build on the idea of substitution. As automation in a work system increases,
people in the process may be driven into a more passive role, a situation where both vigilance
and competence may suffer (Endsley, 2017). Firstly, a more passive role may decrease the
readiness of human operators to respond to anomalies. Secondly, solving problems in a highly
automated environment may require skills that are difficult to uphold as the role of the operator
transforms. The pattern where expected safety benefits of automation instead turn into system
vulnerabilities has been described as an ‘irony of automation” (Bainbridge, 1983), often
discussed in terms of human “out-of-the-loop” (OOTL) performance problems (Endsley & Kiris,
1995; Kaber & Endsley, 1997). Automation is frequently accompanied by a decrease in operator
performance, such as a reduced sensitivity to important signals (Billings, 1991; Wiener, 1988),
excessive or insufficient trust in system ability (Parasuraman et al., 1993), and loss of operator
situation awareness (Carmody & Gluckman, 1993; Endsley, 1996; Endsley & Kiris, 1995). A
major consequence of the OOTL performance problem is that operators of automated systems
may be unable to take over manual operations in the case of automation failure. Particularly,
the OOTL performance problem causes a set of difficulties including a longer latency to



determine what has failed, to decide if an intervention is necessary and to find the adequate
course of action (Billings, 1991). Findings of the same nature have also been made within the
aviation domain. For example, Berberian et al. (2012) explored how the pilot’s sense of agency
(i.e., sense of control over their own actions) was affected by different degrees of autopilot
assistance in a flight simulator. The results showed that the sense of agency decreased with the
level of automation involved. The authors argued that the increasing level of automation tends
to distract operators from action outcomes, decrease their sense of control and therefore
disrupt their overall performance. In addition to direct effects on human-technology
interaction, the benefits of automation solutions may also be limited by social or emotional
responses from humans. One common issue is the attitude of trust in automation, i.e., the
perceptions that people have around the capabilities of automated systems. If a system is over-
estimated, human operators may run the risk of missing situations where their intervention is
necessary. Conversely, if automation is under-estimated it may limit its use, restricting its
benefits (Lee & See, 2004).

Nowadays, automation is a critical component of safe, reliable, and efficient industrial
operations. When properly introduced, automation has the potential to offer both better
working conditions and increased productivity. For decades, automation has been driven by
technological considerations. However, a “work-driven” design approach is increasingly being
advocated (e.g., Miller & Feigh, 2019), as many studies have highlighted the limits of
technology-driven automation. These limits are particularly related to the involvement of
human operators in the control loop, as well as to their understanding of the current situation
(see for example Endsley, 1996; Endsley & Kiris, 1995). It is therefore necessary to find effective
principles and methods for distributing functions between the human and artificial system
components to ensure that both operate in an optimal way. In the following sections, we
introduce some of these solutions.

2.4 Function Allocation

From the description of autonomous and automated agents in section 2.1, automation can be
classified on a continuum of levels of human replacement, ranging from manual operations to
the highest level of so-called "full* automation where the human is ignored. Several different
scales have been suggested in the literature to represent this continuum of levels in what is
commonly referred to as "Levels of Automation (LOA). One such example is given in Table 1,
which is based on the LOA taxonomy by Sheridan and Verplank (1978). It consists of a ten-point
scale where higher values correspond to reduction in human involvement. Other versions of
LOA models can be found in the literature (see e.g., Endsley & Kaber, 1999).



Table 1: The ten levels of automation. Adapted from Sheridan (2011).

Level of
Automation

Description

1. The computer offers no assistance: human must take all decisions and

LOW .
actions.

2. The computer offers a complete set of decision/action alternatives, or

3. narrows the selection down to a few, or

4. suggests one alternative;

5. executes that suggestion if the human approves, or

6. allows the human a restricted time to veto before automatic execution, or
7. executes automatically, then necessarily informs the human, and

8. informs the human only if asked, or

9. informs the human only if it, the computer, decides to.

10. The computer decides everything and acts autonomously, ignoring the

HIGH
human.

An additional parameter of description, and a direct extension to the LOA paradigm is to
combine levels of automation with types of automation (i.e., what kind of task does it perform,
and how much it replaces the human operator in doing so?). One such approach is presented in
Parasuraman et al. (2000) where the types are derived from a simplified four-stage model of
human information processing:

1. Information acquisition: sensing and registering input data. Low LOAs can amount to
mechanically moving sensors to scan and observe, e.g., fixed-pattern sky scan vs
dynamic “lock-on” tracking. Moderate LOAs could involve organizing collected data
according to criteria, such as electronic flight strips indicating problems with an aircraft
through the use of highlighting (Parasuraman et al., 2000).

2. Information analysis: cognitive functions such as working memory and inference. At
low LOAs, algorithms can make prognoses from new data based on historical records,
e.g., predicted path trajectories. Higher LOAs involve the integration of multiple
parameters into one, such as the converging runway display aid (CRDA) which saves
the ATC operator from the taxing mental work of projecting the approach path of one
aircraft onto the path of another aircraft landing on a converging runway (Parasuraman
et al., 2000).

3. Decision and action selection: generating and selecting among decision alternatives.
This could involve simple conditional rules to select specific decisions if certain
conditions apply, such as in route planning for pilots to avoid bad weather. Inferences



based on implicit or explicit assumptions are made to compare decision costs and
prospective value. Compared to ground proximity warning systems (GPWS), which
recommends a single optional maneuver, an automatic ground collision avoidance
(auto GCAS) system takes control of the aircraft if the pilot does not respond
(Parasuraman et al., 2000).

4. Action implementation: executing a selected action. These automation technologies
often replace the human hand or voice. At increasing levels of automation, a
photocopying procedure can include manual sorting, automatic sorting, automatic
collation, automatic stapling, etc. In @ more complex setting, ATC “handoff” of an
aircraft from one flight sector to another can be done automatically once decided upon
by the ATC controller. Similarly, on the flight deck, updated flight plans can be
automatically loaded into the plane’s flight management computer once uploaded
from the ground, as opposed to entered manually (Parasuraman et al., 2000).

A function that is classified to any of these types can then be automated to different degrees
or levels.

1

Deciding which functions (tasks, jobs, responsibilities) in a man-machine system should be
assigned to the operator or to the machine is a central element of systems engineering
(Hancock & Scallen, 1996; Price, 1985). All the more since it has been shown that an
intermediate level of autonomy can compensate for the phenomenon of loss of autonomy
(Endsley & Kiris, 1995; Kaber & Endsley, 1997).

This process is known as function allocation. It has previously been defined as follows:

Allocation of function is an early stage of the design of a human-machine system. The input
to allocation of function is a specification of the functions that the human-machine system
must deliver within its intended working context. The output from allocation of function is
a specification, at an appropriate level of abstraction, of the functionality of the automated
subsystems that will be required. The goal of allocation of function is to design a system for
which: the performance (including considerations of safety and reliability) is high; the tasks
of the operator are achievable and appropriate to the operator’s role; and the development
of the system is technically and economically feasible. (Dearden et al., 2000, p.289-290).

Thus, function allocation techniques aim to provide strategies for distributing system functions
and tasks across people and technology.

In 1951, Fitts’s list (Fitts, 1951) marked the beginning of function allocation research, and seven
decades later it continues to be one of the primary methods used in human factors. Sometimes
criticized, it remains one of the first steps in the design of many systems. Understanding this
method—its advantages and limitations—appears critical when it comes to proposing a
methodology for designing autonomous human systems.

2.4.1 The HABA-MABA Methods

If several methods are currently proposed, most of them are based on the compensation
principle initially proposed by Fitts (1951) where the strengths and weaknesses of humans and
machines serve as the basis for assigning functions and responsibilities to the various
components of the system. Specifically, this classic function allocation method consisted in
sharing the tasks to be carried out between man and machine according to the strengths and
weaknesses of each. Originally, Fitts compiled a list of eleven statements about whether a



human or a machine performs a certain function better (see Figure 3). In its literal
interpretation, Fitts’ list recommends that those functions that are better performed by
machines should be automated, while the other functions should be assigned to the human
operator. Fitts’ view was that, by applying these criteria, an optimal allocation of functions
between humans and machines could be achieved.

HUMANS SURPASS MACHINES IN THE:

detection perception
judgment

induction

Improvisation

longterm
memory

Ability to detect small amounts of visual or acoustic energy

Ability to perceive patterns of light or sound

Ability to improvise and use flexible procedures

Ability to store very large amounts of information for long periods
and to recall relevant facts at the appropriate time

Ability to reason inductively

Ability to exercise judgment

MACHINES SURPASS HUMANS IN THE:

power
computation

replication

simuitaneous
operations

*  Ability to respond quickly to control signals, and to apply
great force smoothly and precisely
*  Ability to perform repetitive, routine tasks
Ability to store information briefly and then to erase it completely
Ability to reason deductively, including computational ability
Ability to handle highly complex operations, i.e., to do many different
things at once.

Figure 3: The Fitts list (Bradshaw et al., 2012; Fitts, 1951).

Typically, the input to these processes is a list of abstract functions that the human/machine
system should perform, and the output is usually the same list ranked according to whether the
human, the machine, or some combination should perform that function (Sheridan, 1997). The
decision process considers, on the one hand, the functions that are technically possible to
assign to machines and, on the other hand, the functions that humans can reasonably be
expected to perform effectively. In this approach, human and machine are construed as
actuating and information processing systems with different capabilities. This description can
be used to determine what should be automated and what should not. This approach presumes
that human and machine capabilities, strengths, and weaknesses remain fixed over time, and
often suggests a quantitative division of labor where humans do a certain amount of work and
machines do another (Dekker & Woods, 2002). The eleven statements initially proposed had
several advantages. First, they were diverse and not contradictory. Second, they were based
on solid theoretical foundations, notably concerning the limiting characteristics of human
capacities and performances (overload, stress, fatigue, inattention, etc.).

Through this initial list, Fitts’ goal was to propose a general framework to guide the allocation
of functions, not to propose allocation principles that were intended to become dogma.
According to this method, the critical point to focus on is performance: if the machine
outperforms the human, the function must be automated; otherwise, automation is
meaningless. Thus, Fitts’ list indicates that the main (but not necessarily the only) driving force
for automation must be performance: accuracy, power, speed, cost. In this sense, it is obvious
that this list was bound to evolve as technological progress modulated the performance of the



systems. Thus, HABA-MABA lists, or ‘Human Are Better At - Machines Are Better At’ lists have
appeared over the decades in various guises (e.g., Chapanis, 1965; Mertes & Jenney, 1974;
Swain & Guttman, 1983; Sheridan, 1997).

Today, numerous fine-grained function allocation models can be found in the literature. The
HABA-MABA approach benefits from the comprehensibility and simplicity of Fitts’ list. It does
not contain complex equations, interconnected functions, or other forms of complexity. Such
a method also has been proved to increase both performance and situation awareness.
Furthermore, it applies to a range of different functions, both physical and mental (De Winter
& Dodou, 2014). Moreover, it encourages designers to consider the strengths and limitations of
both humans and technology elements in a system. To summarize, the simplistic nature of
Fitts’ list provides a good starting point for any process of design. However, several limitations
should be noted.

First, HABA-MABA methods looks at the strengths and weaknesses of each actorin a very static
way (see Dekker & Woods, 2002; Bradshaw et al., 2012) and have few considerations about the
fact that different functions can have different allocations over time. This view was summarized
in a report from the US Department of Defense:

An ... unproductive course has been the numerous attempts to transform
conceptualizations of autonomy made in the 1970s into developmental roadmaps. ...
Sheridan’s taxonomy [of levels of automation] ... is often incorrectly interpreted as implying
that autonomy is simply a delegation of a complete task to a computer, that a vehicle
operates at a single level of autonomy and that these levels are discrete and represent
scaffolds of increasing difficulty. Though attractive, the conceptualization of levels of
autonomy as a scientific grounding for a developmental roadmap has been unproductive. ...
The levels served as a tool to capture what was occurring in a system to make it autonomous;
these linguistic descriptions are not suitable to describe specific milestones of an
autonomous system. ... Research shows that a mission consists of dynamically changing
functions, many of which can be executing concurrently as well as sequentially. Each of
these functions can have a different allocation scheme to the human or computer at a given
time. (Defense Science Board Washington DC, 2012, p.23-24)

Rouse also pointed out this limitation:

Frustration with the MABA-MABA approach led to a very simple insight. Why should
function, tasks, etc. be strictly allocated to only one performer? Aren‘t there many situations
whether either human or computer could perform a task acceptably? ... This insight led to
identification of the distinction between static and dynamic allocation of functions and
tasks. (Rouse, 1994, p. 29, as quoted by Inagaki, 2003)

More recently, dynamic allocation methods have been proposed (e.g., Byrne & Parasuraman
1996; Greenstein & Lam 1985; Hancock & Scallen, 1996; Scerbo, 2007). The principle here is
that not all allocations are applicable to every situation encountered by the system. Therefore,
it is beneficial to alter the allocation according to certain situational factors. This is particularly
applicable when a task can be performed equally well by human or machine and the allocation
can therefore vary according to the available resources of each one (Rouse, 1981, Greenstein &
Lam, 1985). Today, different forms of dynamic task allocation exist, such as “situation
dependent” (Greenstein & Revesman, 1986), “flexible” and “adaptive” allocation (Mouloua et
al., 1993), and “adaptive aiding” (Rouse, 1988).

A second criticism of the HABA-MABA approach concerns the fact that automation changes
the nature of human activity. System automation has been classically considered as a simple
substitution of a machine activity for human activity, referred to as the “substitution myth”



(Sarter et al., 1997). Unfortunately, such assumption corresponds to a distorted reflection of
the real impact of automation. Automation technology transforms human work and forces
people to adapt their skills and routines (Dekker & Woods, 2002). Whatever the merits of any
particular automation technology, automation does not merely supplant human activity but
also transforms the nature of human work. In future systems, automatic devices will provide for
the real-time, moment-to-moment control of the process. In such systems, the main role for
humans is to undertake what is called supervisory control (Moray, 1986; Sheridan & Verplank,
1978). Indeed, the human operator is relegated to the role of monitor and decision maker,
keeping watch for deviations and failures, and taking over when necessary. This is a new
relation between the human and the machine, as an automatic machine may be said to be
intelligent. The new form of interaction differs dramatically from the traditional interaction of
the human with tools and devices that possess no intelligence, in which all sensing and control
were done by the human operator. Such change (from manual to supervisory control) is far
from trivial. The role of passive information processor (i.e., that of supervisory controller)
involves observing the actions of other operators or computer controllers and agreeing or
disagreeing with them. The operator’s task is to understand the actions of another system
controller and thereby accept or reject its actions. The key difference between passive
information processing and direct action on the process is that the former involves functions
similar to those maintained during process monitoring (e.g., scanning information sources);
whereas the latter involves manual control functions including process planning, decision
making, selecting responses, and implementing strategies. The problems due to automation
are related to these new roles that are created for operators when their tasks are changed from
manual to supervisory control.

A third point of criticism is that HABA-MABA approaches do not account for man-machine
cooperation. Creating partially autonomous machine agents is, in part, like adding a new team
member. One result is the introduction of new coordination demands and the emergence of
new classes of problems which are due to failures in the human-machine relationship. Many
challenges facing human-machine interaction designers involve teamwork rather than the
separation of duties between the human and the machine (Klein et al., 2004). Effective
teamwork involves more than effective task distribution; it looks for ways to support and
enhance each member’s performance. This need is not typically satisfied by HABA-MABA-
based function allocation methods.

Despite these—and other—criticisms, Fitts’ list (or variants thereof) has been a widely used
function allocation technique (Older et al., 1997), but other function allocation methods have
been proposed to overcome its limitations.

2.4.2 Other function allocation methods

Parasuraman et al. (2000) provide a process template for designing automation systems (see
Figure 4). In this framework, a (re)design process begins by deciding what to automate. The
target task is categorized according to the four automation types and a target LOA is selected.
This initial type and LOA configuration is evaluated against primary criteria—including human
performance metrics like mental workload, situation awareness, etc.—and secondary criteria
like automation reliability, cost, and so on. Designs that fail with respect to these criteria trigger
aredesign, and the processes starts over.
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Figure 4. Flow chart of automation design using types and levels of automation (Parasuraman et
al., 2000).

The appeal of this framework lies in its readability and streamlined application, but it also has
its drawbacks. First, it assumes that the initial idea—i.e., the task or function to be automated—
is fully understood and can be automated without negative impact on human performance,
safety, and overall system performance. Rather, these and similar insights are developed in
evaluation procedures after the automation design phase, at which point considerable time and
resources may have already been spent on designing the automation in the first place. A second
problem with the LOA framework is that it implies that the LOAs are prescriptive, i.e., that a
system designer should target a specific LOA and design to “achieve” it, thus running the risk
of neglecting proper user research and developing inadequate designs. In our view, LOAs are
descriptive: they can be used to convey the capability of a system or design in an easily
accessible way. Finally, the original LOA framework (and its derivatives) can be improperly
applied to categorize a system holistically which says little about the capabilities of the system
on a task-by-task basis, much like how a hotel receiving an average review score of 4.3 out of
five says nothing about the quality of the menu or the cleanliness of the rooms, specifically. The
extension framework by Parasuraman et al. (2000) mitigates this third problem by breaking the
system down into automation types.

2.5 Techniques and methods to improve human-automation
interaction
If allocation methods introduced in the previous chapter were proven to be helpful in the design

of new automation systems, they lacked in the consideration of the interaction and
coordination between the agents of a human-machine systems leading to serious limitations.



Rather than focusing on automation technology (or LOA) or human operators, this section will
consider approaches developed to model, understand, and design the interactions between
automation systems and human-automation.

2.5.1 Task Analysis

Since its inception in 1967, Hierarchical Task Analysis (HTA) has become an important tool in
the human factors and cognitive engineering disciplines (Salmon et al., 2010; Stanton, 2006).
In contrast to behavioral or psychometric constructs used in other task analysis paradigms, HTA
focuses on functional system constructs. Furthermore, as the name suggests, HTA is about task
analysis, not merely task description. As such, HTA is about identifying problems in system
performance and proposing solutions. Overall system performance (i.e., of the joint cognitive
system; Woods, 1985) can effectively be improved by addressing the factors responsible for the
largest error variance, be it humans, machines, or effects emerging from their interactions
(Annett, 2004).

The HTA process (illustrated in Figure 5 begins by defining functional task goals. Goals provide
a purposeful frame to ground the tasks, as goals can often be attained in multiple different
ways, particularly in complex systems. A specified goal state—active or latent—can be an event,
value, or other criteria that constitute goal attainment and system performance (Annett, 2004).
In other words, the system’s objective is implied by the goal(s) (Stanton, 2006). Through the
process of decomposition or redescription, complex goals are broken down into subgoals which
enables the analysis of actual or potential sources of system failure in goal attainment (Annett,
2004).

Operations are the fundamental units of analysis in HTA and are defined through their goals
(Annett, 2004). Operations—like goals—can be further broken down into suboperations (or
subtasks), organized in a nested hierarchical structure (Annett, 2004). Suboperations make
unique contributions to superordinate operations and subgoals, ultimately contributing to the
attainment of superordinate system goals (Annett, 2004). Suboperations are mutually
exclusive and should provide a comprehensive analysis of sub- and superordinate goals
(Annett, 2004).

Plans are a critical component of HTA. Where goals state the purpose of tasks, operations
describe the content of tasks, plans describe the order of task and operation performance.
There are different types of plans: simple task sequences (“do this, then this”): selection rules
(“if x is the case, do this. Otherwise, do this”); or dual task or parallel plans (“do this and this at
the same time”) (Annett, 2004). An example HTA diagram is presented in Figure 6.
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Figure 5. HTA procedure for breaking down the sub-goal hierarchy (source: Stanton, 2006).

A challenge when producing an HTA is knowing when to stop, as the analysis could continue
almost in perpetuity. A common heuristic is to stop when it is assessed that further
redescription will not yield additional insights for the purposes of the analysis objective.
Another slightly more formal stop rule is the P x C” rule, which states that an HTA is complete
when the product of the probability (P) and cost (C) of failure is within acceptable bounds
(Annett, 2004; Stanton, 2006). In theory, this rule helps the analyst to focus their attention on
the task factors that are key to overall system performance and success. In practice, p and c can
rarely be known, only estimated, but their product is what informs a decision to stop or continue
the analysis. In error or accident investigations, the analysis naturally concludes when the
analyst can provide a satisfactory explanation about the cause, and propose design remedies
in terms of systems, procedures, or training interventions (Annett, 2004).

Stanton (2006) highlights two important points about HTA. First, it is a goal-based analysis, as
discussed above. Second, HTA produces a system analysis. This means that the analysis is not
exclusive to human agents but can also model tasks performed by non-human agents (e.g.,
equipment, devices, and interfaces) and teams (Salmon et al., 2010; Stanton, 2006).
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Figure 6. Example HTA for making a nail flush with a board
(source: Stanton, 2006).

HTA s a simple (but not easy) process where data is collected through interviews, observations,
questionnaires, walkthroughs, user trials, etc., about the system or task in question, and then
used to decompose the tasks into goals, operations, plans, and conditions. This simplicity
contributes to the method'’s flexibility, which has seen HTA being adapted, extended, and
applied in many ways. Application areas include examples such as interface design, human
error prediction and analysis, team task analysis, function allocation, workload assessment,
procedure design, and the design and development of nuclear reactor plants (Salmon et al.,
2010; Stanton, 2006).

2.5.2 Coactive Design

When an automation system reaches a certain degree of self-sufficiency (i.e., capability in the
task to be performed) and self-directedness (i.e., authority over the task to be performed),
several issues may arise. First, in a fully teleoperated system these are entirely absent,
rendering it a burden to the operator. Second, a system with low self-sufficiency but high self-
directedness will be over-trusted, increasing the risk of system failure. Third, and conversely, a
system with high self-sufficiency and low self-directedness will be under-utilized. This is
common in cases where the cost of failure is deemed too high. Finally, highly self-sufficient,
and self-directed systems tends to become opaque in their system states and action
performance, making it difficult for team members to maintain a sufficient situation awareness
and adjust their own task performance accordingly (Johnson et al., 2011b).

To remedy this, Coactive Design takes a teamwork-centered approach to systems design and
task allocation. It introduces interdependence as a third autonomy dimension. Its premise is that
processes of understanding, problem solving, and task execution are necessarily incremental,
subject to negotiation, tentative, and of critical importance to joint activity between people and
autonomous systems (Johnson et al., 2011b).



Interdependence, as a central organizing principle for human-agent joint activity, characterizes
how actors depend on the actions of one another over a sustained action sequence (Johnson et
al., 2011b). Dependence, in a strict sense, could be a locomotive engine pulling a train cart. In a
softer sense, optional, opportunistic, helpful, and mutual support actions are emphasized (i.e.,
interdependence). Soft interdependence is frequently observed in human teams, like partners
offering to pick up items at the store on their way home from work, colleagues informing other
that they will run late, or opening a door for a stranger who has their hands full (Johnson et al.,
2011b). In addition, to facilitate supportive (i.e., intra-activity) interdependence, sufficient
monitoring capabilities are required. People and artificial agents must monitor the contextual
aspects of tasks performed by others to “look out for each other” and provide timely assistance.
This, in turn, requires the monitored actor to be transparent in their behavior (Johnson et al.,
2011b).

Joint activity and interdependence require a minimal level of autonomy (i.e., self-sufficiency
and self-directedness) of its participant actors, yet increased autonomy, depending on its
implementation, can boon or cripple team performance (Johnson et al., 2011b). Rather than
designing for a human-out-of-the-loop paradigm, coactive design enables close and
continuous human-automation interaction. It contends that to effectively engage in joint
activity, an agent must be aware and considerate of the interdependencies of their joint activity
and have the capability to support it (Johnson et al., 2011b). The awareness requirement
highlights that joint activity, as a mutual engagement, extends in space and time. Where agents
were previously only concerned with their own allocated tasks, the increasing sophistication of
joint human-computer systems will require agents to have a matured understanding of their
role and actions, their interdependencies, and the goal of the joint effort. In this sense, it is
about group participatory actions rather than individual autonomous actions (Johnson et al.,
2011b). The consideration requirement describes how an agent’s autonomous capabilities
must be designed with respect to the needs of the team or collective. The same action outcome
can result from different processes and performance dynamics, like performing a musical solo
piece versus a duet. Artificial systems and their behavior must also reflect this. Additionally,
joint activity, compared to individual action, introduces additional constraints. Collective
obligations must be considered and tended to, even when not assigned to any particular agent.
In this way, participants share an obligation to coordinate which may also require them to
sacrifice their own autonomy in service of group goals. These obligations come at a cost and
provide benefits (Johnson et al., 2011b). The requirement for coactive agents to have the
capability to support interdependence describes how agents must have the ability to provide
and receive assistance. Reciprocity is therefore a functional requirement of coactive agents to
facilitate good teamwork. If one agent needs to know the status of another, the second agent
must be able to provide it, and vice versa (Johnson et al., 2011b). In addition to its self-
sufficiency and self-directedness, the capability of a system or agent to support
interdependence offers multiple benefits. For instance, over-trusted systems can aid, and
otherwise opaque systems can provide appropriate transparency and feedback to human
operators (Johnson et al., 2011b).

Coactive design challenges the prevalent notion that more autonomy equals more
performance, which is not accurate as previously introduced. Instead, the authors contend—
and empirically support—that “there is a point in problem complexity at which the benefits of
autonomy may be outweighed by the increase in system opacity when interdependence issues
are not adequately addressed” (Johnson et al., 2011b, p.186). The challenging future roles in
human-agent systems will require more interdependence than what is typically considered.



This necessitates a design shift away from who is in control of whom or who is tasked with what
(i.e., function allocation), to coactivity. Coactive design provides prescriptive high-level
guidance about the considerations required to design coactive human-agent systems (Johnson
et al.,, 20113, Johnson et al., 2011b). By understanding the dynamics and interdependencies of
work, system designers and developers can make informed choices about what to automate,
how to reduce operator workload and assess how work is affected by the introduction of new
technology (Johnson et al., 2011a).

Coactive Design Method
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Figure 7. The Coactive Design workflow (Johnson et al., 2014).

This iterative method (summarized in Figure 7) begins with an identification process where
designers extend a traditional hierarchical task analyses (HTA) to describe required capacities
(cognitive task analysis; CTA) and viable team member roles (Interdependence Analysis; IA).
The enumerated role alternatives are evaluated, and interdependence relationships are
identified. Observability, predictability, and directability (OPD) requirements are also
developed to understand who needs to observe what from whom, who needs to predict what,
and how team members must be able to direct each other (Johnson et al., 2014). Next, the
selection and implementation process take the identified relationships and determines what



mechanisms meet the OPD requirements. Selection criteria can include sufficiency or
leveraging synergy effects, for instance (Johnson et al., 2014). Finally, the evaluation process
determines how the chosen mechanism affects the OPD requirements on other relationships.
The mechanism can also affect system performance by adding, altering, or removing
interdependence relationships. Therefore, each designed mechanism must be evaluated from
a holistic systems perspective, providing feedback to the identification and/or selection and
implementation processes in an iterative design and development loop. Traditional Human
Factors and system performance evaluations can begin when a design solution has been
approved from an interdependence standpoint (Johnson et al., 2014).

The Coactive Design method is appealing in many ways. It recognizes that humans and
machines combine in a joint cognitive system whose purpose is to perform a function, and
whose execution performance of that function does not rest on the performance of the human
or machine is isolation but emerges from their interactions. By designing with these
interactions and interdependencies in mind, several of the issues discussed in section 2.2 are
addressed. The method explicitly addresses the substitution myth by making the human
contribution equally asimportant as that of the machine. Meaningful and stimulating tasks can
potentially increase operator engagement and performance. The OOTL phenomenon—and its
detrimental effect on performance—is mitigated as the human operator is highly involved in
the (joint) activity, which can also potentially increase the operator's sense of agency compared
to a situation of supervisory control. Skill retention is also ensured as the human may have to
perform different steps of the task at hand.

The method also comes with a few notable drawbacks. For instance, it requires an initial and
formal task analysis (H/CTA) to provide input to the identification phase. Such analyses often
require much time and resources, thus incurring a considerable (or even prohibitive) economic
cost. Another risk is introduced by the fact that the method does not account for the law of
stretched systems (Woods & Dekker, 2000) which—combined with the fact that peoples' tasks,
procedures, and use of technology evolve over time (Carroll et al., 1991)—suggests that the
mechanisms designed to support the identified interdependencies and OPDs may become
inadequate as users (and the system overall) adapts (to) the new technology. This can result in
costly redesigns. Furthermore, if the operator, who is already engaged in critical teamwork
activities, is additionally tasked with other responsibilities (as the law of stretched systems
predicts they will) the risk of high temporal task demand, competing goals making operators’
work challenging in new ways, challenges to sensemaking and situation understanding, and
unwanted performance variability is increased which can jeopardize the team's performance.
Another limitation is that the method does not recognize that conceptual limitations are
encountered during—or can result from—technology development and implementation. In
other words, there is no indicated feedback loop from the "select and implement the
mechanism" step of the selection and implementation (S&I) process (or the S&I process overall)
to the identification process; limitations of technology can necessitate a conceptual redesign.

2.5.3 Designing for Joint Action and a Sense of Agency

As previously explained, when implementing a high level of automation, a critical issue is the
ability of the human operator to feel in control of those systems and/or of the actions
performed in collaboration with those systems. Recently, some authors argued that providing
access to different levels of intention implemented by Al could help restore human operators'
sense of agency (SoA), improve their confidence in the decisions made by artificial agents, and
ultimately increase acceptability towards such agents (Pagliari et al, 2022; Wen et al., 2022).
These authors study joint actions in human social interactions to deduce what are the key
features necessary to develop areliable SoA in a social context. More particularly, they consider



the content of relevant explanations to be implemented in Al to make it "explainable". Their
observation was that the sense of agency of co-authors of a joint action increases when those
were sharing their intentions (Atmaca et al., 2008; Le Bars et al., 2020; Sebanz et al., 2003,
2005; Wegner et al., 2004; van der Wel, 2015; van der Wel et al., 2012). Based on this premise,
it was explored how sharing the intention of the system supports the emergence of the
operator sense of agency. As an illustration, Le Goff and colleagues (2018) explored how
messages conveying the system's intent in supervisory situations. The idea was to display
information about what the automated system is about to do next, which has been shown to
be an effective approach to improve users’ sense of control and acceptability towards the
system. This study further demonstrated that providing information about a higher level of
intention (P-intentions) than just the level of motor intention (M-intentions), increases the
feeling of control of the action produced by an automated system, above and beyond
improving bodily ownership. Such results emphasize the importance of the information
provided by the artificial agents, especially to reduce their opacity. The importance of the
communication, of the system's intentions, is also widely underlined when considering how to
support cooperation between human operators and artificial agents, whatever their level of
automation/autonomy.

2.5.4 Human-Autonomy Teaming Methods

The distinction between automation and autonomy, as addressed in this document, has led
some authors to specifically question the problems of cooperation resulting from the autonomy
of artificial agents. Recent technological evolutions have introduced a rupture in our
interactions with technology. From simple tools at the service of the human operator, artificial
agents have become full-fledged teammates characterized by a high level of autonomy in
terms of decision making, adaptation and communication. Several researchers have explored
to what extent and under what conditions autonomous agents and humans could work
collaboratively in a team, leading to a new scientific field called Human-Autonomy Teaming
(HAT).

Even if the term HAT emerged three decades ago, it is only during the last few years that it has
been used frequently (e.g., Demir et al., 2018a; Demir et al., 2018b; Demir et al., 2019; Dubey
etal., 2020; Fiore & Wiltshire, 2016; Grimm et al., 20183, 2018b; Shannon et al., 2017; Wohleber
etal., 2017). Interestingly, HAT papers (e.g., Chen et al., 2014; Grimm et al., 2018a; Demir et al.,
2019) have also emphasized the role shared mental models and team situation awareness as
cooperation enablers (or mediators, acknowledging the Input-Mediator-Output model from
Kazi et al., 2019). In particular, these models have relied on the notion of transparency of
artificial agents.

Transparency is defined as the descriptive quality of an interface pertaining to its abilities to
afford an operator’s comprehension about an intelligent agent’s intent, performance, future
plans, and reasoning process (Chen et al., 2014). Over the past decade, many studies have
sought to demonstrate the role of this transparency. For example, higher levels of transparency
can provide useful information for human decision making, thereby reducing the workload, or
keeping it unchanged (Mercado et al., 2016; Selkowitz et al., 2016). Several studies have shown
that as system transparency increased, human performance also increased, illustrating the
benefits of transparency in terms of performance (e.g., Mercado et al., 2016; Stowers et al.,
2016). Additional transparency could also improve situation awareness ( Mercado et al., 2016,
Selkowitz et al., 2016). Finally, transparency appears as one key element in establishing
appropriate trustin the system (Sanders et al., 2014). In this context, different frameworks have
been proposed to design more transparent systems, including the Situation Awareness-based



Agent Transparency model by Chen (2014, 2018) or the transparency on intentional, task,
analytical, environment and teamwork agent’s models by Lyons (2013).

The Situation Awareness-based Agent Transparency model proposed by Chen and
collaborators (2014; 2018) is based on the concept of Situation Awareness (SA) proposed by
Endsley (1995). Particularly, Chen and colleagues aimed to identify transparency requirements
to enable the human operator to maintain proper SA of the system, i.e., to understand the
parameters of the intelligent agent's task, its logic, and its expected outcomes. According to
Endsley (1995), SA is “a person'’s state of knowledge of a dynamic environment” (p. 60). In
Endsley’s model, SA has three levels: perception (Level 1), comprehension (Level 2), and
projection (Level 3). Accordingly, Chen and colleagues (2014, 2018) identified three levels of
communication corresponding to the three levels of SA. At the first level of the SAT model, the
operator is provided with the basic information about the agent’s current state and goals,
intentions, and proposed actions: “What's going on and what is the agent trying to achieve?”.
At the second level, the operator is provided information about the agent’s reasoning process
behind those actions and the constraints/affordances that the agent considers when planning
those actions: “Why does the agent do it?”. At the third level, the operator is provided with
information regarding the agent’s projection of the future state, such as predicted
consequences, likelihood of success/failure, and any uncertainty associated with the
projections: “What should the operator expect to happen?”. By providing access to the
underlying processes that the autonomous agent uses to make its decisions, actions, and
projections, the agent allows the operator to build an efficient representation of the
environment and its own functioning (Chen et al., 2018; Stubbs et al., 2007; Lee & See, 2004).
This transparency of the agent has been identified as an essential factor in the development of
appropriate SA in human-robot teams (Evans, 2012; Endsley, 2015). Also, Mercado and
collaborators (2016) shows that increased transparency leads to increased performance on task
“without additional costs” (on effectiveness and time).

In this search for system transparency, a complementary theoretical framework has been
proposed by Lyons (2013) where transparency can be defined as a method to establish shared
intent and shared awareness between a human and a robotic system. As for the SA-based
Agent Transparency model proposed by Chen, Lyons also suggests the needed for
transparency in Human-Robot Interaction to support human SA and developing “shared
awareness” with robots. Among the variety of factors that determine human-robot team
performance, communication between artificial agents and humans is according to Lyons one
of the most important elements (see also Chen et al., 2006). Furthermore, this communication
would have great similarities with the communication needed in human-robot teams (e.g.,
Salas et al., 2005).

Lyons (2013) highlights several models which should be transparent to humans: intentional
model, task model, analytical model, environment model and teamwork model. The intentional
model focuses on communicating to the operator the higher-level purpose of the technology,
the method and style of interaction to be expected, the social/moral intentions of the
technology, and some understanding of the technology’s goal structure. This information
should provide operators with some sense of general predictability about how interactions with
the technology might occur while also giving them a sense of the system’s priorities. The task
model consists of the system’s understanding of a task structure, information relating to the
system’s awareness of goals in relation to a task, information relating to the system’s real-time
progress in relation to those goals, and awareness of when the system makes a mistake. The
analytic model provides operators with an understanding of how the system works, what
calculations and algorithms it uses, and why it might make an error. The environment model
should present operators with real-time information communicating the system'’s awareness
of environmental conditions, constraints, and task related limitations in relation to the



environment. Finally, the teamwork model concerns information about the roles,
responsibilities, and duties of one’s teammates, about the team dynamics between the human
operator and an autonomous system (Lyons, 2013). Lyons and collaborators (2017) suggest that
these transparency facets will allow the human to understand the goals, social intent,
contextual awareness, task limitations, analytical underpinnings, and team-based orientation
of the system. This is an interesting precision of the notion of mental model presented earlier.
Some of the suggested information, such as the information on the logic behind system'’s
decisions—referring to the analytical model—has been proven to improve user trust (Lyons et
al., 2017).

2
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3 Method

This section will outline the methodology employed to develop the framework proposed in this
deliverable.

3.1 Development criteria of the SafeTeam framework

The SafeTeam human factors framework is developed with the focus to be easily applied by
practitioners. It is designed to assist readers to facilitate an optimized interaction between a
human operator and an automated or autonomous system, with little to no prior knowledge of
human factors.

Three criteria primarily informed and shaped the framework:

e The literature review of established theories and methods within human-autonomy
interaction and function allocation.

e The study of SafeTeam use case 1: En-route digital assistant and application of the
framework to the case.

e Continuous discussions and feedback sessions with SafeTeam use case 2: Stabilized
approach digital assistant.

3.1.1 Literature review

The framework rely on evidence-based methodologies that has been merged and restructured
to enable individuals without expertise to design and/or assess their automated systems with
human-machine collaboration in mind. It is heavily influenced by task allocation model of
Parasuraman and colleagues (2000) and Coactive design (Johnson et al., 2014), with a focus on
task analysis through the creation and analysis of an HTA (Annett, 2004), and the consideration
of observability, predictability and directability requirements in the design principles. The
model is complemented with concrete instructions that guide practitioners through the
different steps of the methodology.

3.1.2 Case study of use case 1

The use case En-route digital assistant informed the work through a semi-structured group
interview and through the report D3.1 where an early iteration of the framework was used. The
interview provided insights on work processes, how they consider HF and briefly what they
experience as their challenges. The finished report illustrates both how the provided framework
was used and its limitations, as well as providing the team with a detailed description of the use
case for the team to work with. In addition, the team carried out own field studies at air traffic
control centers in Sweden and France. Based on the deliverable and own observations, the
team could apply the framework as it was developed to the En-route digital assistant case.

3.1.3 Collaboration with use case 2

For the second use case, Stabilized approach digital assistant, a more mature framework could
be used in the writing process of report D3.2. In addition to the analysis of D3.2, the proposed
methods were continuously discussed and improved as the team worked with the underlying



work presented in D3.2. The main intention of the discussions was to gain insight into work
processes and attitudes towards human factors approach and to ensure usable methods and
useful instructions. Results of D3.2 are used as examples in Chapter 4.

3.2 Creation of guidelines

Similar to the processes of coactive design (identification, selection and implementation,
evaluation of change; Johnson et al., 2014), the guidelines are split in three phases, while
encouraging iterations within and between phases.

A delimitation with the SafeTeam framework is that the guidelines do not cover any ideation
methods that precede the first phase of the framework, a decision made based on the
framework’s alignment with SafeTeam’s scope. Instead, the framework prioritize the
establishment of a broad system understanding through phase |, Modeling key system factors
and interactions, to which the initial idea (e.g., a design proposal, change requirement
prompted by inefficient task processes, or inadequate artefacts) serves as input. When
designing this phase, we initially identified system knowledge as a crucial step described by
literature.

After providing a general guide for system understanding and analyzing the work performed in
D3.1, more specific instructions were necessary to provide the support needed. Thus, we
recommend the HTA as a tool key system factors and interactions, and to encourage the reader
to map contextual factors related to their idea. The tasks included in the HTA will likely go
beyond what might have been their intuitional and initial scope. To support the data collection
during phase |, a separate general guide for conducting interviews was included in the
framework. Interviews with stakeholders were deemed animportant source of data while other
methods for gathering data, such as focus groups, field studies, contextual inquiries, cognitive
walkthroughs, were mentioned but not described in detail.

The second phase, Designing for safe human-autonomy teaming, revolves around the HTA just
like the previous phase. When the researchers in the use-cases had gained an understanding of
the context they were introducing changes into, we used the HTA as a tool to allocate new or
changed tasks and investigate how these changes would affect the rest of the system. It was
clear from following the work in D3.1 and D3.2 that support and guidance was needed in order
to understand how to consider important human factors when doing the task allocation and
detailing the idea. Thus, a set of discussion topics based on the literature provided in section
4.3.3.1, and insights from studying use-case 1 and 2 was introduced to phase Il. Furthermore,
seven design principles were introduced to assist the reader to continuously considerimportant
human factors related to safe human-autonomy teaming while allocating tasks. The design
principles are inspired by and draws from existing literature, as discussed in section 2. At the
end of phase I, the reader is asked to transfer the HTA into a tabular format in order to facilitate
documentation of the task allocation and its effects, and to provide a better format to keep
working with the assessment of the proposed task allocation in phase Ill. The tabular format
will also allow the designers of the new system to keep working with assessment and other
design requirements outside of the human factors scope while still keeping track of the
discoveries made during the three phases in the SafeTeam framework.

In phase lll, Assessing the design proposal for collaboration issues and risks, the intention is to
evaluate the proposed design and to identify risks related to human factors. To guide the
reader to consider relevant human factors aspects when assessing their proposed design we



provide a list of questions, these questions are based on topics from the literature. The list of
questions was developed after discovering the need in D3.1 and D3.2 had the opportunity to
use list of risks as a starting point for assessing their design proposal, to narrow down the types
of questions to ask we also label each task with a task type that maps to the question list. The
risks identified are documented in the TTA along with proposals on how to avoid and mitigate
the risks.

The readeris asked to iterate over different phases as they find necessary since it will be difficult
for anyone to capture all aspects of task allocation and the effects at the first go. When the risk
assessment in phase Il is finalized, the SafeTeam framework leaves the reader with a table of
task allocations, dependencies to other tasks, task types, potential risks, and mitigations for
these.



4t The SafeTeam Framework

The proposed framework aims to facilitate a human-centric approach when designing
automated systems and Human-Autonomy Teaming (HAT) settings. The SafeTeam framework
is developed for non-experts and is based upon several other established guidelines, as detailed
in previous chapters. Central to the proposed framework are the emphasis on the close
cooperation among the involved stakeholders and the importance of early evaluation and
feedback of human factors design principles throughout the entire development process.
Frequent and continuous concept evaluations can reduce development costs and highlight
design issues that can lead to automation and interaction issues. This framework is intended to
improve human-autonomy teaming in high-level design work and does not contain guidance
for detailed design work as, for instance, User Experience (UX) design.

4.1 Introduction

The framework is presented through three phases, which are centered around the tasks within
a system. In addition to this, it is also important to keep in mind how additional system factors
also influence the system and each other.

4.1.1 System factors

Because technology is not neutral, it will inevitably change any system into which it is
introduced, as well as the intended (canonical) and unanticipated (exceptional) behavior of that
system. People's understanding of what constitutes canonical and exceptional system behavior
evolves over time. As a result, it is critical to understand the effects of change and how they
might be foreseen and accounted for in design (Hollnagel & Woods, 2005). The features of
technology include limitations, preconditions, and side effects that place additional change
needs on the entities with which it interacts, such as people, technology, or society (Norman,

1993).

As every system encompasses many factors, the selection of the relevant ones will be guided
by the consideration of six layers influencing the context at hand (Figure 8). At the center of the
system, you will find the activities to be performed—the tasks (e.g., sending emails, writing
reports). Those tasks are performed by agents, which can be human operators (e.g., store
clerks, service technicians) or artificial agents (e.g., Virtual assistants, Chatbots). Those agents
rely on artifacts to perform or offer support for their tasks. They can be physical tools (e.g.,
pens, hammers) or digital tools (e.g., databases, websites, software), rely on different
modalities (i.e., visual, auditory, etc.), and display different properties (e.g., interactive,
symbolic). These categories are not mutually exclusive, however; many artifacts may fall into
multiple categories depending on their characteristics, functionality, domain, or context. The
processes consider the interdependence between the tasks through their chronology and/or
the interactions required between the agents (e.g., the production of an article written by a
journalist, then reviewed by an editor, and later printed is constrained by this chain of
tasks). These activities are conducted within and for other organizations (e.g., private
companies, financial institutions, or educational institutions). They may differ in their
hierarchical structures, departmentalization (e.g., finance, marketing, production), cultures
(values, beliefs, norms), communication channels (e.g., emails, meetings, reports, social
networks), decision-making processes (e.g., operational/strategic, degree of employee
involvement, driven by data or intuition, etc.), and so on. Finally, organizational activities are
governed by regulations (e.g., environmental regulations, data protection and privacy laws,



financial regulations, health and safety laws, intellectual property laws, consumer protection
laws, etc.).

O——— Tasks

O=—— Artifacts

O Agents

O——————— Processes

O— Organization

O—— Regulations

Figure 8. Factors of a system that can be affected and cause ripple effects.

The amount of detail may vary, but the focus of the approach is to distinguish elements that
might be impacted by the implementation of a new function. More specifically, we want you to
consider the ripple effects produced by the introduction of change in sociotechnical systems.
Changes may impact the task at hand, the agent performing the task, the artifacts required to
perform the task, the processes between agents of the system, the organization where the task
is taking place, and even the regulations considered for this system. For instance, replacing a
human customer service agent with a chatbot will likely generate new human tasks elsewhere
in the system (e.g., a software engineer optimizing the performance). Another representative
case isthe arrival of large language models (LLMs) like GPT-4 by OpenAl, which are increasingly
putting pressure on government legislative bodies to regulate their use, which, in turn, will
affect organizations, tasks, and agents



Table 2: System factors summary.

Factors
to Instructions Examples
consider
System e Determine what type of systemitis.  Type: "An airport / a control tower / a
cockpit"
e  Whatis the system's purpose? Purpose: "To achieve safe air travel"
o Whatis(are) the system’s goal(s)? Goals:
o Outcomes e Outcomes: "To ensure and maintain

sufficient air separation”
o Key performance indicators (KPls) o  kps. "Throughput, cost, adherence

to safety standards, etc."

"There are standard operating procedures,

e What processes, activities, and tasks o F OpsTati : :
there are to fulfil them? digital sy§terps to visualize air traffic, radio
communications ..."

Tasks Describe the main steps of each task linking “The pilot uses system A and resource B to

the agents and the resources gauge value C and achieve outcome D.”
Artifacts Let’s start with the smallest components of

the system, the tools used in the system (i.e.,

physical, and digital). Radio:

e Who uses them? e Used by: "Pilot, Air Traffic

e  Forwhat task? Controllers"

e Used for: "Receiving instructions,
requesting information,
confirmation ..."

e  Forwhat purpose? (Incl. why is that
tool used over other alternatives?)

Note: Certain tools might be used for
multiple tasks in different ways by multiple
people!

e Used because: "Reliable and
standardized communication

channels"
Agents Then consider any organizations, human
operators, artificial agents, and systems that

are part of the process considered. Captain (human)

e What are their roles? * Co-pilot (human)

e  What are their functions? * Autopilot (artificial)

e What are their responsibilities? * Airtraffic controller (human).



Factors
to
consider

Processes

Organization

Regulations

Instructions

It is important to learn what (canonical and
exceptional) interactions occur between
agents in the system and what purpose they
serve.

e Whatinformation is at the center of
those interactions?

e  Arethere any information or action
interdependencies between actors?

e Whatinterfaces are used to facilitate
and support those interactions?

Context. Where the first part of this step
focuses on what is included in the system,
the second part shifts attention to what
could affect the system from the outside.

e  Which external or contextual factors
can impact the system's general
function and performance?

Stakeholders. Identify those parties internal
or external to the target system that have an
interest in project outcomes.

It's important to be aware of their difference
in stakes and priorities in term of:

e Projectgoals
e Processes

e Qutcomes

Regulatory constraints and opportunities
can be included here.

4.1.2 Three iterative phases

Examples

“How actor A performs task X is affected
by when and/how actor B performs task
Y-ll

e "Plane position between Pilot and
Air Traffic Controller."

e "The pilot needs the Air Traffic
Controller's permission to take off
(sequential interdependence)."

e "Verbal communication via radio
and graphical user interface X."

e  Weather conditions
e Wars
e Market conditions

e Technology advancements

e Upper management wants to
reduce the flight's duration for cost
efficiency

e  Operative level wants to reduce the
pilot's fatigue for safety purposes

When incorporating an idea into a task and its system, or if an entirely new system is designed,
we propose three analytical and developmental phases, see Figure 9. The first phase is the
activity modelling phase, modeling key system factors and interactions, which serves to develop
an understanding of the current system's components and its contextual factors.
Understanding the system and the context in which it exists is critical to avoid introducing
changes that may have a negative impact on safety aspects and to understand the needs of
potential users.

The second phase, designing for safe human-autonomy teaming, is focused on deciding which
task to implement and how it should be implemented, i.e., how it should be integrated into the



system. The effects of the chosen allocation should be carefully evaluated to avoid possible
issues such as decreased situation awareness, work overload, etc.

The third phase is assessing the design proposal for collaboration issues and risks. The goal of this
phase is to assess whether the new design introduces any risks with regards to human-
autonomy teaming. Identified risks are either highlighted to be addressed as the system,
function or interactions are detailed further later on in the design process, or require iterations
of the three phases, especially focusing on the last two.

Phase I:
Modeling key system factors and interactions

Focuses on describing the considered system in its current form. This
will help to consider all the important contextual factors to be affected
by the design idea, while also challenging any previous assumptions.

Activities: data collection (e.g. through interviews, field studies etc.) and
hierarchical task analysis of current system.

A system model of the
current situation, to be
Phase ll: used for comparison and

Designing for safe human-autonomy teaming evaluation of the proposed
new design.

Produces a task allocation to maximize performance of the

human-automation system while also safeguarding against potential

hazards.

Activities: applying design principles for human-autonomy teaming to
produce a hierarchichal task analysis of the new system

Identified risks that
Phase III: A system model of the requirjzre-design of
Assessing the design proposal for new design, to be used the proposed solution

collaboration issues and risks for risk assessment

Identifies risks related to human-autonomy teaming that may be
caused by introducing the new changes to the system.

Activities: risk identification - internal as well as based on user feedback.

Identified risks to be
handled through further
detailing and development
of the design

Figure 10. This framework can serve as a guide for how designing automation systems can be
approached.

The framework describes what to consider throughout a development process to facilitate
effective human-automation interaction and teaming. Applying this model can—from a human
factors and usability perspective—increase the quality of a developed system or feature as it



cultivates an awareness of these issues. However, it is not a complete design guide; it is
a general framework. As such, it makes no assumptions about available resources,
competencies, or technologies. The framework can be applied as loosely or thoroughly as
required. It is meant to raise awareness, challenge assumptions, and inspire new ideas. How our
model is applied will vary between organizations and people depending on their specific
domain, expertise, and resources (e.g., time). To summarize; use this framework for inspiration
and reflect upon how it is applicable to your domain and design problem.

4.2 Phase I: Modeling key system factors and interactions

The first phase of the SafeTeam framework begins by describing the current work activities of
the considered system. To identify and delimit these, consider which system factors are central
to the design idea in question — which processes, agents, artifacts, and tasks must necessarily
be modelled and understood to develop and evaluate the design? It is important to strike a
balance between sufficient coverage and inclusion of relevant system factors on the one hand,
and manageable model complexity on the other. In short, the model should be a simplified
description of the system activities, not as vast and complex as the system itself. Iterating the
model can ensure that contextual factors that affect or are affected by the design proposal are
included and considered through the remainder of the design process. The model of the current
system activities created in this phase will support subsequent design and assessment phases.

4.2.1 Purpose

Introducing a system, task or a tool in a work environment should reflect the intended or
desired change outcomes. As this phase will challenge any previous assumptions about the
system and its components, it is an important tool to avoid bad designs or implementations
based on incorrect information. By understanding the system's overall architecture,
interactions, contexts, and its purpose, one can more accurately evaluate the design
motivation.

The model created in this phase can provide a common ground for an array of stakeholders,
from executives to implementors and end users. This can help identify design shortcomings
and risks while also generate improvement or optimization suggestions. By breaking down
tasks into smaller components, you can gain a better understanding of how a system or process
works and identify areas where changes could improve efficiency or effectiveness.
Understanding the impact of, or effect on contextual factors at an early stage of design can
help prevent out-of-the-loop phenomenon, decrease development costs, and result in safer
and more competitive system and product designs.

4.2.2 Input

The modelling is initiated by an idea; a design proposal or change requirement prompted by
inefficient task processes, inadequate artefacts etc. The design idea guides and focuses the
work; data collection about the target domain is centered around the idea, moving outwards
to include the relevant domain components (e.g., other tasks, agents and
artifacts). Appropriate data collection methods include interviews, focus groups, field studies,
contextual inquiries, cognitive walkthroughs etc. A guide on conducting interviews is found in
appendix A. Advices presented for conducting interviews can be found useful for other data
collection methods as well. Furthermore, the design team's own domain knowledge could also
contribute data for the system modelling phase.



4.2.3 Instructions

To integrate all the information collected into an effective tool, we guide you through the
construction of a Hierarchical Task Analysis (HTA) of the current system. Hierarchical Task
Analysis is typically used when modelling activities and the aim is to describe and compare the
different tasks that an operator must perform to meet a predefined objective (Annett, 2004).
This method is based on numerous models that allow decomposition of tasks into subtasks, the
relationships (sequential, parallel, or alternative) between subtasks, and sometimes even the
tools needed to accomplish the task and meet the objectives. HTA is a deductive (top-down)
decomposition method for which the level of decomposition (of a task into subtasks,
themselves decomposed into sub-subtasks etc.) is often unknown a priori. The necessary level
of detail is usually only known when the HTA is performed, which may require several iterations
with the operators to identify the relevant sub-task level to stop at.

HTA is a useful tool for understanding complex systems or processes by breaking them down
into smaller, more manageable components. It involves creating a hierarchical structure of
tasks where each task is broken down into sub-tasks, and each sub-task is broken down further
into even smaller sub-tasks, until you reach a level where the tasks are simple enough to be
easily understood. You will visually map out different factors—tasks, artifacts, agents, and
processes—their properties, and dependencies required to achieve your system’s goals.

HTA step-by-step

Below is a list explaining how to build your HTA.
Below the list you will also find all components in the
HTA explained together with examples. A whiteboard, online whiteboard

_ _ tool or PowerPoint (SmartArt -
1. List the important system factors based on Hierarchy) are suggested tools for

the idea (read more about system factors in building your HTA.
the framework introduction).

Tips

A task can be tagged with more
than one task type, but doing so is
an indication that the task might be
possible to detail further - decide if
this is necessary based on the scope
4. Elaborate the tasks related to the idea with ~ of the idea.

subtasks. A task can only be elaborated if

there are at least two sub-tasks.

2. Listthe involved roles and assign each role
a color.

3. Define high-level tasks.

5. Add plans; holding information on how tasks are related to each other, e.qg., if tasks
are carried out in parallel or in sequence.

6. Tag tasks with task type: information acquisition, information analysis, decision
selection or action implementation.



Table 3 Explanation of SafeTeam HTA components

HTA components and information Examples

e Task boxes:
o Tasks
o Subtasks
o Operations (leaf nodes (bottom nodes); what agents do) '

e Numbers to indicate hierarchy of tasks. The numbering also keeps track of
the hierarchy when tasks are transferred to the tabular format later on.

moved up and replaces its parent task.

111. Operation

e  Atask must have at least two subtasks, otherwise the single subtask is

e Color coding for agents. e Tasks carried out by multiple

: . . agents.
o Provides quick overview. 9

. . . . e Human
o Use as many colors as necessary to describe and visually differentiate

your system agents.

e  Connecting lines to highlight hierarchical relationship between tasks,
subtasks, and operations. o ok

o  Only between hierarchical levels.

o Never between tasks at the same hierarchical level.

111. Operation

e Task typeindicator. Classify each task (focusing on the leaf nodes) with
its proper task type:

o Information acquisition: 'sensing and registration of input data'.

o Information analysis: 'prediction, integration (combination of
various values into one), ...".

o Decision and action selection: 'decision from among decision
alternatives. Propose a course of action'.

o Action implementation: 'execute the action chosen'.




HTA components and information Examples

¢ Plans showing order or conditions for tasks. Can be expressed as:

o Linear (then, >, —)

= 1then2then3theny4

= 1>2>3>4

o Non-linear (or, /)

= 1/2[3/4 e

= Doz, 2 3, 4inanyorder
o Simultaneous (and, +, &)

" 1424344

= 1and2and3and4

= Dozy, 2,3, 4 atthe same time
o Conditional (if condition then, X? >)

= X?Y>1N>2

= IfX, thenielse 2

= Doasrequired
o Cyclical

= 1>2>3>1..

=  Repeat the following until
o Selection (any of, :)

" 1234

= 1o0r20r3org

= Choose one of the following

e Bottom line to signal that a leaf will not be expanded further.
e  Maximum 4-5 levels of subtasks

This is of importance for ease of comprehension. If five levels are not sufficient to
describe the system, consider separating your general HTA structure into several
trees (e.g., one structure per subtask).




HTA components and information

Examples

e Insert information on relevant artifacts as a list in the leaf nodes.

Information
Analysis

e Risktagsto indicate subtasks and operations with known risks. The
purpose of the risk tags is to visually indicate that these are tasks that
should be given extra attention when comparing the new design to the
current system.

This process is highly adjustable to your systems and
should be considered as a set of optimal items to be
selected depending on your needs. You may need
several iterations of factors framing and HTA
structuration to obtain the right focus: widen up or
narrow down your system; considered additional
factors; etc. However, this will not wipe out but rather
complete the work already performed.

It is not necessarily important to finish
the entire model of the current system
before moving on to modelling the idea
(see Phase Il). When modelling the idea,
one can find what tasks are necessary to
expand further and what tasks to leave
at a high level.

4.2.4 Output

The system model of the current situation will be used for comparison and evaluation of the proposed
new system.

4.3 Phase ll: Designing for safe human-autonomy teaming

Any fast-paced operational domain may benefit from the introduction of automation, but automating
tasks without fully assessing the consequences may be hazardous. This chapter contains an approach
where automation solutions are proposed and structured in a way that supports later evaluation and
detailing. It is an iterative approach and potential hazards that are identified may require the designer
to re-assess aspects of human-automation interaction and modify the task allocation from the initial
idea.

A joint activity is a set of actions carried out by an ensemble of partners, human or non-human. All
participants must enter into an agreement, be mutually predictable, be mutually directable and



maintain common ground, among other things. They must be able to rely on each other when
considering their own actions, which can facilitate synchronized actions and efficiency.

To create a safe autonomous system from a human-centered perspective we propose a set of design
principles listed below. Keep these in mind while suggesting system requirements to mitigate any
risks that was identified and remember: These are suggestions not truths.

4.3.1 Purpose

The main purpose of this step is to produce a task allocation that maximizes performance of the
human-automation system while also safequarding against potential hazards. Like for Phase |, it is
highly recommended that the work in Phase Il is done collaboratively; the goal of the HTA is to
facilitate discussion. Therefore, if possible, include end users in the design process (i.e., a participatory
design approach). If not, collect their feedback on the design proposal at a later stage, and iterate.

4.3.2 Input

The HTA produced in the previous phase will constitute the starting point for the work performed in
phase Il.

4.3.3 Instructions

During phase Il the HTA created in Phase | will be adjusted to reflect the idea that initiated the design
process. To assist with the task allocation, use the human-autonomy design principles below and
create a HTA reflecting the proposed design. Once the new HTA is created, the impacted leaf nodes
of the HTA are transferred to a table. The tabular format allows for recording additional aspects that
were not included in the HTA (Annett, 2004). The table proposed in the SafeTeam Framework
suggests including details of the tasks that will later help addressing risks and specifying the design
considerations for the system changes.

4.3.3.1 Human-autonomy design principles

To create safe autonomous systems from a human-centered perspective we propose a set of design
principles listed below. It is important to emphasize that these are recommendations and designed to
provide new insights and inspire new areas of inquiry.

Foundation of collaboration

1. Agents should share a common goal.

Any agent participating in a task should understand and accept the common goals. In relation to the
common goal, any individual agent participating in the effort should be able to represent, reason about,
and modify their individual goals to ensure coordination and maintenance of the common goals.

Considerations:

e Clear Goal Definition: The common goal should be clearly defined, as well as each individual
goal. Ambiguity may lead to confusion or inefficiency.

e Goal negotiation: If agents can reason about and modify their goals, they will be able to adapt
when situation changes. Develop protocols to maintain team cohesion and resolve potential
conflicts.



2.

Agents should be able to share their status and intentions and interpret and observe the
intentions of others.

Agents should be able to provide real-time updates on status, capacities, actions, decisions, and
intensions to enable other parties to maintain situation awareness and promote making informed
decisions. It is equally important to represent this information in @ manner that allows for teaming
agents to observe and interpret it to evaluate and detect possible failures.

Considerations:

o Interfaces, message formats and protocols: Communicating intent and the ability to interpret
the information should be dependent on a standardized information flow. Consider the
transparency of the system by sharing why decisions are made, highlight data and algorithms to
offer insights into how the system interprets inputs to produce outputs.

¢ Intention sharing: Agents should share their intentions as it enhances coordination, trust, and
synergies among team members which lead to more efficient collaborative efforts.

e Status updates: Agents should periodically send updates on their current state, tasks they are
working on, and any changes in their capabilities or limitations. Changes and event should be
highlighted to ensure that teaming agents are aware of changed conditions (Christoffersen &
Woods, 2002).

Agents should be directable.

The human operator should be able to guide, control and influence the autonomous system to mitigate
risks related to unforeseen or complex situations. These directions might be explicit e.g., task allocation
or direct assignments but may as well be more subtle e.g., providing information (Johnson et al. 2014).

Considerations:

e Userinterface design: The user interface should be clear and allow human operators to easily
understand and interact with the autonomous systems. Consider intuitive controls, informative
displays, and a well-organized information flow.

e Override capabilities: Consider whether the operator should be able to intervene or adjust the
system’s behavior in real-time and the potential ripple effects.

e Ethical and safety constraints: The system should have limits and constraints within itself to
prevent it from taking actions that are unsafe or unethical. Even in an autonomous mode the
system should operate within predefined boundaries.

Cognitive Load

4. Designers of the system should strive for Shared Situation Awareness.

Agents should be able to understand the dynamic environment they are operating in and the elements
it is containing, the comprehension of their meaning, and the projection of their status in the near future
(Parasuraman, R., Sheridan, T.B., and Wickens, C.D., 2008).

Considerations:

e Common ground: Consider how to achieve individual situation awareness and how to build a
shared situation awareness by sharing knowledge, beliefs, and assumptions.

e Visual Scanning: The operator should be able to seek (additional) information when needed.
Attention guidance, such as alerts or notifications might be deployed to aid.

¢ Integration of Knowledge: Consider how knowledge can be split into smaller parts through
display integration.



5. The system should enable optimal Mental Workload.

When designing a system, the distribution of mental effort, attention, and cognitive resources should be
considered. It is important to analyze the cognitive and perceptual demands placed on the human operator
and their abilities (Parasuraman, R., Sheridan, T.B., and Wickens, C.D., 2008).

Considerations:

e Optimal workload: A high workload may cause mental fatigue and decreased performance,
while a low mental workload may on the other hand lead to reduced focus and decreased
performance. The workload and task complexity should allow agents to adapt to the cognitive
capabilities and limitations of human operators, optimizing the allocation of tasks and
information to ensure a stimulating mental workload.

e Task complexity: The level of decision-making, number of variables and the novelty of the task
will affect the mental workload. Consider these parameters when designing tasks.

e Information Load: Consider the amount of data and manner in which data is presented through
screens or other sensory inputs.

e Interruptions and multitasking: How often human operators are interrupted, or the number of
concurrent tasks affect the mental workload.

Trust and system Reliability

6. The system should foster mutual trust.

Building trust between team members in a human-autonomy system is an essential factor to consider since
trust directly influences how a system tends to be used. Ensuring trustworthiness in autonomous systems
not only enhances their acceptance of the system but also mitigates the risk of misuse or underuse (Lee,
J.D., & See, K.A. 2004). If the human operator has too low level of trust in an automated system, they may
disregard information provided by the system. However too high level of trust might cause the operator to
fail to monitor important information (Bisantz, A.M. and Seong, Y., 2001).

Considerations:

e Reliability: Is a fundamental factor when considering trust in a system. The system should be able
to perform its intended functions consistently and accurately over time (Bisantz, A.M. and Seong,
Y., 2001).

e Transparency and understandability: Automated systems being transparent with their
intentions, explaining what information is accounted for, and how it makes decisions improve
trust from human operators. Consider how the results of algorithms are displayed to the operator
to ensure that no errors are introduced due to bad design or inaccurate results. The design should
aid decision-making and enhance system monitoring.

e Familiarity: When an operator recognizes the system components it will likely enhance trust, thus
it is helpful to consider how to design a system that the operator is familiar with.

e Error Handling and Recovery: The type and frequency of errors can affect the operators trust in
the system e.g., too many false alarms and false positives. A system’s ability to recover and
maintain performance can also instill trust.

7. Agents should act in compliance with ethical standards.

Autonomous agents involved in collaborative tasks should adhere to a shared set of ethical standards. It is
important that agents understand and accept these ethical principles to ensure ethical decision-making and
behavior within the joint human-autonomy team.



Considerations:

4.3.3.2

A new HTA is produced to reflect the design idea. As previously mentioned, as the initial idea is
modelled, one may find that tasks in the previous HTA must be further expanded and iterations back

Clear Ethical Standards: Define the shared ethical standards to avoid ambiguity or
misinterpretation. Ensure that all agents have a common understanding of ethical behavior
(Awad et al., 2018).

Ethical Decision Support: Equip agents with the capability to make ethical decisions, guided by
the shared ethical standards, to foster ethical behavior during task performance (Vanderelst &
Winfield, 2018).

Ethical Accountability: Establish mechanisms for monitoring and evaluating agents’ compliance
with ethical standards, allowing for accountability in case of ethical violations (De Graaf, 2016).
Ethical Transparency: Promote ethical transparency in ethical decision-making processes.
Enable human team members to question, understand, and trust the ethical choices made by
artificial agents.

Conflict Resolution: Implement procedures for resolving situations where ethical conflicts arise
within the human-autonomy team. Ensure that ethical disagreements are addressed in an ethical
and collaborative way.

Dynamic Ethics: Consider protocols for enabling agents to adapt their behavior when shared
ethical standards evolve or in response to emerging ethical dilemmas (Bonnefon et al., 2016; Lin,
2016).

Hierarchical Task Analysis (HTA) and Tabular Task Analysis (TTA) - future
system

to Phase | are encouraged.

1. The SafeTeam method for task allocation takes the HTA model from Phase | as its starting
point. If working in a digital format, simply copy and paste the HTA from Phase | to get

started. If you are working with a physical version, e.g., whiteboard or tabletop artifacts,
ensure that the original HTA is thoroughly documented (e.g., photographs) or, preferably,
begin working with a second whiteboard or tabletop setting.

In a workshop setting (with colleagues or with prospective end users), edit the tasks

(nodes/branches) and operations (leaves) to represent your design idea.

A note about levels of automation: the levels (see section 2.4) can be represented in the HTA by

a. Use the appropriate color coding to represent which agents perform which
operations. Is a manual (human) operation replaced by a digital system? Change the

operation card color (same operation, different agent).

b. Add and remove tasks/operations as needed. Adjust the artifacts descriptions.

c. Decide whether to break tasks into their operations or whether to "black box" them

(drawing a line under their task card).
d. Adjust the tasks/operation numbering.

e. Refine the plans; add plans to any new tasks, adjust their numbers.

breaking tasks down to a level where the HTA clearly shows how artificial and human agents interact,

e.g., “system does X, then Y, then requests input from human, then human accepts/rejects
suggestion, then system does Z..."” etc. If a design solution concerns adaptive automation, multiple

HTA versions may be required to fully model the levels of automation involved.



Task allocation: discussion topics

In the next phase more attention will be given to identifying risks and design considerations (for future
development). Some risks might be too severe or unsuitable to address through design considerations and
may require adjustments in the task allocation. To minimize risk of rework, the following questions may be
discussed as the task allocation is defined:

1. Forthe affected human agent(s), how does the design impact their overall workload?
2. Compare the task types left for the human agents to perform.

a. Does the design imply monotone or varied work?

b. Consider the effects on work satisfaction.

3. How may subsequent tasks/operations be affected in terms of cognitive demands? For instance, if
the information analysis task preceding a human decision is replaced by a digital analysis system,
how is the human decision task impacted? If the prerequisite analysis work is no longer done, how
can human decision support be provided instead?

4. Consider the "soft" or "indirect" task dependencies (e.g., cognitive synergies between tasks).

a. Were any positive (e.g., situation-awareness-supporting) dependencies eliminated due to the
design change?

b. Were any new positive dependencies introduced because of the design change?
5. Forachosen allocation, what are the envisioned consequences at...

a. The system level - Effects on related functions in the system (e.g., undermining the supply of
information for another task, or resulting change requirements in related functions, e.g., new
functionality/output required).

b. The organization level - does the change affect the way work is organized (role allocation,
authority, responsibilities, team composition, etc.)

c. Thetasklevel - Effects on communication, workflow, work sharing, shared situation awareness...

d. Theindividual level - Effects on workload, attention, memory, situation awareness, systems
understanding, knowledge, work satisfaction, etc.

6. How might these consequences affect performance (e.g., selected KPI's)? Or more general KPI's?

When the proposed task allocation has "matured" and settled in HTA form, it should be evaluated in
tabular form using the TTA. It is important to understand the influence of a chosen allocation on a
contextual level.

1. Transfer the operations (leaf nodes) to the task table. Keep the agent color coding. Overarching
tasks may also be added in a column for overview purposes.

2. Classify the task types: Information acquisition, information analysis, decision selection or action
implementation. Consider color coding for quick overview.

3. Markall new or changed (e.g., changed agent) tasks.

4. Write the dependencies for all new tasks (e.g., data input or output, cognitive dependencies that
users can experience or other reasons why two tasks may impact the performance of each other).

5. Addthe identified artifacts.

6. Mark the tasks that are dependent on the newly added task.



7. If necessary, add any comments to the operations.



Table 4. Example of a TTA, selected tasks of a system, only including new and affected tasks

New task (new), affected by new task Artifacts
Task Operation Task type (affected) or task that changed agent Task dependencies] Comment
(new agent)

1 Plan ahead |1.1 Collect approach-data Information acquisition New ML artifact
1.2 Predict unstable approach Information analysis New HMI Affected by: 3.2,3.3, 6,7
Affecting: 2, 3.1, 3.2,
5.2.1, 5.2.2
3.1 3.1.12.2 Monitor aircraft speed data JIgielgnElIERELEH Affected HMI Affected by:1.2,3.1.1.1
Monitoring
aircraft Affecting: 2, 3.2, 5.2.1,
states 5.2.2.
3.1.2.2 Monitor track Information analysis Affected HMI Affected by:1.2,3.1.2.1
Affecting: 2.1, 3.2,
5.2.1, 5.2.2
3.1.3.2 Monitor vertical track data QIaifeJsnEIIIIEEIVH Affected HMI Affected by:1.2,3.1.3.1
Affecting: 2.1, 3.2,
5.2.1, 5.2.2
5.2 Intra- EERN I ICRo ETpRCcNeidIdell[o}@ Action implementation Affected 1, 4,6
Cockpit
5.2.2 Announce deviations Action implementation Affected HMle.g., PFD 3.1
. . . . . lor indicating Pil indicati
Color digital assistant Color indicating both pilots Rt celog et

Monitoring




4.3.4 Output
The output of Phase Il comes in two parts:

1. Therevised HTA, visually describing the system and task allocations as envisioned for the new
or changed system.

2. The TTA table describing the envisioned design, prepared for evaluating its properties in
terms of risks related to human-autonomy teaming. The TTA will be further developed in
Phase I, where risks will be identified and used to define considerations for future work.

4.4 Phase lll: Assessing the design proposal for collaboration
issues and risks

In this phase, HAT-related risks of introducing new changes or implementing a new system in a
certain way will be established and design considerations to mitigate said risk will be created. It is
encouraged to discuss risks in a multidisciplinary group —adding many different perspectives. Like the
previous steps, the work performed during this phase is iterative and might result in re-assessment of
the task allocation performed during phase II.

4.4.1 Purpose

The purpose of this phase is to explore how different task allocations may lead to certain risks and
generate design requirements to mitigate these risks, focusing on Human-Autonomy aspects. The list
that is produced in this step is the basis for further development and detailing of the design.

4.4.2 Input

The TTA that was created in the previous step is used and further detailed in this phase.

4.4.3 Instructions

The TTA created in phase Il will now be expanded with two additional columns:
e Risks

e Design considerations to mitigate identified risks

4.4.3.1 Future system TTA - risk assessment

Add a column to the TTA produced in Phase II. This column will

contain risks that are associated with each operation listed in the ~ The question list below uses
TTA. If possible, return to users or other stakeholders that you  the words systems and
interacted with in Phase | and collect possible risks from their ~ agents. Keep in mind that a
points of view as well. Additionally, use the list of sample  system can be a system of
questions below for inspiration to identify potential risks. Note  systems and it might be
that the questions are categorized by task type. Focus on the task  helpful to zoom out from
type questions that are relevant to your TTA items. Also note that ~ subsystems. Agents refer to
the questions do not differentiate between human and artificial ~ both human agents and
agents; the topics to be considered are relevant in both cases. artificial agents.



Information Acquisition

1. Data Collection and Accuracy:

N

Under what circumstances may the data collected from the environment be incomplete or when is the
accuracy and reliability of this data is not ensured?

To what extent is it possible that faulty, outdated, or unreliable information is handled as true? What
are the consequences of such incidents?

. Adaptation to Changing Conditions:

In what situations could agents fail to adapt to changes in their environment or to new types of
information that they need to collect?

When could the system fail to adequately support agents in challenging data collection scenarios?

. Data Submission, Consistency, and Presentation:

Are there specific circumstances that might hinder timely submission of information, and what could
be the consequences of such delays?

What could cause data inconsistencies, conflicts when merging data from multiple sources, potential
misinterpretation, or information overload during data presentation?

4. Feedback and Learning:

What could be the consequences of inadequate feedback regarding collected data, e.g., issues of
format or quality?

What risks could arise from agents learning (or not) from their actions or improving their data
collection methods?

. Ethical and Privacy Considerations:

Do agents handle sensitive or confidential information, and what risks are associated with the handling
of such information?

Can you think of potential ethical dilemmas or privacy breaches that could occur when collecting
information?

Information Analysis

1. Analysis Techniques and Error Handling:

What techniques (tools, methods, algorithms) will agents use to identify patterns and anomalies, and
what skills and expertise are required for effective analysis? When may this be lacking and what are the
consequences?

What contextual factors could cause misinterpretation, ambiguity in analyzed data, or faulty error
detection/correction in the analysis process?

2. Adaptation to Changing Conditions:

What could cause the data conditions to change over time? What risks could that introduce to the
analysis?



3. Feedback and Learning:
e What could be the consequences of inadequate feedback regarding analyzed data?

e  What risks could arise from agents learning (or not) from their actions and interactions with others to
improve their data analysis methods?

4. Communication and Collaboration:

e How will agents collaborate, share insights and interpretations, during the analysis process? In what
situations could this have a negative impact on the analysis process?

e Isthere any risk of misunderstanding of agents’ roles, responsibilities, or accountabilities? What could
be the consequences of such misunderstandings?

5. Managing Information Overload:

e In what situations could there be an overwhelming amount of information for agents to process, and
what risks could that introduce?

6. Ethical Considerations:
e  Arethererisks that potential biases or ethical concerns have an impact on the analysis process?

e What could be the implications of biased or unethical analyses?

Decision Selection

1. Ethical Considerations:

Are there risks that agents make decisions or recommendations in contradiction with ethical standards
and human values, and what could be the consequences?

N

. Adaptation to Changing Conditions:

e Inwhat situations could changing environmental conditions or new information negatively impact the
decision-making process?

e What could be the consequences if agents cannot monitor and reevaluate decisions based on new
information?

3. Feedback and Learning:

e What could be the consequences of inadequate feedback regarding options provided or decisions
made?

e  What risks could arise from agents learning (or not) from their actions and interactions with others to
improve their decision-making skills?

4. Collaboration, Communication, and Clarification:

e Can agents collaborate, share insights, and reach consensus, during the decision-making process?
What could cause this collaboration to fail, and what could be the consequences?

e Forwhat reasons could agents need to seek clarification or feedback before finalizing decisions? What
risks could arise if agents cannot clearly convey their decisions and rationale?



5. Decision Criteria, Prioritization, and Complexity:

e Are there risks that agents fail to consider necessary criteria or methods to compare decision
recommendations, or to prioritize different factors? Especially looking at complex scenarios requiring
analysis of multiple factors or situations prone to cause decision paralysis or information overload.

6. Risk Assessment and Mitigation:

e Are there potential high-risk scenarios where agents might fail to assess and mitigate potential risks
associated with its decision recommendations?

7. Human Override and Intervention:

e What situations might be reason for human operators to override or modify artificial agents decision
recommendations? What procedures must be in place to allow this?

e What might be the consequences if there are conflicts between human decision and agent
recommendations?

8. Decision Confidence, Reliability, and Data Access:

e How does the agent communicate its confidence level or uncertainty in its decision recommendations?
What are the consequences if the agent’s confidence level or uncertainty in its decision
recommendations are not clear?

Action Implementation
1. Adaptation to Changing Conditions:

e Whatchanging conditions may be reasons for modifying an agent’s action? What are the consequences
if this is not possible?

2. Feedback and Learning:

e How does the system provide feedback about the status and results of actions implemented by other
agents, and what mechanisms are in place to promptly alert agents in case of anomalies or unexpected
outcomes?

3. Execution Algorithms and Procedures:

¢ What methods (guidelines, procedures, algorithms) will the agent use to execute actions based on
decisions? Is it possible that these methods do not ensure accurate or reliable execution of actions?

e What issues might be associated with the methods (e.g., guidelines, procedures, algorithms) used by
the agent to execute actions based on decision, and is there a risk that these methods may not
guarantee accurate or reliable execution of actions?

4. Real-Time Responsiveness:

e What risks are associated with the speed at which an artificial agent implements actions once a
decision is made? What would be the consequences if this implementation is delayed?

e What are the potential sources of latency or delays in the execution of actions, and what are the
consequences?

5. Error Detection and Recovery:



e What are the consequences of errors, deviations, or failures in the agent's action implementation?
e  Arethere mechanisms for the agent to recover from errors and resume operations?

6. Action Integration, Conflict Prevention, and Collaboration

e What issues are associated with the integration of actions performed by agents in a system with
ongoing activities and processes carried out by other agents?

e How can the system prevent conflicts or disruptions arising from agent actions, and can agents seek
approval or guidance from other agents if needed?

Spend some time to discuss and reflect over the identified risks. Is there a common reason for several
risks? Are there patterns or chain reactions? By doing this you might be able to decide whether to
return to the function allocation in Phase Il and make changes there to avoid risks, or if you should
minimize the risks through more specific design considerations.

4.4.3.2 Design considerations

Add another column intended for design considerations that might mitigate the identified risks. It
might not be possible to propose design aspects that will minimize the risk, in which case it might be
necessary to consider a new function allocation that that will lead to the risk being avoided or better
handled. Keep the design principles in section phase Il in mind to find solutions and to avoid
introducing any new risks when proposing design considerations.

4.4.4 TTA example

The following table is the example of a TTA from phase Il, with two new columns are added according
to the instructions.



Table 5 Expansion of table 4 with added columns Risks and Design considerations.

New task, affected| Artifacts Task
. by new task or task as Design
Task Operation Task type P ettt considerations | COmment
agent

1 Plan 1.1 Collect approach- Information New ML artifact
ahead data acquisition

1.2 Predict unstable Information New HMI Affected by: 3.2, 3.3, False predictions To be decided

approach analysis 6,7
False positive - unnecessary GA —

Affecting: 2,3.2,3-2, jntroduces another risk

5.2.1, 5.2.2
False negative - suggests a stable
approach even though it might
be(come) unstable, situation
perceived as safe even though there is
an inherent risk
3.1 3.1.1.2 Monitor aircraft  [[gifelgaElslel! Affected HMI Affected by: 1.2, Complacency of Pilot Monitoring, Recurring pilot
Monitoring FaSeKeEIE] analysis 3.1.1.1 training
aircraft Too strict UA limits will lead to
states Affecting: 2, 3.2, nuisance alerts, Appropriate setting
5.2.1, 5.2.2. of alert limits
Too strict UA limits will lead to
unnecessary GA,
3.1.2.2 Monitor track Information Affected HMI Affected by: 1.2, Complacency of Pilot Monitoring Recurring pilot
analysis 3.1.2.1 training
] Too strict UA limits will lead to
Affecting: 2.1, 3.2, nuisance alerts, Appropriate setting
5-2.1,5.2.2 of alert limits
Too strict UA limits will lead to
unnecessary GA,
3.1.3.2 Monitor vertical [[ifelgpEllels] Affected HMI Affected by: 1.2, Complacency of Pilot Monitoring Recurring pilot
track data analysis 3.1.3.1 training

Too strict UA limits will lead to

Affecting:2.1,3.2, ) isance alerts,

5.2.1, 5.2.2



New task, affected| Artifacts

by new task or task Task Risks Design
that changed dependencies considerations

agent

Comment

Operation Task type

Too strict UA limits will lead to Appropriate setting

unnecessary GA, of alert limits
5.2 Intra-  [JPRNAGTTCI-NIER{ I Action Affected 1, 4,6 Complacency of Pilot Monitoring Training
Cockpit other pilot implementation
Misleading, unclear communication  Use of standard
terminology
5.2.2 Announce Action Affected HMle.g., PFD 31 Complacency of Pilot Monitoring Training
deviations implementation
Too strict UA limits will lead to Use of standard
nuisance alerts, terminology

Too strict UA limits will lead to
unnecessary GA,

Color indicating Pilot Color indicating ATC

Color digital assistant Color indicating both pilots Monitoring




4.4.5 Output

The TTA with tasks, subtasks, risks, design proposals that is evaluated to a set of design principles,
could be used a foundation for the development requirements for the UX designers and developers.



5 Discussion

In this report, we propose a methodological framework to support the consideration of human factors
constraints related to human-autonomy teaming which is a fundamental requirement when
designing systems that combine artificial and human agents. The framework provides 1) a way to
systematically model tasks in sociotechnical systems, 2) tools for identifying
coordination/cooperation problems generated by the introduction of an artificial agent into a
sociotechnical system, and 3) design principles to compensate for these problems.

The proposed framework takes inspiration from multiple established methods, primarily HTA
(Annett, 2004), coactive design (Johnson et al., 2014), and types and levels of autonomy
(Parasuraman et al., 2000). Centering the framework around HTA activities offers a collaborative and
visual way of modelling the tasks and procedures of the target system. This format has the added
benefit of being similar to flow charts and diagrams, potentially increasing its initial familiarity for
readers with a technical background. As a method, HTA has a proven track record in terms of both
task analysis and task design (REF). Its flexibility allowed us to introduce and incorporate the task type
taxonomy by Parasuraman et al. to provide some structure to the function allocation (i.e., task design)
and risk assessment phases. Aspects of coactive design regarding agent (or task) interdependencies,
observability, predictability, and directability were adapted and included in our framework in the form
of design guidelines and risk assessment topics/questions. Although coactive design builds upon an
initial HTA, rather than addressing these HAT issues after the fact, we opted to include the coactive-
design-inspired HAT guidelines into the HTA procedure itself (phase Il), with the intention that
function allocation using HTA be done collaboratively, creatively, iteratively, and reflectively. All
together, we believe that the proposed framework can help non-experts in human factors to consider
relevant human factors and HAT aspects that were previously unaccounted for due to lack of expertise
or resources.

It is important to stress again what this framework is, what it is for, what it does, and what it does not
do. First, the proposed framework is not novel in its content per se, but in its packaging. It is a toolbox
with a curated set of tools included. Our intention is for these tools to be useable, flexible, and
adaptable to serve multiple (and new) purposes. In fact, we encourage the interested reader to
customize the framework to fit their specific needs and design circumstances. Second—the previous
point notwithstanding—the framework is, at its core, for doing function allocation and task design with
a particular focus on achieving safe and efficient collaboration between human and artificial agents.
Third, it does this by providing ways to model and visualizing tasks in current work settings (HTA;
phase I), visualizing the potential effects of modifications on agents, tasks, and procedures while
guiding the design work toward successful human-autonomy teaming (HTA, design guidelines; phase
1), and promoting reflexive assessment and (re)design with respect to issues of collaboration between
human and machine (risk assessment questions by task type; phase Ill). Finally, and critically, the
proposed framework is not for doing User Interface (Ul) design (buttons, icons, colors, and other
visual element of technology) or User Experience (UX) design (overall look, feel, and general
emotional response of technology use). This framework is for designing who does what, in what
manner, and in what order, without saying anything about how the tools designed to perform those
tasks should look or feel. As such, the proposed framework does not replace other Ul or UX methods
or production pipelines currently used by prospective users of our framework. Rather, it serves to
complement those pipelines regarding the design of safe and efficient HAT configurations and task
allocations. If anything, in that respect, the framework is intended to replace any HABA-MABA-based
task design methods in use today.

Naturally, the proposed framework is not perfect, and has some limitations to consider. First, the
framework is not exhaustive or comprehensive in a narrow sense, but in a broad sense it covers most
of the relevant enablers of HAT, although none of them in-depth. However, this is by design.
Established methods—Ilike the ones described in this report—have either a narrow focus or require



considerable experience and resources to apply. Our approach was instead inspired by the Pareto
principle which suggests that 8o percent of the consequences come from 20 percent of the causes. It
is also sometimes called the “law of the vital few.” Applied to the current case, we posited that by
using the proposed framework, designers could achieve 8o percent of the desired HAT and
collaboration qualities for 20 percent of the effort compared to other established (more complex and
labor-intensive) methods. Additionally, by offering a broad toolset, we hope to raise the minimum
level of awareness about human factors and HAT in the aviation industry overall. However, if at all
possible, we still recommend acquiring the assistance and expertise of human factors experts when
designing for HAT.

A second limitation concerns the development of the framework itself. As detailed in the method
section, the framework was iteratively developed in collaboration with and through a series of use
case applications. As these use cases were ongoing project work packages, the final version of the
proposed framework is still untested. There may be an opportunity to test the framework in a third
use cast after the delivery of this report. Possible insights and additional detailed framework revisions
may be subject to future scientific publication.
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Appendix A  Conducting interviews

Interviews can be held to gather information about the context where a system is used, user needs or
as a part of an evaluation of systems or functions, among other things. Interviewing is a skill that takes
practice and this guide will give you some useful advice on how to do it.

This guide primarily focuses on a semi-structured interview which allows the interviewer to combine
predefined topics and questions with a freer flowing interview style. This interview technique will
allow the interviewer gather systematic information in order to be able compare the answers of the
respondents on the same set of questions, while allowing the flexibility to pursue new topics as
needed. The section below describes tasks/steps to consider before, during and after conducting an
interview in order to accomplish a successful interview.

A.1 Before

Phases of the interview process Examples and tips

Prepare Materials that can be helpful to prepare:

In the preparation work before an interview, you define a goal with  Interview project plan describing goals, recruiting plan,

the interview, decide on who to interview, how to collect the data, background on companies to visit, general topics of

prepare questions and inform participants of what to expect. interest, data collection and analysis plan. Even small
projects can benefit from a project plan.

e  Aletter of introduction to send to participants.

e Informed consent forms that explain the purpose
of the study, how the data will be used, and
permission for data recordings.

e Interview guides

Define a goal with the interview: Examples of interview goals:

Setting goals for the interview will help select questions and a How do nurses feel about logging medical data, and what
direction for the interview. Depending on if you are conducting the  are the processes they believe they use?

interview for the system model, allocation model, implementation

phase or for evaluation purposes, the goal is different. The goal ~Learn how architects share CAD drawings with engineers,
when performing an interview can of course vary widely but could ~and where they feel there are challenges and
potentially be one or more of the following: opportunities.

e Understand the respondents perspective with regards to the Find out how bicycle couriers get the best route directions,
topic or problem. and what they feel works well, where they think there are

issues, and how they think things could be improved.
e Deepen the knowledge of a task, such as:

o The steps behind the task.

o Agents (such as organizations, human actors/operators
and artificial agents and systems) that are associated to
the task and how do they behave.

o Tools that are involved and what information is
exchanged.

o Cognitive issues are connected to a certain task.



Phases of the interview process Examples and tips

o Map workflows and try to understand what is
efficient/inefficient.

e Understand the context in which de respondent operates,
such as:

o Theroles and groups that exists and what their goals and
tasks are.

o Interaction between roles and groups.

o Systems used by other roles and groups.

o Physical work environments and workplace cultures.
e Identify critical activities and situations

o Eventanalysis (critical events)

o Domain critical things, as safety

e Testing ideas or hypotheses from other sources

Decide who should participate and how to collect
data

Plan how the data will be collected during the interview. Taking
notes and recording the interview are two methods that work well
together. With good notetaking during the interview, the recording
can be used only when clarification is needed and the time-
consuming process to transcribe might be possible to avoid. It is
important to consider the privacy or the respondent and have a
plan for how you want to handle the data after the interview. When
taking notes, you can avoid writing down any sensitive and
personal information the respondent might share, but with a
recording you must plan how to handle such data. For instance,
how the recording will be stored. Pay attention to what information
must be dealt with according to GDPR.

Decide which team members should participate in the interview. It
might be beneficial to conduct the interview in a team of two. In
such a team one person can take notes and allow the other person
to focus on the dialogue with the respondent. The person who is
focusing on the notes will likely also have some follow-up questions
that they want to ask during the interview, and you can decide
beforehand how to handle that.

Prepare a set of questions and discussion topics

The interview can be structured, semi-structured or unstructured. In
the structured interview, the questions are fixed according to a
script. In the unstructured only the topic of the interview is fixed,
and the semi-structured is a mix of the two. Unstructured
interviews are usually more challenging (Wilson, 2013). This section
will focus on semi-structured interviews. The semi-structured
interview is useful for understanding user goals and to gather
information about tasks, task flow, and work artifacts. A structured
interview on the other hand, is mentioned to be useful for instance
when results are to be compared across different group of users
(Wilson, 2013).

For the semi-structured interview, it is good to prepare an interview
guide containing questions or topics you want to have answered.

Interview environment and artifacts

Conducting an interview on site provides great
opportunity to form an understanding of the culture.
Each site is filled with artifacts that can help you
understand users and their environment.

Example of questions suitable to apply in
many interviews

e  Whatisyourcurrent role in and your organization?
o And before that?

e Whatis a description of a typical day/week/month
at your job?

e How do you use a product/function/service?

e What are the problems  with this
product/function/process/service?

e  What are the best things about...?
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The interview guide will help you to keep the interview on track, e  What tools, software, or hardware do you use to
ensure that you do not miss anything and might help you relax as accomplish your goals? How often do you use
aninterviewer. It may also help you ask clear non-leading questions them?

and is a way to get you team's input on questions and topics before
the interview (Pernice, 2018). Wilson (2013) lists that the interview
guide typically consists of:

e Canyou give me a specific example?

e Anintroduction to the purpose and topic of the interview Neutral prompts to use (Wilson, 2013):

e Alist of topics and questions to ask about each topic
P q P e “Tellmeabout...”

*  Suggested probes and prompts e "“Could you explain a bit more what you meant by.

e Closing comments. e

Avoid questions that are too long or complex and use probing e  “How do you feel about. . .?"

questions to get more detailed picture of the subject discussed.

Also avoid double questions, break them into two separate

questions. Along with the prepared questions, it is often helpful to

include a list of neutral prompts in the interview guide in order to

avoid starting questions with leading prompts. (Wilson, 2013). In Topic example

the semi-structured interview, you don't have to ask the questions

exactly as they are phrased in the guide. In the third phase of the SafeTeam Framework a set of
questions are presented intended to evaluate the newly
designed systems. Inspiration can be drawn from this list
to create topics to identify flaws with existing systems
as well.

e "“Could you describe...?”

Inform respondent about the process

Prepare information for the participant before the interview. This can inform the respondent about the duration of the
interview, the purpose of the interview and how the data will be used and stored. Also inform the participant if the interview is
anonymous or not. This information can be included in an Informed Consent form.

A.2 During

Phases of the interview process Examples and tips

Getting started

Before the interview begins, there might be some set-up needed e.g,,
recording device. Make sure to interfere as little as possible with the
respondent's space if you are visiting their environment, thus be mindful
when setting up any equipment (Wilson, 2013).

Ideally, the respondent is already informed on the interview process, but
make sure to refresh their memory about purpose, topic, how data will be
collected and used and interview time.

As you move on to the actual interview, it is a good practice to warm-up
the participant with some introductory questions that should be perceived
as easy, nonthreatening, and relevant. This might be a good time to collect
some background information about the participant and understand the
context in which they operate (Wilson, 2013).
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Interview recommendations Follow-up with concrete examples

During the main part of the interview, it is a good habit to start off with It can sometimes be easier or more natural for
the questions that you want every respondent to answer, and thenask  the participant to talk about specific events than
the remaining questions. The questions are modified as needed during ~ general processes (Pernice, 2018). The general
the interview, depending on the answers from the respondents (Wilson,  process might be that 'the task is always carried
2013). As questions are modified and follow-up questions are asked, out successfully'. When you ask the participant
make use of the list of neutral prompts. Remember to follow up with to walk you through the last time they did it, you
asking 'why?". In the later analysis, you might find contradicting opinions  might on the other hand find out that they have
or opinions that you wonder should result in a design decision or not. If ~ a specific workaround for when it rains or that a
you know the reason for the opinion, the decision might be easier to particular task is more cumbersome and that
make. they must be two persons to carry it out.

You should give the respondent time to finish their thoughts and make
sure to not interrupt them. You should also not be afraid of silence. You
will often find that the respondent will continue talk if they notice that
you do not move on to the next question. Portigal (2013) explains this as
people talking in paragraphs and wanting permission to move on to the
next paragraph, which is what you give them when you do not move on
to the next question.

Naturally it is important that the participant feels comfortable. However,
keep in mind that there’s a big difference between rapport and friendship.
The user does not have to really like you, think you're funny, or want to
invite you out for a cup of coffee in order to trust you enough to be
interviewed (Pernice, 2018).

Wrapping up

Make sure you indicate clearly when the interview is over by putting away note-taking materials and turn off any potential
recording devices, make sure to thank the respondent for participating in the interview. Ask if it is okay to contact the
participant if any further questions may arise during data analysis and interpretation (Wilson, 2013).

A.3 After

Phases of the interview process Examples and tips

Analysis

Before starting with the analysis, preparations might be necessary. A couple of things might have to be done
immediately while other things, such as transcribing if you choose to that, can be done later. As mentioned previously,
transcribing is very time-consuming and you may choose to rely on your notes and recordings.

As soon as possible

Consider scheduling time for a debriefing with the interviewing team immediately after each session. Portigal (2013)
points out that already the next day your memory starts to fade and suggests going for food and talk after the
interview. But make sure to make notes!

The time shortly after an interview is also a good time to clean up your notes and clarify things that there was not time
to note at the time, if necessary.
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Analyze collected data

There are many ways to go through your material
and analyze the data. One way is to collect quotes
orinsights from all interviews and group in different
themes. You can start with high level themes and
later return to each theme and sort further under
sub-themes. Remember to keep a reference to the
source with each quote. This serves two purposes:

Making it easier to go back to that specific interview
if you (or a colleague) want more background to the
quote.

Ensuring that you do not later treat one person's
three related opinions as three users' opinions.

Other ways of analyzing are presented to the right.

Inductive Methods of Analyzing Interview
Transcripts

A thematic content analysis begins with weeding out biases and
establishing your overarching impressions of the data. Rather
than approaching your data with a predetermined framework,
identify common themes as you search the materials
organically. Your goal is to find common patterns across the
data set.

The goal of thematic content analysis is to find common
patterns across the data set.

A narrative analysis involves making sense of your interview
respondents’ individual stories. Use this type of qualitative data
analysis to highlight important aspects of their stories that will
best resonate with your readers. And, highlight critical points
you have found in other areas of your research.

Deductive Approach to Qualitative Analysis

Deductive analysis, on the other hand, requires a structured or
predetermined approach. In this case, the researcher will build
categories in advance of their analysis. Then, they'll map
connections in the data to those specific categories.



